SMkey

NMPOCTO MPOYTU MHCTPYKLUUN






OnucaHne, xapakTepPUCTUKN

Oy6nukaTtop SMKey nossonaer:

- konuposaTb MeTku Mifare Classic Ha 3arotoBkn MF ZERO, MF OTP, MF OTP 2.0, MF3

- konuposaTb MeTku Mifare Ultralight Ha 3arotoBkn MF UL, MF UL2, MF UL3, MF UL-X

- NoNyyaTb OT CYMTbIBATENA AaHHbIE AN1A pacyéTa KpunToksoda K cektopy Mifare Classic.

JononHutenbHble YHKUNN:

- NpeaynpexxaeHne o Hann4mmn B cunTbiBaTene ounbTpa 3arotoBok Zero u MF OTP;

- BO3MOXXHOCTb ncnonb3oBaTb Mifare Classic BMecTo 3arotoBok (ana cumtbiBatenen Iron Logic);
- NOOK/IOYEHNEe K CMapTgoHy AnA cCOXpaHeHNA AaHHbIX B 6a3y, pacdyéta KpunToksoya

1 nocneayoLen nepegadm CoxpaHéHHbIX gaHHbIX B SMKey onA n3rotoBneHnA Konuu.

YteHune paHHbIX N3 meTkn Mifare Classic 1 n3rotosrneHne Konmm BoO3MOXHO, TONbKO €Ciin
M3BECTEH KPUMTOKJIIHOY.

SMKey nonyyaeT faHHble onA pacyéta KpUNTOK/IYa OT CYMTbIBATENA, TO €CTb, B OTNINYME OT
APYrux yCTPOUCTB, He NoabupaeT KPUNTOK/IOYM METOA0M nepebopa.

Ona pacyeTa KpUNTOK/OYEN U MOMHOLEHHOW paboThbl C YCTPOMCTBOM NOHAnobuTcA cmapTdoH Ha
6a3e Android nnn iOS nnéo MK ¢ Windows, Mac OS wnnu Linux.

dopmaT gaHHOro PYKOBOACTBA NpeanonaraeT, YTO NO/Ib30BATENb Y)KE UMEET HEKOTOPbLIE
MUHMMasbHblE 3HaHNA NO paboTe METOK 1 cuuTbiBaTenen dhopmarta Mifare Classic.

Monb3oBaTenb CaMOCTOATE/IbHO HECET OTBETCTBEHHOCTb 3a CBOU AEUCTBUA npu
ucnoJsib3osaHuu ,qy6nv|KaTopa nepepg TperbumMmu nuuamu, B TOM 4yucne 3a 10, 4TO
OHU COOTBETCTBYIOT TpGﬁOBaHMHM Il:l,el“'ICTByK)LI.I.EI'O 3aKoHoaaTeJ/ibCcTBa U He
HapywarT npaBa U 3aKOHHblIe UHTepeCbl TPeTbUux JInu.

MNuTtaHwne:
- BCTPOeHHbIN Li-lon akkymynaTtop 3,7 B, 320 MA;
- BpemA HenpepbIBHOW paboTbl OKOSI0 3 Yacos.

KoMMyHuKauma:
- Bluetooth 4.0 (CmapTdhoH Tak >xe ao/mkeH nogaoep>xmnsaTtb Bluetooth 4);
- Mini USB ponA nepegayv gaHHbIX 1 3apAOKu.

®opmatbl MeTok (YactoTta 13,56 mlu):
- Mifare Classic 1k, Mifare Ultralight, Texkowm, i-Code, Tag-it (PakTopuan)

KomnnekTauua:
- USB - kabenb, AOKYMeHTaumA, 3apAgHoe yCTPOUCTBO.

MamaTb:
- 100 A4eek On1A coxpaHeHWA AaHHbIX OT CHUTbIBATENA (A1A pacyéTa KpMNToKNYa);
- 1 AYeinKka oA NOAHOMO Aamna, CYMTAHHOMO ¢ METKM ([aMn CoOXpaHAEeTCA aBTOMaTUYECKN).

abapuThl, BEC:
- pa3smep 110 x 60 x 25 MMm;
-Bec 110r.

Kopnyc:
- ABS-nnacTtuk ¢ Nnpope3nHeHHbIMU BCTaBKaMU;
- nMueBan naHesnb, yCTONYMBAA K LapanuHam.



PaboTa c yctpowncteom, UID

35D
BkritoueHne - HaxxaTue n yaepxXaHue LeHTpasibHOW KnasuLin.

BbiknloueHre — onuTenbHoe yaepyKaHue LeHTpasbHon
KNaBuLWW UMW HaxkaTne «Bbikn».

OnuTtensHoe yaep>XaHne LeHTPaslbHOM KNaBuwmn OTKo4aeT £
npuoéop B f1060M pexxmmve.

Mocne BktoYeHWA Ha akpaHe oTtobpaxaetca UID, ¢ KoTopbiM
OyneT NponcxoouTh 3axsaT AaHHbIX.

[nAa Hayana 3axBaTa AaHHbIX HAXKMUTE LLEHTPaNbHYIO KHOMKY.
UID — 3T0 yHMKanbHbIA HOMEP METKW, 3a4acTyto OH HanevyaTaH

Ha eé kopnyce. UID unutaeTcAa Bcerpa, HeE3aBMCMMO OT TOro,
3awpueHa MeTka KpUnToKNoYamMmm Unm Her.

Mpn nogHeceHnn K cunTbiBaTento SMKey npeacraesurtca
MeTKomn ¢ gaHHbiM UID, 1 nmeHHo gna atoro UID 6yneT
Nosly4YeH KPUNTOKIIOY.

HekoTopble cuntbiBatenu, Hanpumep Cyfral, He nmetot
3aBMCUMOCTM 3Ha4eHuA Kpuntoknoya ot UID meTkn.
Y BCex MeTOK OAHOro noabesaa KpUnToksoY 6yaeT
O[MHaKOBBbIN.

B cuntbiBaTenax IronLogic kpunrtokmoy 3asucnt oT UID.
Bce meTku ¢ ogHoro nogbesaa 6yayT meTb pasHble
KPUMNTOKJTIO4W.

N3meHnTb UID, ¢ koTopbiM SMKey 6yneTt 3axBaTbiBaTh
AaHHble, MOXXHO B MeHI0 npunbopa.
UID MO>XHO BBECTU BPYYHYIO NN CHUTATb C METKM.

[na nony4yeHnA faHHbIX OT CYMTbIBATENA UCNONb3YETCA aHTEHHA,
pacrnonoXeHHaA B nepenHen (Topueson) YacTtu npmbopa.

Bpema 3axBaTa AaHHbIX COCTaBMAET B CPeAHEM 2 CEKYHAbI. /
AnA ytenna UID, yTeHna gamna n3 MeTkun unu 3anvucu B 3aroToBky S
npuknagpiBatb 6penok (kapTy) cnenyeT K knasuwe «BHN3». >
BpemA yTeHuA/3anncn — okono 1-2 cekyHa. '

] ] |
YCTPONCTBO MMEET A0CTaTO4HbIV 3anac no YyBCTBUTENbHOCTU, HET //\

HeobxogumMocTn nogHocuTb SMKey K cunTbiBaTento nnn MeTky

K npubopy B ynop.

OnTmanbHOe paccToAHWe ANA 3axBaTta AaHHbIX UKW YTeHnA/3anncu
METKM onpenenAeTca OnbITHbIM MYTEM M 3aBUCUT OT KOHCTPYKLUU

N pasmepoB aHTEHHbI CaMOro CYMTbIBATENA UAN METKMW.



[Tony4eHHble gaHHbIe — 3anncu

YCTPONCTBO HE Nosly4aeT OT CYNTbIBATENA FOTOBLIN KPUNTOKJIKOY, OH paccynTbiBaeTcA n3
Nnosly4YeHHbIX AaHHbIX Yepesd npunoxerHune onAa i0S, Android nnn nporpammy ona MNK iKeyBase.

lMony4eHHble OT JOMOOHa AaHHbIE COXPaHAIOTCA B Npubop
Kak «3anucun». Bcero umeetcA 100 A4eeK ANA UX XpaHeHud. | .

HOoCA. CwkT o 8

MNocnepHWe cumMTaHHbIe JaHHble aBTOMaTUYeCKU
3anncbIBalOTCA B CNeumnanbHyo AYenKy ¢ IMEHEM
«[locn. cunT. OaHHbIe».

Ecnun nnaHmpyeTcAa cunTbiBaTh AaHHbIE C HECKOSbKNX Pa3HbIX
cunTbIBaTENEN, TO AAHHBIE MOXXHO COXPaHATbL cpasy B 10Oy
n3 100 a4eek.

SMKey npu coxpaHeHUun 3anncu aBToMaTUyecKu npegnaraeTt nepByto CBOOOOHYIO AYENKY.
MO>KHO BPY4HYIO N3MEHNTb HOMEP AYenKN, Kyaa byaeT coxpaHeHa 3anuncb, HO ecriv oHa byaeT He
nycra, To cTapble AaHHble nepesanuiuyTcA.

[nAa pacyéTta KpunTokoyen sanyctute npunoxeHue iKeyBase Ha cmapTdgoHe nnm MNK.

" § SMkey
Jiw v "4 =
Au. Wma sanucm uID bnok Kpunrto-kntou Punptp Pexmm  “
1 ABB 24 87 BA 74 0 12 34 56 78 90 12 Her MpocToit =
2 BACA 12 05 BB 43 0 40 00 80 52 57 59  Her MpocToit
3 B 12 05 BB 43 1 2F 61 77 E9 59 CF [a CnoxHbli
4 r 12 05 BB 43 1 2F 61 77 E9 59 CF Her MpocToit
5 A4 @5 5:43 4 A 12 34 56 78 90 12 Her MpocToi
6 AAA 4_56 78 -<)° 12 34 56 78 90 12 Her MpocToit
7 -

Mocnearuin cumTanHelt: UID: 70 DF BA 74 Bnok: 0 KpunTo-kntoud: 12 34 56 78 90 12 ®unbTp: HeT Pexxum: MpocToit [OTnpaswrb KoY B SMKey]

eeec0 MTS RUS & 0:53 @ 7 3} 98 % mE>

KpvnToknioy anA nocnefHuX CHUTaHHbIX
AaHHbIX paccynTbiBaeTcA Bcerga 6e3

Q SMKey v @

MocnegHne cuMTaHHble AaHHble

3anpoca. Ecnn Hy>KHO paccunTtaTtb A8B (ueiica: 1) LTS ST B
KPUNTOKIOYM A/1A OCTallbHbIX AYEEK, TO 12345-012 (ueiica:2) Al um vBdO
o4 65b41 cl L 1 , Bnok 01

BblbepuTe AaHHY PYHKLUMNIO B NPUTOXEHUN. 123456789012 s U vt o
LUYKEPKA (Sueiika:3) Ko 61 egsgneeocas, UID 7ef23011, Brok 01
SaHMCM MO)'(HO ynanHTb KaK qepes MeHI.O i3z S:}o?;)(ll/fll’\(:‘;("):)?% UID a5066444, Bnok 00

npubopa, Tak 1 Yepes NpPUNoXKeHue. SEONTEASDET! Go7 Vi ABS 7

Koy 6¢f640851bbf, UID 81024011, Bnok 01
MocnegHue cYMTaHHbIE AaHHble N R,

YAAMTE HEMb3A LA
BmecTo chyHKUMM yaaneHna B faHHOM

3anvcun nmeeTcA PYHKLMA COXPaHeHWA.
lMocnegHwe cynTaHHble AaHHbIE MOXHO
nepeHecTn B NOOYIO APYryto AYENKY, o o
ncnosnbayA 3Ty PYHKUMIO. a o o




YTeHne n 3annucb MeTku

Mpn oTNpaBke N3 NpUNoXeHnA KpuntTokoda B SMKey i 30
nprbop NepexoanT B PEXUM YTEHNA METKMW. o

[NnA YTeHA AaHHbIX U3 METKU NOAHECUTE €€ K Knasuie
«BHU3». Ha akpaHe noABUTCA HAOMNUCb: «YTeHne».

Ecnun yteHne He npomncxoaouT, 3HAYUT KPUNTOKITIOY HEBEPEH.

YCTPOMCTBO CUMTLIBAET AaHHbIe TONIbKO U3 OQHOro cekTopa
MEeTKM, HOMep ceKTopa byaeT ykasaH Ha aKpaHe.

Howmep cekTopa, npu oTnpaeske Kpuntokntoda B SMKey, ycTaHaBnnBaeTcA aBTOMaTUYECKMN.
OH 6epéTcA U3 Tex AaHHbIX, KoTopble nonyynn SMKey npy NnogHECEeHUN ero K cHUTbIBaTeNto.
Ecnu TpebyeTtcA cuntaTth faHHble ApYrMx CEKTOPOB, TO HEOOXOAMMO 3HATb U UX KPUMTOKITHOUMW.
PasHble cekTopa MeTKM MOryT UMEeTb pasHble KPUNTOKITOYN.

lMocne NpoYTEeHUA AaHHbIX U3 METKU Npubop nepexoouT

B peXXMM 3anucu.

Mpwn 3TOM NONYYEHHbIA Jamn cpasy coxpaHAeTcA B npubope
n 6yoeT [oCTyNeH Kak AsAa MOBUbLHOro NPUIOXeHUd, Tak
n ona MNK. CoxpaHme gamn B 6a3y, B AanbHENLLEM MOXHO
MCcnonb30BaTh €ro A4 n3rotosneHua aybnmkata 6es
Heo6X0AUMOCTU CHOBA MATU K AAHHOMY CUUTLIBATESIO.

[nAa 3anncu nogHecuTe 3arotoBky K SMKey.

Ecnu ycTponcTBOM Ha aTane 3axsara AaHHbIX U3 cyuTbiBaTenA 6bin 06Hapy>XeH PunbTp
3arotoBok ZERO, 10 310 6ygeT ykasaHo B cneuuvanbHOM none, B npunoXxxeHun ikeyBase.
B naHHOM cniyyae, onA 3anucu, cneavet ucnons3oBath 3arotosky OTP.

[aHHbI peXXuM O0CTYrNeH B MeHIo ycTpoucTsa. [pu aTom npegnaraeTcA BbIbpaTb TUM KNoYa:
Classic nnu Ultralight.

MeTkn popmata Mifare Ultralight ncnoneaytoTtca B cuntbiBaTeNAX A0OMOGOHOB Vizit, BU3yanbHO
OHW BCTpeyatoTcA B BUAE 6penoKoB CBEKONLHOMO LBeTa.

[aHHble MeTKN He NMEKOT KPUNTOKII0YEN N KOMMPYIOTCA TONIbKO Yepe3 MeHIo npubopa.

BonguTte B nyHKT Ultralight, nogHecuTe MeTKy AnA YTeHUA, nocne NpoyYTeHunA 1 nepexona
npunbopa B pexxuM 3anmcu nogHecuTe 3aroToBKY.

Ona 3anucu pyénukaTtos metok Ultralight Heo6xoamMmo ncnonb3oBaTh crieumasnbHble 3aroToBKU —
MF UL.

Mpw BbIGOPE 3TOroO NyHkTa MeHio SMKey nepexoanTt B pexxum 4teHua Mifare Classic.

JaHHbIN pexknm npegnonaraeT, YTO BaM Y>XXKe N3BECTEH KPUNTOKIIOY, HEOOXOANMBIA ANA YTEHUA.
KpunTokioY U HOMEpP CeKTOpa MOXXHO BBECTU BpPY4HYyIO. [locne npodTeHna npnbop nepenaeT B
pexxum 3anucu. NonyyeHHbIn gamn 6yaeT AoCTyneH AnAa coxpaHeHusa B 6asy iKeyBase.



3rotoBneHne nybnmkara Ha Bble3fe

[na paboTtbl ¢ SMKey yctaHosuTe npunoxeHune iKeyBase. OHo gocTtynHo ana iOS n Android.

Ona iOS nopaepxunsatotca iPhone 4S v Bbiwe, ¢ BEpcMeEn CUCTEMbI HE HuXe 8.
[nA Android Bepcua pgomkHa 6biTb He HUXKe 4.3, AO/MKEeH NpucyTcTBOBaTh Moy b Bluetooth v4.
Ecnn cmaptdoH ¢ Android He HaxoauT npunoxenna B PlayMarket, yctaHoBuTe ero ¢ canra.

Mcnonbaynte hyHKumMmn npunoxenunn iKeyBase: «Konua Ha 3arotoBky» unm «Konua Ha Classic».
[aHHble PyHKLIMM NO3BONAKOT NIErKO caenatb KON, cnenya ykasaHuAM Ha SKpaHe cMapTdoHa.

Hanpumep, n3rotoBneHne Konmuu Ha 3aroToBKy COCTOUT U3 MNPOCTbIX LWAroBs:

1. [lMogHecTn opurnHan K npuéopy.

2. [MogHecTn Nnpnbop K cyMTbIBATENIO AOMOCOHA.

3. TlogHectn opurnHan Kk SMKey ewé pas.

4. TlogHecTn 3aroToBKy. [1NA 3anMcn HECKONbKNX KONUW NOAHOCUTL 3aroTOBKW MO OYepeav.

ee000 MTSRUS & 3:31 © 7 % 100 % m—- ese00 MTSRUS &  3:31 © 7 %100 % eeeco MTSRUS &  3:39 & 7 3 100 % mm esec0 MTSRUS &  3:33 7% 100%

KonunposaHvie Ha Zero KonvpoBsaHue Ha Zero KonunposaHvie Ha Zero KonvpoBsaHue Ha Zero

! 2 3 4

MopHecuTe 3aroToBky ZERO nnn OTP
MopgHecuTe opurnHan k SMKey MopnHecuTe SMKey K cumTbiBaTENO MopHecuTe opurnHan k SMKey eLlg pa3 Ons 3anvicu

CoxpaHuTb famn

OTMeHUTL OTMeHUTL OTMeHUTL OTMeHUTL

He TpebyeTcAa HaxxumaTb HMKakue knasuwmn Ha SMKey, npunoxeHue 6yoeTt genatb 3TO 3a Bac.

Mo>XHO coxpaHunTb gamn B 6a3y, 3TO N03BONUT B Oyayuiem genatb oybnmkat 6e3 Bble3aa.

Ecnwn Bbl NOHMMaeTe, Kak pa60TaeT MeTKa, CHMUTbIBaTes/lb, TO BO3MOXXEH py'-|H017| pPexxmm pa6OTbI.
B HEeKOTOpPbIX HeCTaHAAPTHbLIX Chy4YaAaXx OAHHbIN BapunaHT pa6OTbI 6onee rmbok 1 no3sonAeT
pewnTb MHOIrMe HeTpuBnasibHble 3a0a4vyn.

O6bIY4HOE M3rOTOBIEHNE KOMUN B PYYHOM PEXMME COCTOUT U3 CReayoLmX LWaros:
YctaHoBka B SMKey Takoro xe UID, kak B OpUrmHanbHON MeTKe.

lMonyyeHne AaHHbIX OT CYUTLIBATENA.

PacuéTt kpnntokno4da yepes iKeyBase.

Otnpasky kpuntoknoya B SMKey.

CuuTbiBaHME famna ¢ OpUrMHanbHOM MEeTKM.

3anucb gamna Ha 3aroToBKY.

ook~



SMKey + iKeyBase

Moakntoume ycTporcTBO K K nnu 3anyctve NnpunoXeHne Ha cMapTdoHe, cuMTanTe Bce 3anucu.
iKeyBase paccuntaeT kpuntokntoun. CoxpaHute nx B 6asy.
Mpu coxpaHeHuu B 6a3e 6yayT co3gaBaTbCA Aammbl C STUMU KPUNTOKIHOYAMN.

Yepes nporpammy ona MK — iKeyBase MOXXKHO coxpaHuTb B 6a3y U 3afaTthb NpaBuibHblE agpeca
cpasy onA Bcex 3anucen. PaboTtas yepes npunoxeHne ona cMapTgoHa, KaXxayto 3anmcb HY>KHO
COXpaHATbL NOo o4Yepeu.

[ JON # SMkey
Ay, Wmsa 3anucu Ynuua Oom Kopn. MMoa. Ks.
1 0 MocnepgHwWiA cunTaHHbIA | -->  MaknakoBa 12
2 1 AEB --> | Mupa 5 3
3 2 BACH --> | Bacs
4 3 B --> | BpyHrens 5c4
5 4 r --> [Bappgeiickas 1 2 3
6 5 Oom 6biTa

0 -->
geole |~ e | | | ||

[aHHble BbI6paHHOM CTPOKMU:
UID: 12 34 56 78, kpunTo-kiioy: 12 34 56 78 90 12, 610k 0 Otmena FobasuTb B 6asy

B nesomn yactun Tabnuubl oTobpaxkatoTcA 3anmcu ¢ umeHamu 3 SMKey, a B npaBon — Kak OHU
O6yayT coxpaHeHbl B 6a3y. [1BOMHOW KIMK B NPaBoM MoJsie No3BosiAeT USMEHUTb aapec.
MOXHO OTMETUTb BCE NN TONBKO YacTb 3anncemn, KOTopble HYXXHO COXPaHUTL B 6a3y.

Hangute Hy>kHbI agpec B 6a3e iKeyBase. KnukHute B Hero. B npaBon YacTtu 6a3bl 6yaoet
COXPaHEeHHbIN paHee aamn. HaxxmmuTe npaBon KHONKOW MbIWKK Ha Aamne u BbIbepuTe NyHKT
«OTnpasnTb gamn B SMKey». Mpnbop nepenaét B pexkmm 3anmcu.

Oanee, B 3anncbiBaeMoM gamne Hy>kHO 3ameHuTb UID, cumMTaB ero s meTku KnmeHTa. [nAa atoro
HaxxmuTe B SMKey KHOMKy «3MeHUTb». BoibepuTe nyHKT UID 1 HakmnTe KHOMKY «Bbli6op».
Cuntante UID, npnnoXkme MeTKy KMeHTa K npmbopy.

SMKey nonpocuT ykasatb Homep 6510Ka, =
B KOTOpbI crieayeT NoMecTuTb HoBbIn UID. Eraess L RAW
Bb|6ep|/|Te Hy)KHbII7I BapuaHT. Biok 0 70 DF BA 74 61 08 04 00 85 00 AA BB CC DD EE FF

o Bnok 1 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Tpebyembii HoMep 6510Ka MOXKHO BUAETH B None

Bok2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
C KOMMeHTapumem K gamny. Tak>ke OH BMAeH B 6ase

" an BbI30BE Aamna Ha peﬂ,aKTleOBaHVle KpunTto-knoy A BuTbl gocTtyna KpunTo-knioy B
(,D,BOVIHOVI KUK MO 3ar|VICI/I). 12 34 56 78 90 12 FF 07 80 69 FF FF FF FF FF FF
Mocne Bbibopa Homepa 6noka SMKey BepHeTcA OTnpaswTh KoY KomMwmeHTapui:

B pe>K|/|M 3anuncu. Camrats gamn UID: 70 DF BA 74, 6nok: 0, dounbTp: Her,

pexwm: MNMpocTon

3anucatb gamn

MopHecute 3arotoBky ZERO nnun OTP.

[lnA sanmcm HeCKONbKMX KON NOOHOCUTE
3aroToBkKKM No o4yepenn. OTMeHUTb oK



ba3a iKeyBase n NFC (ACR122)

Ecnun 6a3a ¢ Hy>XHbIMM agpecamn y>ke cobpaHa, To npyn Hannymn yctporictea ACR122
n nporpammbl NFC MoXKHO genaTb oybnvkaThl, gaXke He umeA nog pykon SMKey.

BbibpaB Hy>HbI agpec B nporpamme iKeyBase, KNMKHUTE NpaBo KHONKOW MbIlWW Ha KOAe
Kfto4a 1 coxpaHuTe ero B Buae hanna *.dump Ha pabouni cTon.

o ] o~ S
\Qg ] L ) ﬁly H H (dunbTp @ @
Ynuua Oom Kopn. Moa. KB. Knioy Tun KoMMmeHTapwuii
6 AnekcaHgpoBa 4 1 3 1 v 63 24 6F BE Metakom
7 AnekcaHpgpoBa 4 1 4 2 V| FF FF FF FF FF FF MF sector
8 AnekcaHpgpoBa 6 1 3 v 12 3456 7~ " - VI 0 e 4, 6nok: @
P | <k [o6asuTb Kiloy E
9 AnekcaHpgpoBa 6 2 D/ PepakTupoBaTtb AaHHble
10 Anexcanaposa 8 1 § OtnpaBuTb kKpunTo-Ktoy B SMKey
§ OtnpasuTb gamn 8 SMKey
n AnekcaHgpoBa 10 2 3kcnopTt B .dump
Ypanutb Koy
12 AnekcaHgpoBa 12 2 ®vn
13 AnekcaHgpoBa 12 3
14 AnekcaHpgpoBa 12 5
15 AnekcaHgpoBa 14 1
16 AnekcaHpgpoBa 14 3
17 AnekcaHppoBa 14 4

1R

YcTpoiictBo: SMKey nopkntoyeHo v MNpueM JaHHbIX ABTOC6pPOC Mouck B 6ase BbibpaHo: agpecos 0, knoveit 0

B nporpamme NFC, Ha 3aknagke «3anucb», HaxxmuTe «[yTb K dpanny gamna» un Bblbepute aToT
thann *.dump.

Ecnu pamnbl yepe3 SMKey 6binv nonyyeHsl 6e3 npeaBapuTenbHoro seoaa B Hero UID meTku
KnueHTa, T0o B nporpamme NFC nocne oTkpbITnA gamna HaxxmmTe «3ameHnTb UID»
N cYMTanNTe ero ¢ KNNEHTCKoro kno4a Yyepe3d ACR122. 3anuwunTte nony4ymsLLEeCA Ha 3aroTOBKY.

3amenuTb UID

3anucatb Toaeko UID

3anucatb NOAHLIA gamn

O KeyMake 7 - O
Qanin basa gaHHbix Cnpaeka
Tekyuiee ycTpoiicteo: | ACS ACR122 0 v
Tekywasn metka: Mifare Classic/Plus (Zero); UID: 14e0ee74
Cratyc: YteHue 3aBeplueHO
YreHue | 3anuco | basa AaHHbIX
O Mifare Classic O 34 @ Beinonverine X
MyTs k aamny: | C:\Dew MoaHecuTe meTKy ana uteHua UID 5) 1K.dump
Iy
-
MyTb K KAKOUaMm A: '\\‘ Kntoum A
MyTb K KArOUam b: Kntoum b
Cextop bBnok Kniou B
Q 0 14EQEE746E0000000000000000000000 %] FFFFFFFFFFFF FFFFFFFFFFFF
0 1 2B1EBA74000000000000000000000000 1 FEEFEFEFEFEF FEFFFEFEFEEE
0 2 00P000P00AAA00000000000000000 2 FEEFFFEEEFEF FEEFFEEEFEEE
0 3 FFFFFFFFFFFFFFO78069FFFFFFFFFFFF 3 FEFEFFEFEFFE FEFFFFEFFEFE
1 4 00000000000000000000000000000000 4 EFFEFEEEFEEE EEEEEEEEEEEE
1 5 00000000002000000000000000000000 5 FEEFFEEEFFEE FEEFEEFEEFEE
1 6 00000000000000000000000000000000 v A 7 CEEEEEEEEEEE 7 EEECEEEEEEEE v

[lo6asuTtb Aamn B 6asy l [




[NonHbin gamn. 3anunck Ha Classic

YcTponcteso SMKey nonyyaeT KpUNTOKJIIOY, @ 3aTEM CHATBLIBAET M 3annCbiBaeT AaHHble TONbKO
oT ogHoro cektopa. B meTke Mifare Classic ecTb cekTopa oT 0 oo 15, kaxxabihi MoXeT 6bITb
3aKpbIT CBOUM KPUMTOKJITHOHOM.

O6bI4HO cyMTbIBaTENM B AOMOMOHAX YMTAKOT AaHHbIe TONbKO OT OLHOMO CEKTOpPa, HO B Cny4vae
Heo6X0AMMOCTM MOXHO MONYYUTb U NOMAHBIA JamMn METKK, A1A 3TOr0 MOXKHO UCNOb30BaTb
nporpammy NFC.

Ecnu B MeTKe 3aKpbITbl BCe CEKTOPA, TO NpeaBapuTesibHO Heo6X0AMMO MOMyYUTb OOMH U3

Kno4ven ¢ nomowbto SMKey:

1. B meHto npubopa Bbibepute UID. Mpnnoxmnte MeTKy, C KOTOPOW HY>KHO cYMTaThb Aamn.

2. Haxwmute «3axsat» n nogHecute SMKey Kk cuntbiBaTento. Npnbop nonyymTt gaHHble. Ha
3KpaHe 6yaeT Hapnuck: «CoxpaHnTb» N «[epepatb». BoibepuTe «Ilepenatb».

3. B nporpamme NFC, Ha 3aknage «YTeHne», noctaBbTe ranky B 4ek-60kc «Mcnonb3oBaTtb
N3BECTHbIN KNIOY» N HaXXMuTe «[lonyuntb n3a SMKey».

4. TMopHecnTte SMKey nepegHein yactoto K ACR122.

lMporpamma BbIBEAET B NOME pacCUMTaHHbIN KpUNTOKNoY. Monoxunte metky Ha ACR122

N HaXXMUTE «CUnTaTb METKY».

Yepes HeKOTOpPOe BpeMA nporpaMmMa BOCCTaHOBUT KPUMTOKITIOYM KO BCEM CEKTopam.

MepenanTe BO BKNaaky «3anucb», Tenepb MOXHO 3annucaTb NOMHbIM A4amMn Ha 3aroToBKY.

Yepes meHto npubopa «3anncm» MOXHO BblbpaThb II0OYI0 paHee COXPaHEHHYIO AYENKY 1, HaXkaB
«[lepepaTtb», OTAPaBUTb NOAYYEHHbIE OT JOMOdOHa AaHHble B nporpammy NFC.

Mpwn narotoeneHnn gybnukata nepeq cynTobiBaTesnieM, a He U3 6asbl ANA HEKOTOPbIX Mogenen
AOMOCOHOB €CTb BO3MOXXHOCTb 3anucu aybnmkata Ha Mifare Classic.

OTOT CNOXHbIW anropuTM COCTOUT U3 CEMM Onepauunii, KOTopble NIErko peLarTcA Npu
NCnonb30BaHMM MOBUABHOMO NPUIOXKEHNA.

MpocTto 3anyctute hyHkumo «Konma Ha Classic» 1 cnepynte ykazaHMAM Ha 3KpaHe.

He nna Bcex cumtbiBaTENEn MOXHO caenath konuto Ha Classic. B HacToAwee BpemA aTo
A0MNYCTMMO Wb ANA cumTbiBaTenen lron Logic.

Mpwv nonbITKe caenaTtb KOMUIO OJ1A CYUTbIBATENA, KOTOPLIM HE NoAEep>KMBaET Takou
BO3MOXXHOCTU, NPUSIOXKEHNE YBEAOMUT 06 3TOM U NPEeanoXuT co3gaTb AybnukaTt Ha
3aroToBKY.

Mpwn 3anncu Ha Classic ncnonb3ymnte «nyctble» MeTku Mifare Classic, ¢ TpaHCNOPTHBLIMK
kpuntoknodamn FFFFFFFFFFFF.

Mpw 3anucu Ha yyke NCNoNb30BaBLLYOCA METKY HE0OOXOANMO NpenBapuTesibHO y3HaTh eé
KpunTokntoY. Ero notpebyeTca BBECTM Ha 3Tane 3anncu B3ameH TPaHCMNOPTHOrO.

370 OenaeTcaA NyTeM HaXkaTuA KHOMKK «/13MeHUTb» 1M OTNPaBKOWM HOBOro K/llo4ya Yepes
NPUNOXXEHNE, C yKasaHNEM, YTO 3TO KPUMNTOKIOY AJ1A 3anucu.

KpunTokniod, oTrnpaB/ieHHbI AN1A 3anncu, He MeHAEeT COAEePXXMMOro 3anMcbiBaeMoro gamna.
OTOT KJI0Y 0TOOparXkaeTcA Ha 3KpaHe U UCNosib3yeTcA TONbKO A/1A AOCTYNa K yKa3aHHOMY
CEKTOpPY C LieNblo OCYLLEeCTBEHMA 3anuncu.



HioaHCbl U TOHKOCTU

CuntbiBaTenb MOXET paboTaTb B HE3ALWMLWEHHOM peXxnme, cumTbiBaA Tonbko UID 13 metkn.

Mpu nogHeceHnn SMKey k foMopoHy OH ByaeT pearmpoBaTb UM Bblgayven owmnbku (ecnm UID He
3aperncTpupoBaH B cucteme), nnm 6yaeTt npoucxoguTb OTKPbITUE JOMOGOHA.

[na konMpoBaHMA Tako METKN AOCTaTOYHO 3anucaTb B 3aroToBky Tosibko UID Takon meTku.
Mpn aTOM cama MeTKa MOXKET ObITb 3alUMLLEHA KPUMTOKKOYaMM, HO 3TO He BaXkHO, T. K. UID
yuTaeTcA BCcerga.

Ona cospaHnA gybnukaTta Takon MeTkn sonamte B NyHKT «UID/KonnpoBaTb» B MeH0 npubopa.
CunTante opurmHan mn 3anuwnTe 3aroToBKY.

Ecnn HeT HMKakom peakunmn npu nogHeceHnn SMKey K cUMTbIBaTENIO M HA 3KpaHe YCTPOMCTBA HE
noAenAeTcA Hagnueb: «Tonbko UID» To, BepoATHee BCEro, 4To 3ToT 4OMOMoH paboTaeT nnm B
pexxume Ultralight, nnn n Bosce He nmeeT K Mifare HUKakoro oTHOLIEHWA.

B nepBomM cnyyae KonuA genaeTcA Yepes COOTBETCTBYOWee MeHio npubopa (MeHo/KonuposaHue),
a BO BTOPOM criydae — Ha aybnmkatopax, paboTtatowmx ¢ 06bl4HbIMM 6penokamu Em-Marin.

[nAa npegckasyemoun 1 HagéxHom paboTbl pekomeHayeTcA 06HOBAATL NPOLUUBKY YCTPOUCTBA.

OTO MOXHO caenaTb Kak Yyepes3 cmMapTdoH, Tak 1 yepes MNK.

Mpn 06HOBNEHNN Yepe3 CMapTHOH 3TOT NPoLEeCcC 3aHMMaeT OKOS10 15 MUHYT U, eCnn B TEYEHUE 3TOro
BPEMEHN KTO-TO MO3BOHUT U pa3pAguTca 6aTtapen, npmbop 6onblue He ByaeT nogasaTh NPU3HAKOB
XKN3HW.

[nA 3anycka noBTOPHOW NpoLWKMBKY Yepes Bluetooth HaxxmuTe kKnasuwy BBEpPX U, HE OTNycKadA egé,
HaXXMNTE LIeHTPanNbHY0 KHOMNKY Ha OAHY-ABe CEeKYHAbl. [1prubop BKAKYNTCA B peXUMe 3arpy3ydmka u
O6yneT rotosB K NPOLUMBKE.

3anycTuTte NpunoXeHue u NOBTOpmUTE 3arpy3ky NpOLUNBKN.

Ecnn npowwmBka ocyuectBnAeTcA Yyepes K, To 3aXXmMuTe BEPXHIOK KHOMKY U, HE OTMycKad,
nogknioyante nposod USB. Npnbop BKAOYMTCA B pEXUME 3arpy3ymka.
3anyctute iKeyBase 1 3arpy3anTte npowmnBKy B yCTPOMCTBO.



