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1. AHTUBMPYC ESET NOD32 4

AHTUBMPYC ESET NOD32 Bepcuu 4 npuLLen Ha CMeHy OTMeYeHHbIM
Harpagamu npoayktam ceMmernctea ESET NOD32 2.x. bharogaps
NpUMeHeHMI0 HOBeWLLIEN BepCUM aapa CKaHMpoBaHus ThreatSense®
nporpamMmma A,eMOoHCTPUPYET CKOPOCTb M TOYHOCTb CKaHWPOBaHKUS,
CBOWMCTBEHHYI0 aHTMBMpycam ESET NOD32.

MpUMeHeHWe NepefoBbIX TEXHONOT I NO3BO/ISET NPEBEHTUBHO
610KMpoBaTh paboTy BUPYCOB, LLIMMOHCKOTO O, TPOSIHCKUX

1 peKaaMHbIX MporpamMm, a TakxKe Yepsewn v pyTkMToB 6e3
CHVKEHWSA NPOM3BOAUTENBHOCTM CUCTEMDbI, HE BbI3bIBas
pasfpakeHus y Nosb3oBaTesns BO Bpems paboTbl AN Urpbl

Ha KoMMbloTepe.

11 Y10 HOBOroO?

MHOrONeTHUIA OMbIT HALWWX CMeLanncToB OTpaxeH B abConoTHO
HOBOW apxuTeKkType aHTuBMpyca ESET NOD32, KoTopbIv
ob6Hapy>K1MBaeT MaKCMMabHOe KOIMYECTBO 3/I0HAMEPEeHHbIX
nporpamMm Npu MUHUMasIbHbIX CUCTEMHbIX TPebOBaHMSAX.

*  Mopaynb 3aLmTbl OT BUPYCOB M LUMUOHCKMX NPOrpamMm

B 3TOM MoAyne ncrnonb3yeTtcsa 44p0o CKaHMPOBAHMSA HA OCHOBEe
TexHonornun ThreatSense®, KOTOpoe MCMOb30BaNOCh paHee

B OTMEYEeHHOW Harpagamu nporpamMmme 3anTbl OT B1Upycos NOD 32.
Aapo ThreatSense® oNTUMU3NPOBAHO U Yy4LLEHO B COOTBETCTBUMN
C TpeboBaHMAMN HOBOWM apXMTEKTYpbl aHTUBMpYca ESET NOD32.

1.2 Tpe6oBaHus K cMcTeme

[lns KoppekTHOM paboTbl aHTnBMpyca ESET NOD32 cuctema go/mKkHa
COOTBETCTBOBATb C/IeAYOLWMM annapaTHbIM U MPOrpamMMHbIM
TpeboBaHMAM:

AHTUBMpPYC ESET NOD32:

OnepaumnoHHasa cuctema  npoueccop 400 MTw, 32-pa3paaHbiii (x86)
Windows 2000, XP WY 64-paspsaaHbii (x64)
128 M6 onepaTnBHOM NamMaTH
130 M6 cBOH6OAHOIr0 MecTa Ha Aucke
Super VGA (800 x 600)

OnepaumoHHas cuctema  npoieccop 11T, 32-pa3paaHbii (x86)
Windows 7, Vista WAV 64-paspsaHbii (x64)
512 M6 onepaTnBHOM NamsaTn
130 M6 cBO6OAHOMO MecTa Ha Ancke
Super VGA (800 x 600)

AHTMBMpYC ESET NOD32 Business Edition:

OnepaumoHHas cuctema  npoueccop 400 MIu, 32-paspaaHbii (x86)
Windows 2000, 2000 NNV 64-paspaaHbii (x64)
Server, XP,2003 Server 128 M6 onepaTMBHOW NaMATH
130 M6 cBOBOAHOro MecTa Ha Ancke
Super VGA (800 x 600)

B0O3MOXHOCTb OnucaHwue
YnydweHHas CucTema 3aLnThbl OT BUPYCOB
o4MnCTKa BbICOKOTEXHOJ/IOMMYHO O4MLLAeT U yaanset

60/1bLLYI0 YaCTb 0BHAPYXXEHHbIX 3apaXKeHN I
6e3 yyacTna nosibosartens.

DOHOBbIN peXXxMm
CKaHMPOBAHMA

CKaHMpOBaHMe KOMMblOTEPA MOXET
OCYLLLeCTBNATHCS B POHOBOM pexume,
He3aMeTHOM /19 CUCTEMbI M MOJIb30BaTeNs.

YMEHbLUEHHbIN
pa3mep pannos
06HOBNEHWNI

OnTuMmM3anma sapa no3BoanaAa COKpaTUTb
pasmep Gpannos 06HOBAEHMI MO CPABHEHUIO
c Bepcuen 2.7. 3awmrta pannos 06HOBEHNUN
OT MOBPEXAEHNIN TAKXKE yIydLleHa.

3awmTa nonyaapHbiX BO3MOXXHO CKAHMPOBAHME BXOAALLEN
MOYTOBbIX KIMEHTOB  MOYTbI He TONbKO B Microsoft Outlook,
Ho 1 B Outlook Express, Windows Mail,
Windows Live Mail n Mozilla Thunderbird.

MHOXeCTBO Menkunx
yAyYLWEeHUN

— Mpamon goctyn K GannoBomn cmcteme
obecneyrBaeT BbICOKYIO CKOPOCTb
1N NPOM3BOANTENBHOCTb.

— BnokmpoBKa f0CTyna K 3apaXkeHHbIM
dannam.

— OnTuMmM3aums nof TpeboBaHms LeHTpa
6e3onacHocTn Windows, BKto4as BEpCHIO
onaVista.

OnepaumoHHasa cnctema
Windows 7, Vista,
Windows Server 2008

npoueccop 17w, 32-pa3paaHbii (x86)
NNV 64-paspsagHbii (x64)

512 M6 onepaTnBHOM NaMsaTn

130 M6 cBOB6OAHOro MecTa Ha Ancke
Super VGA (800 x 600)




2. YCTaHOBKaA

Mocne npnobpeTeHns NporpamMmbl YCTAHOBOYHbIV parn aHTUBMPYCA
ESET NOD32 B popmaTte naketa MSI MOXXHO 3arpy3unTb C Be6-

y3n1a KoMnaHmm ESET. 3anycTuTe yCTaHOBOYHbIN har, 1 mactep
YCTAHOBKM MOMOXET YCTaHOBUTbL Nporpammy. MNpeanaraercsa Asa
TMNA yCTAHOBKM C Pa3HbIM yKa3aHWeM CBefileHUI 06 yCTaHOBKE:

1. O6blyHas ycTaHoBKa

2. [lonb3oBartesibCkas yCTaHOBKA

CnefyoLmM LLIAroM SIBASETCS HACTPOMKA CUCTEMbI CBOEBPEMEHHOMO
06HapyxeHunsa ThreatSense.Net. Cuctema CBOeBpeMeHHOro
obHapyxeHus ThreatSense.Net npefHa3HaveHa Ansg CBOEBPEMEHHOMO
M MOCTOSIHHOTO MHGOPMMPOBAHMSA KOMNAHWM ESET 0 noaBieHUN
HOBbIX yrpo3. OHa N03BO/SET 6bICTPO pearMpoBaTh U 3aLMLLATb
nonb3osarenen. CuctemanpenycMaTpusaeT nepegady

06pasLoB 310HaMepEeHHOro Koaa B nabopatoputo ESET. Tam

OHM aHaNM3MpytoTcs, obpabaTbiBatoTCa M 406aABNAOTCA B 6a3bl
[OaHHbIX CUTHATYp BUPYCOB.

4! Veranoska ESET NOD32 Antivirus

PexuM yCTaHOBKH
Brifiop pesuMa YCTaHoBKM

BriGEpUTE CTAHASPTHYO yoTaHosky ESET NOD32 Antivirus (ofecneusaeT Haunyuwes
COOTHOLWEHWE NPOMIS0AMTENEHOCTH W BE30N3CHOCTH) UMK NONL30BATENLCKYHD YCTSHOBKY
(Mo3BONAET BRINOMHMTE AOMNOMHMTENBHYHD HACTPOIKY].

PesiM YCTEHOBKH

@) OBbluHaR (PeKoMEHAYEMEIE OMTHMANEHEIE HACTPOMIM)

(7) NonbsosaTensckan (NossonAeT Bonee AETANBHYIO HACTPOMAKY)

1% Veranoska ESET NOD32 Antivirus

CucTema cBoeBpel 0 obnap

HacTpouTs NapamMeTpil cooBleHki CHETEMEI CBoeEpEMEHHOrD
ofHapy#enna ThreatSense. Net

CUCTEMa CBOEBpEMEHHOTO oOHAPYHEHWA - 3TO NYYLWKMIA Nocof NoMods HaM
sthherTHEHD SEUMILETE BAC M AEPHATE B KYPCE HOBLIX PAsEMBAIOLLMKCA BMPYCOE,
3Ta CMCTEME MOKET NePeAaBaTe HoBLIE BUPYckl B nabopaTtopum ESET n
obecneqmBaeT 0BPETHYIO CBASH ANA 3ALMTHI BAWETD KOMNLIOTEPE,

BKHOUTE CUCTEMY CEOSBPEMEHHOMD 0BHapYHeHS

LononHuTensHele
HACTPOMKHA. . .

JononHUTENsHYID MHBOPMALMIO 0 TEXHONOMMK CHCTEMb! CBOEEPEMEHHOMD
0BHaPYHEHMA 1 NPOCHMOTPE NONOHKEHWA 0 KOHDMAEHWASNEHOCTW CH. B haline cnpaskm
MoCne YCTaHOBKM,

< Hasaa ]I lanee = | [ OTMeHa ]

[ < Hasan ][ lanee > ] [ OTMeHa

2.1 OG6bl4Has ycTaHOBKA

Ob6bl4Has yCTaHOBKA peKOMeHayeTCs A5 Nob30oBaTeNnen,
npeanoYmTaloWmx yctaHoBNUTb aHTUBMPYC ESET NOD32

Cc napamMmeTpamMu no ymon4aHuto. lMapameTpbl No yMOA4aHUIO
ob6ecneynBatoT HaMBbICLLYHO CTeneHb 6e30NacHOCTM. DTOTBApUAHT
pekoMeHAyeTCa AN N0Ab30BaTe1IeN, KOTOPbIEe HEe XOTAT BbINOHATb
noApPO6HY HACTPOWKY MPOrpPaMMbl BPYYHYIO.

Ha nepBoM (04eHb BaXKHOM) LUare YyCTAHOBKM NpeaiaraeTcs

BBECTM MM$ MONb30BaTeNA M Napo/ib, HEOBXOANMbIE ANS

nosly4eHns aBTOMaTN4eCKX 06HOBEHWI NporpaMMbl. [onyyeHne
0B6HOBNEHNMMIPAeT BaXKHENLLYO po/ib B 06ecneyeHn HenpepbiBHOM
3aLUNUTbI KOMMbOTEPA.

15 Veranoska ESET NOD32 Antivirus

ABToMaTHyeckoe obHoBnEHHE

BeeawTe cBoW MMA NONb30BATENA 1 napone

[Ana nony4eHus perynapHsx obHoBNeHWi BEEAWTE MMA MOML30BATENS W Napons,
KOTOpkIE BEINM NoNyYeHE B0 BPEMA NPMoBPETEHMA NporpamMel. HacToaTensHo
pexoMeHayeTcA ckonnposaTe (Cirl+C) aaHHele M3 IMEKTPOHHOMD PETMCTPALMOHHOMD
MHUCEME M BCTEEMTE (Cirl+V) MX B COOTBETCTEYIOWME NONA HIDKE.

WMA nonesoeaTENA: Mapons:

Ecrv Bbl He YEEPEHbLI B NPABMNEHOCTIA EHEHEHMGI YESHMWTE MX NOSHE,

[7] ¥cTaHoBMTE napameTpel ofHOBNEHMA Nos%e

Baree>

B cOOTBETCTBYIOLLMX NOJSIAX BBEAMTE CBOV MMSA NOJb30oBaTens
1 Naposb, TO CTb Te AaHHbIE, KOTOPble 6blaN NOAYyYeHbl NPy
npruobpeTeHnn AN perncTpaLnm nporpaMmmel. ECam nms
noJib30BaTesifA U NapoJib eLle HeM3BECTHbI, yCTaHOBUTE GAadKOK
«YCTaHOBUTb NapameTpbl 06HOBEHUSA NO3Xe». [lJaHHble
ayTeHTUOUKALNM MOTYT BbITb yKA3aHbIMO3XKe.

Mo ymonyaHuio Gpaaxkok «BKAUUTb CUCTEMY CBOEBPEMEHHOIO
06Hapy>XeHUN» YCTAHOB/EH, YTO aKTUBUPYET AaHHYI0 GYHKLMIO
cmcTeMbl. N9 U3MeHeHUs NnapamMeTpoB nepeaayu nofo3puTebHbIX
$annoB HAKMUTE KHOMKY «[LONOHUTE/IbHbIE HACTPOMKMY».

CnefyoLWmMM LAroM yCTaHOBKW ABAAETCS HACTPOMKa 06HapyXXeHus
NoTeHLMaJIbHO HeXeslaTe/IbHOro MporpaMmMHoOro o6ecnevyeHus.
[MprnoXkeHus, OTHOCALLMECA K NOTEeHLMaNbHO HexenatenbHoMmy MO,
He 0643aTenbHO ABNAIOTCA 3/I0HAMEPEHHbBIMU, OAHAKO OHU MOTYT
HeraTMBHO BNMATbL HA paboTy OnepaLnoHHON CUCTEMBI.

Takume NporpaMMbl YacTo NOCTABAAOTCA B NakeTe COBMECTHO

C APYrVIMU, MOJE3HbIMM NMPOrpaMMamMu, U UX YCTAHOBKY TPYAHO
3aMeTUTb BO BpeMs YCTAaHOBKM BCEro nakeTa nporpamm. XoTs npu
YCTaHOBKeE TaKMX NPUIOXKEHI 06bIYHO OTOBpaXkaeTcs yBegoMIeHMe,
OHW MOTYT 6bITb JIErKO YCTaHOB/EHbI 683 Cornacuns noab3oBaTens.

4! Veranoska ESET NOD32 Antivirus

O6HapYWEHHE NOTEHLHANBHO HEYWENAT ENbHBIX
NPHTOREHHA

MoTEHUMaNEHD HERENATENEHEIE NPHNOMKEHHA - 3TO MPOrPaMMEl, KOTOPbIS HEKTUYECKH He
MPEACTAENAOT PUCKa ANA BesonacHocTi. 3Tk NPHNOHEHMA ofibrHo JanpawvsaroT
Cornadie Nonb30BaTENA Nepen YCI'EHOBK.O“, HO MOTYT NOBAWATE H& NPOMSBE0AWTENBHOCTE,
YGOﬁHMBOUb M HEAEWHOCTE CUCTEMbI, MW MSMEHWTE EE NOBEOEHWE.

2 0AWH K3 M 0B hd

BEIGEPUTE OOMH M3 NYHKTOE
BrMO4MTE 0BHEPYHEHNE NOTEHLMANBHD HEXKENATENbHOro MO
BeIKNoUMTE 06HapYKEHME NOTEHUMANEHO HEsenaTensHoro MO

PexkomeHayeTcs BbIOpaTh MYHKT BKIHOYNUTL O6HapyXeHue
noTeHLuanbHO HexxenartesnbHoro MO», 4To6bl paspenTb
obHapy>KeHWe aHTuBMpycom ESET NOD32 Takoro Tvna yrpos.



MocnegHVM LWAromM 06bl4HOM YCTAHOBKM ABNAETCA NoATBepXXAeHne
YCTAHOBKW. 151 3TOr0o HaXKMUTE KHOMKY «YCTAHOBUTbY.

4! Veranoska ESET NOD32 Antivirus

Bce rotoBo K YCTaHOBKE

M&CTEp roToE BRINONHWTE YCTAHOBEKY THNa "OfbiHan”™

[LNA HaYana YCTaHOBKM HEMMUTE KHOMKY “YCTaHOBMTE ™. ECIW Bbl XOTHMTE M3MEHWTL
HECTPOIMKM YCTAHOBKM, TO HEWMUTE KHonky "Hasan "™ unm kHonky “OTmeHa”, yTobel
BIATH U3 MACTEPE YCTAHOBKN,

[ < Hazaa ]@YcraHosqu [ OTheHa ]

2.2 Tlonb3oBartesibCckas ycTaHOBKa

Monb3oBaTenbcKas yCTaHOBKA NpefHasHayeHa s OnbITHbIX
nosib3oBaTesient, KOTopble MOTYT BbINMOAHUTL TOHKYHO HACTPOIKY
nporpamMmMbl U XOTAT U3MEHUTb NApaMeTpbl PACLIMPEHHOM
HaCTPOWMKM BO BPEMS YCTAHOBKM.

CHayvana Hy»KHo BblbpaTh Nanky A1 yCTaHOBKM NPOrpamMmbl.
Mo yMo4aHK1Io NporpaMmMa yCTaHaBIMBaETCS B Manky
C:\Program Files\ESET\ESET NOD32 Antivirus\. lns Toro
YTO6bI U3MEHNTb NanKy yCTaHOBKM, HAXKMUTE KHOMKY «O630p»
(He pexoMeHayeTCs).

4! Veranoska ESET NOD32 Antivirus

Buifop nankn yCTaHoBKH

S3To Nanka, B KoTopyo GyneT ycraHasnMeaTecA ESET NOD32

[na YCTEHOBKM B 3TY NaNKy HEHMATE kHonKy “fanee”, [1na MSMEHEHWA NanKK
YCTEHOBKM, YKEHMTE BE BRYHHYIO MK HEsRMMTE KHonky "O6sop™

Manka:
IC:‘lProgram Files\ESET\ESET NOD32 Antivirus),

OBzop...

[ < Hasaa ]I Hanee = I [ OTMeHa ]

[Janee BBeauTe MMA Nonb3oBaTtesis U Naposib. TOT 3Tan
NPpUCYTCTBYET U B NpoLieslype 06bI4HOM yCTaHOBKM (CM. CTP. 5).

[Mocne BBOAA MMEHM NONb30BaTeNSA U MAPO/Ist HAOKMUTE KHOMKY
«[danee», 4TOObI HaCTpoUTb noak/tovyeHue K MHTepHeTy.

15! ¥cranoska ESET NOD32 Antivirus
HHTepHeT -coegHHEHnE

HacTpoiiTe NoAKMOYEHUE K MHTEpHETY

BeifepUTe NapamMeTpkl, COOTEETCTEYIOWME TMMY BaLIEr0 NOAKAKHEHUA K MHTEPHETY,
Ecnun Bbl HE YBEPEHEI, MCNONL3YIATE NapameTpel Internet Explorer.

Mpokoi-cepeep

@ A He YyEEpPEH, MNONBL3YETCA MM MPOKCU-CEPBEPR. A XOYY MCNONBI0BaTE TE XKe
= napameTphl, Kakke ucnone3yeT Internet Explorer (pekomeHgyeTon).

() Al He MCNONE3YHD MPOKCU-CEpEED

() A MEnone3yHe NPoKoM-CEpEED

[ < Hasaa ]l fanee > I [ OTMeHa ]

Ecnv ana noakitodeHmsa K IHTepHeTy MCNob3yeTca NpoKcm-cepeep,
LNS NONYHeHNS PerynspHbIX O6HOBIEHNI 6a3bl AAHHbBIX CUTHATYP
BWPYCOB HEOBXOAMMO NPaBUIbHO HACTPOUTb €ro NapamMmeTpbl.

EC/M TOYHO HEM3BECTHO, MCMOJb3YeTCs /1N NPOKCU-CEPBEP AN
NOAK/IOYEHUS K IHTEpHETY, 0CTaBbTe HACTPOIKY MOYMOYAHMIO

«f] He 3Hato, UCMOJIb3yeTCs I NPOKCU-cepBep AJ15 BbiXxoaa

B MIHTepHeT. fl Xo4uy UCNONb30BaTb Te XXe napamMeTpbl, Kakme
ucnonb3yert Internet Explorer» 1 HAOKMUTE KHOMKY «[lanee».

ECnv npoKcu-cepBep He NCMosb3yeTcs, BbI6epUTECOOTBETCTBYOLLNIA
napametp.

5] ¥eranoska ESET NOD32 Antivirus
MNpokcu-cepeep

BEecTH napamMeTpil MpoKoM-cepeepa

MapaMeTpEl NPOKCH-CEPEEPa:

Agpec: MopT:
| 3128
WMA Monb3oBaTEnsA: Mapone:
Wcnone3oBaTe NapamMeTpel Internet Explorer
Aapec: MopT:
[ < Hazag ]l fanee > I [ CTMEHS ]

YT06bI HACTPOUTL MApaMeTpbl MPOKCU-CepBepa, BbiIbepuTe NyHKT
«f NCNONb3YI0 NPOKCU-CEPBEP» U HAXMUTE KHOMKY «[anee».
BeeauTe IP-agpec wnm agpec URL npokcur-cepsepa B rnosie «Agpec».
B nosne «MopT» yKaxxnTe nopT, N0 KOTOPOMY NMPOKCU-CepBep
NPpUHMMAET 3anpockl Ha coeanHeHue (3128 no ymonyaxumio). Ecim
npoKcn-cepsep TpebyeT ayTeHTUdUKaLMK, BBEAMTE NPaBUJIbHbIE
MMS$ MONb30BaTeNs M NAPO/b, KOTOPble He0HX0AMMBbI 419 AOCTYNA

K HeMy. lNapameTpbl IPOKCU-CepBepa MOryT BbiTb CKOMMPOBAHbI

13 napameTpoB bpay3epa Internet Explorer. HaxmmnTe KHOMKY

«MpUMEHUTBY, 4TO6bI MOATBEPANTb BEIGOP.



4! Veranoska ESET NOD32 Antivirus

AsTomaTnueckoe obHoBneHne

HEUDOMTb NapaMeTpbl AETOMATHYECKOro oGHOBNEHMA

MacTep YCTaHOBKM OCYLLECTEMT MNSHUPOESHKE 33434 3ETOMaTHYECKoro oBHOBNEHUA,
Yrobbl M3MEHWTE B AaNsHEAWEN PACNMCAHWE 3384, Mamonb3yHTe MNaHMPoBLLMI.

Tun ofHoBREHKA

WsMeHuTb. ..

KOMNOHEHTEI NPOrpamMMs: MpennoH#uTE

Ha cnepytolLiem Lare Hy>KHO BBECTU NMapo/ib A1 3aWUThbl NapamMeTpoB
nporpammbl. YKaXKnTe naposib, KOTOPbIM 6yAyT 3aLMLLeHbl TapaMeTpbl
nporpammsl. BBeguTe Naposib MOBTOPHO A8 NOATBEPXKAEHNS.

5] ¥craroska ESET NOD32 Antivirus

MNapameTpo 3aWMUEHbl Naponem

BseaqTe Napons SaMTE MapaMETPOS KOHDWryPaLIMK

[ < Hazag ][ Hanee = ] [ OTMeHa

HaxxmuTe KHoMKy «flanee», 4To6bl MepenTun K OKHY «HacTponka
napameTpoB aBTOMaTU4ecKkoro o6HoBAeHUs». Ha 3TOM 3Tane
MOXXHO yKa3aTb, Kak fo/MKHa paboTaTb GyHKLMS aBTOMATUYECKOro
06HOB/EHMSA NPOrPaMMHbIX KOMMOHEHTOB. [L1g AocTyna

K paCLUMPEHHbIM NapameTpam HaXKMUTE KHOMKY «I3MeHUTb».

Ecnm HeT HeobxoAMMOCTM NoTy4aTb OBHOBNEHMA NMPOrPAMMHbIX
KOMMOHEHTOB, BblbepuTe NyHKT «“HuKoraa He 06HOBASATb KOMMOHEHTbI
nporpammbi». [lapamMeTp «3anpocuTb NoaTBEpXAeHue nepep,
3arpy3Kou KOMMOHEHTOBY BK/ItOHAET BbIBO OKHA NMOATBEPXKAEHMS
nepez 3arpy3kon NporpaMmMHbIX KOMMOHEHTOB. [1151 TOro YTo6bl
BK/IIOYMTb aBTOMATUYECKOe 0BHOBAEHME MPOrPaMMHbIX
KOMMOHEeHTOB 6e3 3anpoca NoATBEPXKAEHNS, BbIOepUTe NyHKT
«BbINO/IHATbL O6HOB/IEHME KOMMOHEHTOB NMPOrpamMmbl,

ec/v fOCTYMHO».

[ 3auwTa napameTpos KoHGWMryPaLAM Naponem

HoBbilt naponk: |

[oATEEPANTE HOBEIA Mapons: |

[ < Hazag ][ fanee > ] [ CTMEHS ]

15 Ycranoeka ESET NOD32 Antivirus

OBHOBNEHMA MOTYT ObITh BEINONHEHE SBTOMaTHYECKK De3
BMEIWETENECTES NOMNEI0BATENA, MM NOMNE30BATENL MOMET 3843Th
YEEAOMNEHKE Nepen obHoBNeHwWen, Mocne oOHOBNEHWA KOMNOHEHTOE
MPOrpaMMel MOMET NoTPEDOBATECA NEPESANYCK KOMMNBIOTEPE,

OEHOBNEHWE KOMIOHEHTE MPOrpPaMMEl
(") Hikoraa He ofHOBNATE KOMNOHEHTEI NDOrPaMHE
(@) 3anpocMTe NOATEEMHASHME NEPEn EMPY3KoN KOMNOHEHTOR

= BeINONHATE 0BHOBNEHME KOMNOHEHTOE NPOrPEMME], ECTW
' AOCTYMHO

Mepe3anycTHTE Nocne oBHOBNEHMA KOMMOHEHTOE NMPOrpaMMsl
() HAKOr 4@ He NepezanyCKaTh KoMNLoTEp
(@) MpeanoHMTE NEPE3ANYCK KOMMLIOTEPE, eCk HeoBxooumo

= Ecn HeobXoAMMD, MEPE3aNYCTUTE KoMNLoTep bes
"~ yEEOOMNEHWA

[ OK ] [ OTMeHa

MPUMEYAHMUE. Mocne 06HOBNEHMA NPOrpaMMHbIX KOMMOHEHTOB
06bI4HO TpebyeTcs nepesarpysKka KOMMbloTepa. PekoMeHayeTcs
Bbl6paTh BapnaHT «Ecin Heo6xoAnMo, nepesanycTUTb KOMMbIOTEP
6e3 yBefoOMIEHUAY.

LLlary «HacTponka cuMcTteMbl CBOEBPEMEHHOI0 06HapyXXeHUa»

1 «O6Hapy>XeHue NoTeHUMaNbHO HexenaTtenbHoro MO» coBnaaatoT
C COOTBETCTBYIOLLMMM LIAramu B Npoueaype 06bl4HOM YCTAHOBKM

M He onmncaHbl 3aeck (M. cTp. 5).

Ha nocnenHem ware 0To6pa>|<aeTc9 OKHO C3anpoCcoM Ha
noaresep>xaeHme yCtaHOBKMW.

2.3 WNcnonb3oBaHME UCXOAHbIX 3HAYEHUN napamMeTpoB

Ecnv BbIMO/IHAEGTCS NepeycTaHoBKa aHTMBMPYca ESET NOD32,
oTobparkaeTcs Gnaxkok «Mcnonb3oBaTh TEKYLLLUE NAapaMeTpbi».
YcTaHoBMTE 3TOT GAXKOK, YTOObI MepeHecT napameTpsl
MCXo4HOronpoLecca yCTaHOBKM B TeKYLLMIA MpoLecc.

15! ¥cranoska ESET NOD32 Antivirus

PexiM yCTaHOBKH

BeiSop PEMMME YCTEHOBKM

Ecnn BEl XOTWUTE NEPEYCTEHOBMTE CHCTEMY, COXPEHWE TEKYLLWE NapPaMETPLI,
YCTEHOBMTE 3TOT dnamor,

Ecnu Bbl XOTHTE NEPEYCTAHOEMTE CHCTEMY M MSMEHWTE MaPaMETPEI, CHUMWTE STOT
hnamok 1 BeIGEPUTE DAWH U3 PEMWUMOE YCTSHOBKM.

Mnone30BaTh TEKYWWE NaPAMETPbI
PEMM YT EHOBKH

(@) OBbMHan (pPeKOMEHAYEMLIE OMTHUMANEHEIE HACTPOMKM)

MNonbsoBaTenLoKan (I'IU3EDJ'IF|ET fonee AETanbHYD HaCTDDl‘IN‘F:‘

[ < Hasaa ][ lanee = ] [ OTMeHa

2.4 BBoj MMeHM No/sib3oBaTens U napons

[Lnsi TOro 4To6b6l UCMOB30BATH MPOrPaAMMY HANYYLLIMM 06pa3oM,
Heo6X0AMMO peryiapHo 06HOBAATL ee. 3TO BO3MOXKHO TO/IbKO Npu
Ha/IMYUK NPABU/IbHBIX MMEHU M0J1b30BaTesd U NapoJis, KOTopble
yKa3blBaOTCA B NapaMeTpax 06HOBMEHUS.

Ecnin vmsa nonb3oBaTens v Naposib He yKasaHbl Npu yCTaHOBKE, 3TO
MOXKHO CAenatb Nosxe. B raBHOM OKHe Mporpammbl BbibepuTe
nocnenoBaTeNlbHO NyHKTbl «O6HOBAEHUE” 1 «HacTpoMKa UMeHU
rnonb3oBaTtens u naponsa». B okHe «MHPpopMaumsa o AiMueHsun»
BBeAWTE AAHHbIE, MOYYeHHbIe BMeCTe C IMLEH3MEN HA MPOrpamMMy.



Whdopmauma o nnueHsmm (=) ESET MOD32 Antivirus.
ESET NOD32 Antivirus 4

BEEAUTE UMA NONBL30SATENS W NEPOMk, KOToPLIE Biimi
MoNyHeHs! NPK PErMCTPaL. HacToATensHo
peKOMEHOYETCA ckonmpoBaTe (Cirl+C) AaHHEE Mz
PETUCTPELMOHHONO COOBLEHNA 3NEKTPOHHOIA NOYTHI K
scTasuTe (Cirl+V) ux B cooTBETCTBYIOWME NONA HIke,

a COCTOAHME 33LUNTEI
Mma nonbsosaTens: E

Mapone: CkaHnposaHmie Smart
ObHoenenne CKZHWPOBAHIE NOKANEHOTD ANCKA
TTTITY T i

O\ CkaHuposaHwe MK no TpeboBaHunio

CkaHnposaHune MK
B\

v

v

BIGOPOUHOE CKaHMPOBaHMe.
Bbi60p NPOGIIA U OBLEKTOR CKaHMPOBaHIS

.“*‘ HacTpoiika

@ e [lava v epema nocaeanero ckarnposaans 25,1, 2002 3327
B

y. nocneaHero c 0 aiinos
2.5 CkaHuMpoBaHue KOMMNblOTepa no Tpe6oBaHUIO

TexyLuian sepcun supycHoi Basel gaHbx carsaTyp: 3797 (20090124)

[Mocne yctaHoBKkY aHTMBKpYyca ESET NOD32 Hy>KHO BbIMOMHUTb
CKaHWpOBaHKe KoOMMbloTepa Ha Han4me 310HaMepeHHOro

KoAa. Ansa 6bICTPOro 3anycka CKaHMPOBAHMS B IMIABHOM MEHH0
nocnefoBaTesibHO BbibepuTe NyHKTbl «CKaHMpPOBaHME KOMMblOTepa»
1 «O6blYHOE CKaHMPpOBaHUe», [10N0HUTENbHYIO0 MHOOPMALLNIO

0 CKAHMpPOBaHWM KOMMbiOTEpa CM. B pasgesne «CKkaHMpoBaHue
KOMI_IbIOTepa». B 0BbIUHEI pesm  VISMEHNTS... we protect your digital worlds




3. PyKOBOACTBO A/11 HAUMHAKOLWMX

STa rnaea coaepXXMT 0630p OCHOBHbIX QYHKLIMI 1 HACTPOeK
aHTmBuMpyca ESET NOD32.

3.1 BBefeHue B N0/1b30BaTeNbCKUIA UHTEPdENC MPOrpamMmbl:
pexumbl

rnaBHoe OKHO aHTuBMpyca ESET NOD32 pa3aeneHo Ha ABe 06nacTu.
JleBbIn cTONGEL, COAEPXUT yA0BHOE AN MCMOb30BaHMA MMaBHOe
MeH!0 NporpamMmel. [paBas 4acTb OKHA NpeAHasHaveHa Ans
oTobpaXkeHnst UHGOpPMALMN B 3aBUCMMOCTM OT BbIBPAHHOMO
MYHKTa MEHIO B IEBOM HaCTMU.

Hwuxxe npmeeneHo onncaHme KHOMOK raBHOro MeHHo.

«CoCTOsIHME 3aLMTbI» — B 3TOM pasjene B NOHATHOM dopme
oTobpakaeTcs MUHPOPMALMA O COCTOSHUM CUCTEMBI 3aLLUTbI
aHTMBMpyca ESET NOD32. ECnu BK/IKOYEH paclUMpPeHHbI PexXmMm,
0TOBpaXKALTCA COCTOSHME BCEX MOAY/1eN 3aLWMTbl N0 OTAE/IbHOCTY.
LLlenkHMTE NO MOAY/I0, 4TOBbl NPOCMOTPETb NOAPOBHYIO
MHGOPMALMIO O ero TeKyLLeM COCTOSIHUN.

«CKaHMpOBaHMe KOMMbOTepa» — B 3TOM pasfie/ne nosb3oBarteslb
MOXET HAaCTPOUTb M 3aMyCTUTb CKAHVMPOBaHMe KOMMboTepa No
TpeboBaHwmto.

«OB6HOBNIeHMEe» — B 3TOM pasjesie NpefocTaB/ieH A0CTyN K MOAY/HO,
KOTOPbI yNpaBAsieT NpoLeccom 06HoBNeHMS 6a3bl AAHHbIX CUTHATYP
BMPYCOB.

«HacTpoiku» — 3TOT pasfen npefHasHaveH A yrnpasieHus
ypoBHeM 6e30MacHOCTM KOMMbloTepa. EC/IM BKIOYEH paCLUMPEHHbIA
PeXX1M, 0TOBpaXKAKOTCSA MOAMEHIO MOAY/SA 3aLLMThI OT BUPYCOB

W LUMMOHCKNX MPOrpamm.

«C1y>Ke6Hble MporpaMMbl» — 3TOT paszes LOCTYMNeH TO/bKO
B PaCLUMPEHHOM pexuMe 1 npefHasHaveH A5 Aoctyna kK gannam
XKYPHANOB, KAPAHTUHY U NIAHNPOBLUMKY.

«CnpaBka u nogaepXxka» — KHOMKa npefHasHayeHa 41s nepexoaa
K CMPaBOYHOM CUCTeMe, K CTaTbAM 6a3bl 3HAHWI 1 Be6-canTy
KoMnaHum ESET, a Takxke Ang 4OCTyna K CMCTeMe pa3MeLLeHuns
3anpoCoB B C/IYXKBY NoAAEPIKKN.

NHTepdenc anTmempyca ESET NOD32 no3BosiSeT nonb30BaTeNsim
nepeKItoYaTbCst MeXAy 06bl4HbIM U PACLUMPEHHbBIM PEXMMAMMU.
[na nepexntoveHns Mexxay pexxmuMmamMmu npegHasHadeHa ccbiika
«lMoka3aTb», pacrnosioXXeHHas B HWXKHEM JIeBOM Y1y I/TaBHOI0 OKHa
aHTMBMpyca ESET NOD32. HaxxmMuTe 3Ty KHOMKY, YTO6bl BbIOpaThb
HeobX0ANMbIN PeXMM OTOBPaXKEHNS.

() ESET NOD32 Antivirus =
L)

ESET NOD32 Antivirus 4

o

g R a MaKCcUMansHan CTeneHs 3aLuThl
—

Q CraHuposanne MK

O O6HoBneHE
*1% Hacipoina

+ 331173 OT BUPYCOB V1 LLIMNEHCKYK NPOrPaki

KoAHHECTED DBHpyKeHHBIX 2Tak: 2
Bepchn snpycHof Gassi ganmon curmaryp: 3797 (20090124)

Niuern geicTenTensHa ao: 2.3.2009

\9 Cnpaeka n noAdepxxa

we protect your digital worlds

Bing: OBBINHENT PEXAM  VISMERTE, .

OB6bIYHbIV peXMM NPeaoCTaBAAET AOCTYN KO BCEM GYHKLIMAM,
HeobXoAMMbIM A5 BbINONHEHMS 06blYHbIX onepauui. Joctyn
K paCLUMPEHHBIM QYHKLMAM NPKY 3TOM OTCYTCTBYET.

ESET NOD32 Antivirus

ESET NOD32 Antivirus 4

B2 cocomme saupm

a ChyxebHble NPOrpammel
Q CraHupoeanue MK

6 OBHoENEHIE
g

@ansikyprana

Mocnegran sannce: 25. 1. 2008 1:41:28 - O6rapyoxennsie yrpassi
Kaparmin

KONUHECTEO OBBEKTOE, NOMELLEHHEL Ha KapaHTIH: 0
Maarmposwne

KonUMECTS0 SannaHHPOBaHHbI 334a4: 5

B crpeetie mporpama

! Syslnspector
aiin xypHance

KoAUMECTEO CHUMKDB COCTORHMA KOMMbIOTEpa: 2
Kaparmin
MnannposLmk

MpeaocrasuTs Gaiin arn ananuza...
SysInspector

[ Y —

@ Cosaams KomnaKT-ancK aBapwiioro saccranosnenns

we prosect your digital worlds (€S[E)

Big: PACLIMpERHEN pEXM  VsmernTs.

Mpuv nepexktoYeH B pacluMpeHHbIN PeXXMM B I1IaBHOM MeHH0
nosBASETCS MYHKT «Cny)kebHble nporpamMmmbi». Pasgen «CnyskebHble
nporpamMMbl» NpefocTaBngeT 4OCTYN K NIAHNUPOBLLMKY, KAPAHTUHY
v pannam xypHanoe aHTMBMpyca ESET NOD32.

MPUMEYAHMUE. Janee B 3TOM pyKOBOACTBE BCE YKa3aHUA OTHOCATCH
K paclMpeHHOMY peXxknmy.

3.1 MpoBepka paboTOCNOCO6HOCTU CUCTEMDI

[ns TOro 4To6bl NONYHYUTL MHGOPMALMIO O COCTOSSHUM 3aLLMUTDI,
Bbl6epuTe COOTBETCTBYIOLLMIN NYHKT FMABHOMO MeH!0. Mpu 3TOM
HUKe NOSABNAETCA NOAMEHIO 3almMTa OT BUPYCOB U LUMMOHCKUX
nporpamMm», a B [/laBHOM OKHe MporpaMmbl oTobparkaeTcs oTyeT
0 COCTOSAHNM CUCTEMbI 3aLWMTbl OT BUpYCcoB ESET NOD32. BbibepuTe
«3aLLmTa OT BUPYCOB M LUMUOHCKUX MPOrpamMm» A5 NpocMoTpa
CBELLEHWNN O COCTOSIHUW OTAENbHbIX MOAY/1EN 3aLUNTbI B I1aBHOM
OKHe nporpamMmei.

(=) ESET NOD32 Antivirus

Wrrepeitce  Hacrpoiicn =

ESET NOD32 Antivirus 4

ﬂ COCTOAHHE ZALUHTE

E MakcumManbHaa cTeneHe 3aluThbl
Ha6nronerne -

Cratuemuia
¥ 3314172 OF BUPYCOB I LIMMOHCKIX IPOFPaIMA

Q CraHupoeanne NK

@ osicorenne
# T

Konnsiecteo obHapysenHbix atar: kil
Bepcun BnpycHOi Basbl daHHsn curkatyp: 3797 (20090124)

Niuersus geficTantensha ao: 2.3.2009

a CnyxelHele NporpaMisl

9 Cnpaeka i Nogaepxka

we pronec your gt werids (E2LD)

BiA: PACLIMDEHHEN PEXUM  VISHEHNTS..

3eneHbln GnaXkok 0603HavaeT, 4To B paboTe Moaynen HeTnpobnem.
Mpu BO3HMKHOBEHWM NpobemM 0TOHpaXkaeTCs OpaHKeBbI 3HAHOK
yBeLOMJ/IEHUS UM KPACHbIM BOCKAMLATE/IbHBIV 3HAK, @ TaKOKe
[OMO/HUTeNIbHble CBeAeHNs B BEPXHEW YacTu OKHa. Kpome Toro,
npeanaraeTcs peweHune npobaemsl. 418 TOro YTobbl U3MEHUTb
COCTOSIHWE OTAE/IbHOr0 MOAY/IS, LLe/IKHUTE MYHKT [1aBHOMO MEHI0
«HacTpoiku» 11 Bbi6epuTe HEOBXOANMbI MOAY/b.



3.1.2 YT0 fenatb, ecu cuctema He paboTaeT Hagaexawmm

o6pasom?

Ecnm anTmBupyc ESET NOD32 o6Hapy>xunBaeT npobnemy B KAKOM-
N160 Moayne 3aLMTbl, 3TO OTPKAETCS B OKHe «COCTOSIHUE 3aLLMUTbIY.
Tam e npeasiaraeTcs BO3MOXHOe pelleHme npobiembl.

() ESET NOD32 Antivirus

ESET NOD32 Antivirus 4

g L n MaKcmanbHas CTeneHb 3aliuTbl He rapaHTUPOBaHa

-

AHTVBMpYCHaRA 3alMTa OTKIKOUEHA

o Crkanupoeanie MK
A Y
6 O6HoBNeHuE
3aL40Ta B PEKUME PERNLHOTD BPEMEHM OTKAKONEN NoAB3oBaTEnen. KomAbIoTep &
HACTOALLIEE BPEMA HE SALUMLLIER 0T YTPO3. BITOUMTE NOCTOAHHYIO 3aLLMTy daiinosait

;* Hacipdina chcrens

'\9 Cnpaeka n noajepxka

! 3aupima o7 supycos 1 WAKGHCKYX AParpst

Konuuectso obHapyskerHbix aTak: a1
3797 (20090124)
2.3.2009

Bepenn BnpycHoli Gazsl AZHHBIX CHTHATYP:
Nlayersus geficrenTensha go:

B OBBINHEIR PEXUM  VISMERNTE, .

e e

Ecnuv pelwunTb NpobnieMy C MOMOLLbIO MpeAsiaraeMblX Mep He yAaeTcs,
BblbepuTe NYHKT «CnpaBKa u noaaepXxka» Aas foctyna K paniam
CMpaBKM UK ANS Norcka B 6ase 3HaHWM. ECIM No-npexxHeMy

He yAaeTcs pelnTb Npobnemy, oTnpasbTe 3anpoc B Cy>K6y
TeXHMYeCcKor NoaAep>Kkm KoMnaHum ESET. Ha 0CHOBe MNoTyYeHHbIX
OT NONb30BaTeNs CBEAEHWNI CMELMANNCTbI CTY>K6bl MOAAEPXKKNA MOTYT
6bICTPO ONpeaennTb NPUYNHY NPO6IEMbI M MPENOXUTb ee pelleHue.

3.2 HacTtpoyika o6HOBNEHUI

Mpouecc 06HoBNEHMS 6a3bl JAHHBIX CUTHATYP BUPYCOB

1N KOMMOHEHTOB MPOrpaMMbl ABASETCS BaKHEMLLIEN YaCTbio
obecneyeHms 3aLWMTbl KOMNbIOTEPA OT 3/10HAMEPEHHOro KoAa.
Yoenute ocoboe BHMMaHMe U3y4eHNIo HACTPOMKK 1 paboTbl 3TOro
npovecca. Ytobbl HesameaMTeNbHO NMPOBEPUTb AOCTYMHOCTb
06HOBIEHMS 6a3bl AAHHbIX CUTHATYP BUPYCOB, B NIAaBHOM MEHI0
NporpamMMbl HAKMUTE «O6HOBUTL? 1 «O6HOBUTDL 6a3y AAHHbIX
CUrHATYp BUPYCOB». [1ManoroBoe okHO «HacTporka uMeHu
nosb3oBaTensa U Nnapons» npegHasHa4eHo 414 BBOAA IMeHM
no/ib30BaTe/NfA U Naposif, KOTopble H6bl1 NONYyYeHbl B MOMEHT
npuobpeTeHns NPOrpaMMHOro NPoAyKTa.

Ecnn ma nonb3osartens U naposnb Obliv yKasaHbl BO BpeMs
YCTAHOBKM aHTUBMpYyca ESET NOD32, TO OHM He byayT 3anpoLueHsbl
Ha 3ToM 3Tane.

() ESET NOD32 Antivirus

ESET NOD32 Antivirus 4

UnTepdeiicy  Hacpoiikn~

KA cocronume sauumsi

e Ba3a AaHHbIX BUPYCHBIX CUTHATYP.

CkaHupoBaHue MK
B\

@ osuosrene
;# Hactpoika

B O6HOBUTS Basy ABHHLIX CATHATYD BUPYCOB
YcTaHoBKa 06HOBNEHNA He TPEByeTCA — 6a3a AaHHBIX yoke OGHOBNEH.

@ Hacrpoiixs niern nonszosatens u naponn..

Mocneanee ycnewnoe obroenenme: 25,1, 2009 0:46:18
B crvxebimie nporpames

Bepcun G23m ganmeix curmatyp ewpycos: 3797 (20090124)

BUy PaCWMPEHHBIR DX SMEHNTE,

T —
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OKHO «[JONONHUTE/IbHbIE HACTPOMKUY (419 OCTYNa HAKMUTE
KnaBuLy F5) cOpep>XnT 4ONONHUTEIbHbIE NApaMeTpbl O6HOBEHMS.
«CepBep 06HOB/IEHUIN: B PACKPbIBAIOLLEMCSA CNUCKE BbIBGEPUTE MYHKT
«Bbl6MpaTbh aBTOMATUYECKU». [111 HACTPOVKM LOMONHUTEbHbIX
napamMeTpoB 06HOBAEHMS, HANPUMeEpP peXXnma 06HOBNEHMI, A0CTYNa
K MPOKCU-CepBepy, NoJlyYeHns 06HOBIEHNI C I0KaNbHOrO cepeepa

1 CO3aHNs KOMUIA CUrHaTyp BUPYCOB (B aHTuBMpyce ESET NOD32
Business Edition), HaXXMWTe KHOMKY «HacTpOMKu».

ESET NOD32 Antivirus
- er
Hacrpoiika
[ 3allATA 0T EWPYCOS M WAMOHCKIAX nporpany | BoifpanHsit npoduns:
BC6-cenee] [ o -] [Ppotur...
(- Cryebireie nporpams! = B—
Prrepbeiic HOBUTE HACTPOIKH BLIEpEHHOMD MPodIAR
Pasoe Cepeep ofHosneHIi:
e =) (i)
Vmsi nonesosaTena: Mapons:
updv4 T
e e
T e
[FlHe ofi yanewrom
[ @®ox | [ omesa | [noynoniamo

3.3 HacTpoiika npokcu-cepsepa

Ecnv pha noakaodeHus K IHTepHeTY UCNONb3yeTcs NpOoKCU-

cepBep, 3TOAO0/MKHO ObITb YKa3aHOo B AOMNONHUTE/bHbIX NapamMeTpax
(knaBuwa F5). ng 4ocTyna K OKHy HAaCTpoek NpoKcu-cepeepa

B lepeBe paclUMpeHHbIX MapaMeTpoB MporpaMmbl BblbepuTe
«PasHoe» > «[Tpokcu-cepBep». YCTaHOBUTE GaXkoK «Mcnonb3oBaTb
npoKcu-cepeep», BBeauTe IP-agpec 1 HoMep nopra npokcu-cepsepa,
a TakXKe JaHHble ayTeHTUdUKaLMKM ANa A0CTyNa K CepBepy.

MNpokoM-cepsep BbICTYNAET NOCPEAHMKOM MEXAY KOMNBHITEPOM NONb30EaTENA W
WHTepHeToM, Ecrn ana pabotel ESET MOD32 Antivirus HeobxoamM npokoi-cepeep,
YKIHMTE NAPEMETPEI HHHE,

Hactpoika npokcn-cepeepa

Wcnons30BaTE NpoKoM-Cepeep
Mpoxkon-cepeep: MopT:

3128

AYTEHTWOMKSLAA Ha NPoKOU-CEpBEpE

WMA Nonb30BaTENA: Mapone:

’ HaifT1 NpokcK-CEpEEp ]

[ @OK ][ OTMeHa

Ecnn 3Tv cBeleHns OTCYTCTBYIOT, MOXKHO NOnpo6oBaTh
aBTOMaTU4eCKn onpeaennTb napameTpbl NpOKCU-cepBepa A
aHTuBMpyca ESET NOD32, HaxkaB KHOMKY «HaliTH NpoKcu-cepeep».

MPUMEYAHUE. NapamMeTpbl NpoKCU-CcepBepa A8 pasinyHbIX
npogwuaer 06HOBAEHNSA MOryT pa3nyaTthcs. B 3Tom cayyae
HacTpoviTe NpoKCK-cepBep B pasaesie AOMOMHUTENbHbIX HACTPOeK
06HOBNIEHUS.



3.4 3awmTa HacTpoek

Hactponku aHTtemnpyca ESET NOD32 MOryT 6bITb O4eHb

Ba>KHbI C TOYKM 3pEHUSA NOANTUKM 6e30MacHOCTN OpraHu3aLmm.
HecaHKLNOHMPOBaHHOE N3MEHEHME NapaMeTPOB MOXET HapyLNTb
CTabUbHOCTb CUCTEMBI M OC/IABUTD ee 3anTy. 419 3aLWmThl
napameTpoB MaposieM B [1IaBHOM MEHIO NMporpamMmsbl BbibepuTe
«Hactporiku» > «BBoj, BCero fepesa paclUMpeHHbIX NapamMeTpoB» >
«UHTepderic» > «3almTa NnapamMmeTpoB» 1 HAKMUTE KHOMKY
«BBegute naposb.

BeeauTe naposb, BBEAMUTE ero NoBTOPHO AJ151 MOATBEPXAEHNS,
a 3atem HaXXMuTe OK. 3TOT naponb noTtpebyeTtca Ans ntoboro
M3MEeHeH1a napamMeTpoB aHTUBMpyca ESET NOD32 B byayLLeMm.

ESET NOD32 Antivirus

Hacrpoiika

- 38ILI1TA OT BUPYCOS 1 LINAOHCKYX NPOrPEHH
~ OBHoEREHHE

(- Cayebrele nparpants!

- UrTepdeiic
TpeaynpexaeHIA 1 yBen0MneHiA
CKpbITEIE OKHA yBeAoMIEHHT
Hacrpoita gocryna
KorTexcTHoe Mewio

PasHoe

MapaneTpsl focTyna
alLTa YCTEHOBOMHbIX NAPaHETROS

MOMHO 33UATUTE NEPONEM NPEHETPS! OT HEKENATENBHOTD HaMEHEHIS
nonb30BaTENRMA,

MapaMETpS! He SalMLLEHS! NaponEn.
[ 3awwmuTe napameTps naponen

Mpaa nonbsosaTens
{Ans M3MEHEHNS HEKOTOPEIX NAPaMETPOE MOrYT NOTPEbOBATLCR NPasa AAMHHUCTPATOPa.

(7 TPEEYETCR i Haop IpaE AEHAMACTDETORE A1 OrPaHEHHEIK YETHuIX
SanHCe BRMMHACTPATAPS

[ @®ox | [ ommesa | [ ynomiamso




4. PaboTta caHTMBmMpycom ESET NOD32

4.1 3awmTa OoT BUPYCOB U LUMNOHCKUX NpOorpamMmm

3aLymTa OT BUPYCOB M WNMOHCKUX MPOrpaMmM npeaHasHaveHa ans
OrpakeHns CMcTeMbl OT BpeAOHOCHbIX aTak C MOMOLLbIO MPOBEpKM
cofep>KMMoro Gannos, COO6LLEHUI 31eKTPOHHOM NOYTbI 1 06MeHa
[AaHHbIMY Yepe3 VIHTepHeT. EC/IM BpeJOHOCHbI KOA, 06HAPYXKeH,
MOZY/b 3aLNTbl OT BUPYCOB U LLIMMOHCKMX MporpamMm o6e3spexknBaeT
ero, cHa4ana 6110KMpys ero UCMoNHeHWe, a 3aTeM o4nLLAS, YAANAS
WAV nepemeLLas Ha KApaHTUH.

411 3awmTa ¢panioBor CUCTEMbI B peXXUMe peasibHOro
BpeMeHu

3awmTa GarnoBom CMCTEMbI B peXXMe peanbHOro BpeMeHU yrpasaseTt
BCEMM COBbITUAMM B CUCTEME, OTHOCALLMMMUCS K 3aLLUTE OT BUPYCOB.
Bce darnbl CKaHUPYHOTCS Ha HAaZIMYMe BPeAOHOCHOMO KOAA B MOMEHT
NX OTKPbITUSA, CO34aHMA UM 3anycKa. 3aLimTa GanioBomn cucTembl

B peXMMe peasibHoOro BpeMeHM 3anyckaeTcs BO Bpems 3arpy3km
onepauyoHHOM CUCTEMBI.

4111 HacTpoiiku KoHTponsa pannoBon CMCTEMbI

3awmTa harnoBom CMCTEMbI B peXXMMe peasnbHOro BpemMeHu nposepsieT
BCETUMbl HOCUTeNen. KOHTPOnb BK/IOYAeTCS B 3aBUCUMOCTM OT
Pa3INYHbIX COBLITUI. KOHTPOb MCMOMb3YeT METOAbI TEXHONOM UM
CcBOEBpeMeHHOro obHapyxeHus (nogpobHee CM. pasaen «HacTpoiika
METOL0B CKAHWUPOBAHMA). MEeTOA KOHTPO/IS MOXKET U3MEHATLCS

B 3aBMCMMOCTU OT TOrO, CO3A4AETCSA /1M HOBbIM Gara AN NPOUCXOANT
paboTa C yxe CyLecTByOLMM. [1/1 BHOBb CO3aHHbIX Garinos
BO3MOXXHO NPUMeHeHWe yry61eHHbIX MeTOL0B KOHTPONS.

ESET NOD32 Antivirus 7=
es)
Hactpofika ED
=) 3UMTa 0T BHPYCOB 1 WIMOHCKIX nporpann | JBUMTE 5 DEXUME PEANSHOTO BpEHEHA
SOEEE SR | [V]BkmonuTs 3a1MT Y GEin0B0 CUCTEMS! 5 PEXIME PEANHOTO BpeNEHA
wira octoncra < Hacrpol
{BCTPOIia HETOA0B CKAHAPOBEHHE: BCTOIKa. .
33lWMTa NOYTOBOr0 KNWEHTa pol 2 vo poid
38UMTE AOCTYNE B MHTEPHET HOCHTENM ANA CKAHWPOBAHWA  CKAHWPOSATH NPk
 Crarposarvie MK no TpeSosatiio [¥] KecTioe avou [¥] omeperve daiina HocTyn K AuckeTe
- Nekmauerit N
CHEHHBIE HOTHTENM 03naHMe Parina BLIKMKHEHE KOMMBIOTEPa
GURETPALA TPOTORAN0S
i OfHoBneHme [¥] CeTestie anom [¥]Wcnonnerme darina
CryweBHeIe nporpaHMs!
Vrmepdeiic ] ABTOETUHECHKI 33MYCK S3LUMTS! BEANOBOM CHCTEMS! B PEXIME PEANSHOTD SPEHEHI
Pastoe
[¥oK Cmera Mo ynonuanio

41111 Hocutenn pnsa ckaHMpoBaHUs
Mo yMON4aHWMIO BCe AOCTYMHbIE HOCUTEM MPOBEPSAIOTCS HA HA/TYMe
BO3MOXHbIX yrpo3 6e3onacHocTu.

«XKecTkue gUCKU» - BCe XKeCTKME AUCKM KOMMboTepa.
«CbeMHble HOCUTeNU» — ANCKeTbl, HakonuTenn USB v T. 4.
«CeTeBble ANCKUY — BCE MOAK/TIOYEHHbIe CETeBble AMCKN.

PekoMeHayeTCs U3MEHATb 3TW NapaMeTpbl TOMbKO B 0CODbIX CyHanx
(Hanpumep, ec/1M CKAHVMPOBaHWe ONpefesieHHbIX HOCUTeNelr NPUBOANT
K 3HAYUTENIbHOMY 3aMeIeHMIO CKOPOCTU Nepefaym AaHHbIX).

4.1.1.1.2 CkaHMpoBaHue npu onpepesieHHbIX YC10BUAX
(«CkaHupoBaTb Npu»)

o ymMon4aHwmto Bce darinbl CKAHUPYIOTCS MPU OTKPbITUM, UCMONTHEHWUN
WY CO30aHMN. PeKOMEeHAyeTCs COXPaHATb YCTAHOBKM MO
YMO/YaHMIO, MOCKO/bKY OHW 06ecneymBatoT MakCUManbHbIV YypOBEHb
6e30nacHOCTM KOMMbtoTEpa.

OyHKUMA «locTyn K AUcKeTe» obecneyrBaeT KOHTPO/b
COAEP>KMMOr0 3arpy304HOro CeKTopa AMCKETbI, HAXOAALLENCA

B npuBoae. ®yHKUMA «Bbik/IlO4EeHME KOMMNbloTepa» obecneymnsaeT
NMpOBEpPKY 3arpy304HbIX CEKTOPOB XECTKUX ANCKOB KOMMbOTEpPA BO
BpeM$ ero BbIK/tO4eHNs. HeCMOTpA Ha TO, YTO 3arpy304Hble BUPYChl
B HaCTOALLee BpeMs BCTPeYyatoTCs pefko, peKoOMeHAyeTCs BKI0YUTb
3Ty GYHKLMIO.

41113 JononHuTe/bHble NapamMeTpbl CUCTEMbI
cBoeBpeMeHHoro o6Hapy)xeHus ThreatSense
A1 HOBbIX U USMEHEHHbIX ¢palinioB

BO3MOXXHOCTb 3apaXkeHNs HelaBHO CO34aHHbIX UM N3MEHEHHbIX
$annoB BblLLe MO CPABHEHUIO C yXKe CYLLLeCTBYOLWMMY dannamu.

[0 3TON NpUYMHe Takne darbl CKAHMPYIOTCS C YHETOM
LLONONHUTENbHbBIX NapaMeTpoB. O4HOBPEMEHHO C 0BbIYHBIMMU
MeTOLaMM CKAHMPOBAHMS, OCHOBAHHbIMM Ha MOMUCKe B 6a3e AaHHbIX
CUTHATYp BMPYCOB, MPUMEHSAIOTCS METOAbI PACLUMPEHHOW 3BPUCTUKM.
3TO 3HAYUTENBHO YBENNYMBAET BEPOATHOCTb OBHAPYXKEHW S

BMPYCOB. Kpome HeaBHO CO3aaHHbIX harnos, Takoe CKaHMpOBaHMe
BbIMO/IHAETCA /19 CAaMOopacnakoBbiBatoLWMXCa Gpainnos (SFX) n dpainnos
yNaKoBLLMKOB B PeXMME peasibHoro BpeMeHu (BHyTpeHHe ynakoBaHHbIX
NCnonHsaemblx Gannos). Mo yMonYaHuio apx1Bbl MpOBEPAIOTCA [0
[leCATOro YPOBHSA BAIOXKEHHOCTU BHE 3aBUCMMOCTM OT GaKTN4eCKOro
pasmepa darnna. ns Toro YTobbl U3MEHUTH NApaMeTPbl CKAHMPOBAHMS
APXMBOB, CHUMUTE dnaxkok «Mapamempbl CkaHUposaHusl apxuea

No yMoA4aHuio».

41114 [ononHuTeNbHble HACTPOMNKU

[nga MMHUMKM3aUMM noMex nNpu paboTe KOMMNbtoTepa 3aLmnTa GanaoBom
CUCTEMBI B peXMME peasnbHOro BpeMeHM He CKaHWpyeT MOBTOPHO
danbl, KOTOpbIe yXKe MPOBEpPeHbI, EC/IN OHWU He b 3MEHEHDI.
darnbl CKAHUPYIOTCA MOBTOPHO Cpasy nocsie 06HoBeHNS 6a3bl
[aHHbIX CUTHATYp BMPYCOB. TaKoe NOBeeHMe HaCcTpanBaeTcs

C NOMOLWbI0 GYHKLMN «ONTUMU3UPOBAHHOE CKAHUPOBAHMEY.

Ecnm oHa oTkAto4eHa, Bcedansibl CKAaHNPYIOTCS KKAbIV pas npu
[OCTYNe K HAM.

M0 yMOn4aHmio 3aLmMTa GarnoBOM CUCTEMbI B peXMME peasibHOro
BPEMEeHM 3anyCcKaeTCs BO BPeMSs 3arpy3Kku onepaLMoHHOM cucTembl

1 NpeAHa3HayeHa A5 HernpepbIBHOMO CKaHWPOBaHUA Ganos.

B 0cobbix ciydanx (Hanpumep,B cydae KOHGAMKTA C APYrUM MOAYIEM
CKAHWPOBAHMNSA B PEXIMME PeasibHOro BpeMeHu) 3almTa Gpannosoi
CUCTeMbI B PeXXMMe peasibHOro BpeMeHM MOXET BbITb OTK/IoYeHa
nyTemM OTK/I0YeHMS NapaMeTpa «ABTOMaTUYECKUIA 3anyCcK 3aLUTbl
¢aiinoBom cucTeMbl B peXXume peasibHoro BpeMeHu»,

Mo yMONYaHMIO paclluMpeHHas 3BPUCTUKA HE MCMONb3yeTCs Npuy
3anycke Ganios Ha UCNOSHEeHWe. TeM He MeHee B HEKOTOPbIX CyHanx
MOXXHO BK/IFOYUTB 3TY PYHKLMIO, YCTAHOBUB GNAXKOK «PacluimpeHHas
3BPUCTUMKA 3anycka ¢pannos». Cneayet 06paTnUTb BHUMaHME Ha

TO, YTO M3-3a MOBbIWEHHbIX TPeBOBAHNN K CMCTeMe pacluMpeHHas
3BPUCTMKA MOXET 3aMeA/IUTb BbINMOIHEHWE HEKOTOPbIX MPOrpamMM.
4.1.1.2 YPOBHM OYUCTKU

3almTa B pexxrmMe peasnbHoro BpeMeHu npeaycMaTpmBaeT Tpy
YPOBHS 04UCTKM (419 LOCTYNA K HACTPOMKAM HAXKMUTE KHOMKY
«HacTpouku» B pa3gene «3awmTta GpansioBon CUCTEMbI B peXxume
peanbHOro BpeMeHu» 1 nepenanTe K BeTke «O4nUCTKa).

B pexknme nepBOro ypoBHS NporpaMmMa nokasblBaeT OKHO
yBeOM/IEHMA U NpeaniaraeT Ha BbI6Op AeUCTBMSA A5 KAXKA0ro

13 C/ly4aeB 3apaxkeHus. Mob30BaTeslb A40/KEH BbIGpaTh AeCTBME
[NS KDKAOTO0 3apaxkeHns OTAe/IbHO. DTOT ypoBeHb pa3paboTaH
[LNS OMNbITHBIX MO/Ib30BaTeNel, KOTOPble 3HAIOT, Kak MOCTynaTb

B KQXKLOM KOHKPETHOM C/lyyae.

B pexkume CpefiHero ypoBHSA NporpaMmMa aBToMaTnyeckm
BbIGMPAETY BbINOMHAET NPeABaAPUTENbHO ONpeaeeHHoe
fencTsue (B 3aBUCMMOCTHM OT TMMA 3apaxeHns). O6HapyeHne
1 yaaneHune 3apaxeHHbIX GalisioB CONPOBOXAAETCA
MHGOPMALMOHHbBIM COOBLLLEHMEM, PACMONATAKOLMMCA B TPABOM



HUXKHEM yry skpaHa. OgHaKko aBToMaTUyeckme 1encTBnS

He NpeAnpUHUMAIOTCA B C/ly4ae 06HapY>KeHNS 3apaXkeHns

B apXMBax, KOTOPble COAEPYKAT, MOMUMO 3apaskeHHbIX, han/ibl 6e3
BPEAOHOCHOTO KOAA, a TakyKe ec/iv IeNCTBUI AJ1F 3TOMO C/1y4asn He
npeaycMOTpPeHO.

* B pexume TpeTbero, Hanbosee «arpeccMBHOIO» YPOBHSA BCE
3apadkeHHble 06BbEeKTbI yAANA0TCA. Tak Kak 3TOT YPOBEHb MOXET
NPUBECTU K MOTEPE NONE3HON NHDOPMALIMM, PEKOMEHYETCA
MCMO/b30BaTb €ro TOJIbKO B 0COBbIX C/TyHasXx.

Hactpoiika napameTpoe mogyna ThreatSense @
- OB BEKTEI QuncTka
MeToab! YPOBEHE O4NCTKM:
Be3s ouMCTKM E ] TWaTensHas o4McTKa
Pacwmperia
Mpeaens B 3ToM pesxuME Mporpamma by aeT MITaThoa aBTOMATUUECKN OUMCTUTE
‘. lpyroe MK YAANMTE 3apawenHele dainel. Ecnm HY To, HW apyroe
HEBO3MOMHO, BYAET BLIBEASHD OKHO MPEAYTPEXASHAS C0 CrIMCKOM
A0CTYNHEIX ASACTEMIA, ECiW BeINomHUTE BeiBpaHHoe AefcTEME He
YASCTCA, CHOBA BLIBEASTCA OKHO NPeAYNPEKAeHMA,
[ @00{ ] [ OTmeHa ] [ Mo yMonqaHuo
4113 Korpa nsmeHsTb napameTpbl 3aWuUThl paiiioBon

CUCTeMbl B peXuMe peasibHoro BpeMeHu

3awmTa hannoBomn CUCTEMbI B PEXXMME PeasibHOro BpeMeH!

ABAAeTCA Hanbonee CyLeCTBEHHbIM KOMMOHEHTOM BCe CUCTEMbI
3aWmThl. NO3TOMY HEOEXOAMMO COBMOAATH OCTOPOXKHOCTb MpW
M3MEeHeHMI ee NapamMeTpoB. PekOMeHAyeTCa M3MeHATb ee napameTpsbl
TONbKO B 0COB6bIX CIy4asax. Hanpumep, 3To MOXHO LenaTb

Npy BO3HUKHOBEHMMN KOHMIUKTOB C KAKUMU-TMEO MPUNOXKEHUAMU
VAN MOAYNAMU CKAHUPOBAHWA B PEXKMME PeanbHOro BpEMEHM
LPYTUX aHTUBUPYCHbIX MPOrpamMMm.

Mocne yctaHoBKM aHTUBKMpPYca ESET NOD32 Bce napameTpbl
HaCTpOeHbl ONTUMAaNbHO 1 06ecneYnBatoT MaKCMMa/IbHbIN YPOBEHb
3aLUNUTbI CUCTEMbI. 114 TOro YTO6bl BOCCTAHOBUTL NapaMeTpbl

N0 YMONYAHMIO, HAXKMUTE KHOMKY [0 YMOMHaHUIO» B H/DKHEN
4acTV OKHa «3awmTa $panIoBom CUCTeMbl B peXUMe peasibHoro
BpemeHu» («[,0no/IHUTe/IbHble HACTPOMKM» > «3aLMTa OT BUPYCOB
M LUIMMOHCKUX Nporpamm» > «3aluTa ¢panioBon CMCTEMbI

B peXXMMe peasibHoro BpeMeHu»).

4114 MpoBepka 3awwuTbl $pansoBoi CUCTEMbI B peXume
peanbHOro BpeMeHu

[N Toro 4To6bl NpoBEpPUTL GYHKLIMOHMPOBAHME 3aLLUMThI
$anoBoM CUCTEMbI B peXKMMe peasibHOro BpEMEHU, UCMOJIb3YNTe
NpOBEPOYHbIV Pann eicar.com. OTOT Gann cCoaepXnT 6esspeaHbln
KOZ, KOTOPbIN, OAHAKO, 0BHAPY>KMBAETCS BCEMMW MPOrpaMmamm
3alWMThbl OT BMpYCoB. Parn co3aaH komnaHmen EICAR (EBponenckuia
WNHCTUTYT QHTUBUPYCHbIX KOMMbIOTEPHbIX MCCeL0BAHMIA)

LANs npoBepKky GYHKLMOHMPOBAHMA NPOrpamMM 3aLLUTbI OT BUPYCOB.
dann eicar.com LOCTYNeH AN4 3arpy3KuM No agpecy
http://www.eicar.org/download/eicar.com.

41.1.5 PelwieHne npo6aemM, BO3SHUKAIOLWMX Npy paboTe 3almThl
$annoBom cuctembl B pexxmme peasibHOro BpeMeHu

B 3TOM rnase pacckasbiBaeTcs 0 npobnemax, KoTopble MoryT
BO3HMKaTb NpK paboTe 3anTbl GanIoBON CUCTEMbI B peXKMME
peasibHOro BpeMeHU, 1 0 cnocobax 1Ux paspeLleHums.

3awmTa $aisoBoi CUCTEMbI B PEXMME PeasibHOro BpeMeHU OTK/Io4eHa

Ecnv 3awmTa $parnoBor CUcTeMbl B peXkiMe peasibHOro BpeMeHu
HernpegHamMepeHHO 6bl1a OTKIOYeHa Nob30BaTeNeM, ee HYXKHO
BKJ/IOYNTb. [1151 TOrO YTOObI BKOUNTD 3aLLMTY PaiioBomn
CUCTeMbI B peXKiMMe peasibHOro BpeMeHU, NepenmTe Ha CTpaHunLy
«HacTporku» > «3almuTa OT BUPYCOB M LUIMMOHCKMX NPOrpamMm»

N HAXKMUTE «BKIIOUUTB? B pasaesie «3awmrta ¢arioBor cuctemMbl
B peXXMme peasibHOro BpeMeHU» r11aBHOro OKHa NporpaMmel.

Ecnu 3awmTa dhannoBom CMCTeMbI B peXKrMe peasibHOro BpeMeHu

He 3aMnyCcKaeTcsa Npw 3arpyske onepauMoHHOM CUCTEMbI, BO3MOXHO,
OoTK/tOYEeHA PYHKLNSA «“ABTOMATUYECKUI 3aMyCK 3aLLuTbl paniioBon
CUCTEMbI B peXXnMe peasibHoro BpeMeHu». 114 Toro 4To6bl
BK/IOUUTD 3TY GYHKLMIO, MepenanTe B OKHO «J,0NoNHUTE/IbHble
HacTporiku» (Knasuwwa F5) 1 BbiGepuTe B lepeBe paclunMpeHHbIX
napamMeTpoB «3awmTa ¢panaoBom CUCTEMbI B peXXUMe peasibHoro
BpeMeHu». B pasgene «[lonoJIHUTE/IbHble HACTPOMKMUY B HUXKHEN
4acTW OKHa ycTaHoBUTE GaKoK «ABTOMATUYECKUIA 3aMyCK 3aLMThbl
¢annoBom cMcTeMbl B peXXxMmMe peasibHOro BpeMeHuU».

ESET NOD32 Antivirus ]
~ es)
Hacrpoiika EsD
)+ 33W1Ta OT BUDYCOB M WMHOHCGAX NpOrpany | 3aLUMTE B PERIME PEanbHOro BpeMerit
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(BCTPOiika METOROS CKaHMDOBEHIA: acTpoiiKa...
3aU4HTA NOHTOBOr D KIMEHTE = A = L
[ 3814H1Ta AOCTYNA & MHTEPHET HoouTen Ana camvpoBaria  CamposaTs npn
- CraHaposarie MK no TpeBosaHo HecTkie ancku OTKpeiThe daiina HocTyn K auckeTe
“VeKmiouEHna
V] CrierHele HoTENH ] Cosnarute daiina V] BriougHie KonMsioTe;
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3awmTa ¢ait/IoBoi CUCTEMbI B peXXMMe peasibHoro BpeMeHu
He 06Hapy>XMBaeT BUPYCbI

Y6eaunTechb B TOM, YTO Ha KOMTMblOTEPe He YCTaHOBNEHO Apyroe
AHTUBMPYCHOE NpUoXKeHue. MNpu 0 4HOBPeMeHHOM paboTe

[IBYX CUCTEM 3aLUMUTbl OT BUPYCOB MOTYT BO3HUKHYTb KOHOAUKTbI.
PekomeHyeTCa yaansTb BCE NPOYME aHTUBUPYCHbBIE MPUIOXKEHMS.

3awuTa ¢panoBoM CUCTEMbI B peXXMME peasibHOro BpeMeHu
Ha 3anyckaeTcs

Ecnuv 3awwmTa He 3anyckaeTcs npm 3arpysKe cMctemMbl, HO QYHKLMS
«ABTOMAaTMYeECKUI 3anycK 3alunTbl panioBon CUCTEMDI

B peXumMe peasibHOro BpeMeHU» BK/IK04YeHa, BO3MOXHO,
BO3HWUKKOHPANKT C APYrMMU NPUSTOXKEHUAMUN. B 3TOM Criyyae
obpartuTech 3a KOHCyIbTaumer K cnewmanncTam cyxob
TexHM4yeckor noaaep>kku ESET.

41.2 Host Intrusion Prevention System (HIPS)

Host Intrusion Prevention System (HIPS) 3aLuiiaeT oT nomnbIToK
BHELLUHEero BO34eNCTBMSA, CNOCOBHbIX HEraTUBHO MOBAVATL HA
6e30nacHOCTb BaLlero KoMmnbtoTepa. 19 MOHUTOPUHIa NPOLLeccoB,
darnoB u KntoYen peectpa HIPS ncnonb3yeT coveTaHue TEXHONOr K
noBeAeHYeCKoro aHaamsa c BO3MOXHOCTAMU CeTeBOro GpuasTpa,
47O No3BonseT 3POKeKTUBHO AeTEKTMPOBATb, 6/IOKMPOBATH U
npefoTBpaLLaTh MOA06HbIE MOMbITKM BTOPXKEHNS.

4.1.3 3almTa noYTOBOro K/neHTa

3aLumMTa 31eKTPOHHOM NOYThl 06ecneynBaeT KOHTPO/b 6e30NacHOCTH
obMeHa faHHbIX No npoTokony POP3. Micnonb3oBaHMe NOAKI0YaeMOro
mMoayns aHTuempyca ESET NOD32 gns nporpammbl Microsoft Outlook
N0O3BO/IIET KOHTPO/IMPOBATb BECh TPAPUK NOYTOBOrO KAMEHTA N0
npotokonam POP3, MAPI, IMAP n HTTP. MNpuv npoBepke BXOAALLMX
COO0BLLEeHWI MporpamMmMa UCnonb3yeT BCe MeTOAbI Iy60KOoro
CKAHWPOBAHMS TEXHONOT M CBOEBPEMEHHOIO O6HapYXKeHMS
ThreatSense. 970 no3BonsieT 06HaPY>KMBATb MNOMbITKN
NPOHNKHOBEHWS BPEAOHOCHbIX MPOrpamMm Aaxke 40 TOro, Kak
[aHHble 0 HMX NonaaatoT B 6a3y AaHHbIX CUTFHATYP BUMPYCOB. MNpoLiecc
CKAHVpOBaHMA 06MeHa fAaHHbIX N0 NpoTokoy POP3 nponcxoauT
He3aBMCMMO OT TMMA UCMO/b3YEeMOro KMEeHTa.


http://www.eicar.org/download/eicar.com

4.1.31 Mposepka POP3

lMpoTokon POP3 aBngeTca camMbiM pacnpoCcTpaHeHHbIM NPOTOKO/IOM
Noy4eHMs COOBLLEHMIA MOYTOBLIMWN KIMEHTAMN. AHTUBMPYC

ESET NOD32 obecne4ymBaeT 3aLLMTy 3TOr0 NpOTOKONA HE3aBUCUMO
OT NCMOJIb3YEMOro K/IMeHTa.

Mogaynb, obecnevmBatoLmin 3Ty GYHKLMIO, 3arpy>KaeTcs Npu 3anycke
onepauyoOHHOM CUCTeMbI 1 OCTAeTCA aKTUBHbBIM B CUCTEMHOM NaAMSITU.
[ng HopManbHOM paboTbl MOAYAS y6eanTeCh B TOM, YTO OH BKJTHOYEH.
Ana npoBepku npoTokona POP3 nepeHacTpomKka nof KOHKPeTHOro
NOYTOBOrO KNMeHTa He TpebyeTcs. Mo yMON4aHMI0 CKaHUPYeTCs BeCb
TpaduK, NPoxoAaLLmMi Yepes nopT 110, 04HAKO MOXKET BbITb HAaCTpoeHa
1 NpoBepKa Apyrux nopToB. HoMepa nopToB Npu nepevymncsieHnmn
pasfensoTcs 3anaTbiMu.

LindpoBaHHbIN TpPadUK He NPOBEPAETCS.

ESET NOD32 Antivirus

Hacrpoiika ‘

®unsTp POP3/POP3s

HacTpolia noayns cxaHHposaris POP3

SBLUHTE OT BUPYCOB W WIMOHCKHX MPOTPaAMH
33LUHTS B PEXMME PEANSHOr D BPEHEHI
L. 3awuTa nokyMeHTOE
[ 33lUMTa NOYTOBOrD KAMEHT
| B Modrossie kaweHTs!
E feficrena 119
0P 35|
ecTimocTs

[¥] BrntouuTi nposepiy nHcemM

MopTei, Wcnonssyemsie npoTokonom POPS (uepes sanaTyio):

| of

HacTpoiica nogyns cxamposaris POP3s
33WMTa R0CTYME B MHTEpHET e
- Crarvposanve MK no TpeSosamio

-+ MEKTKOUEHHA

QUNLTPELYIA NPOTOKaNDS
OfHoEnEHIE

CryeBHsie MporpanHe!

Vimepdeiic

Pasoe

He nposepsTs npoTokon POP3s

(@) NposepsTb NpoTokon POP3s Ha ykasasHbIx NopTax

Menonk3y el MpoToKonGM POP3s NOpTEL
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4.1.3.1.1 CoBMeCTUMOCTb

B HEKOTOPbIX MOYTOBLIX KIMEHTAX MOTYT BO3HNKATL NPO6aEMbI

npu GuasTpaLmmn naketos POP3 (Hanpumep, Npu MeaIeHHOM
CoeAVHEeHNM C CepBEpPOM MPOLLEeCC NOMYHEeHMUS COOBLLIEHNIA MOXKET
npepbiBaThCA). B 3TOM C/ly4ae nsmeHuTe crnocob KOHTpona Tpaduka.
CHWKeHWe YPOBHS KOHTPOSt MOXET YBEIMYNTb CKOPOCTb O4UCTKM.
[Na HACTPOMKM ypOBHS KOHTponsi POP3 BOCNO/Ib3yMTeCh KOMaHAOM
«3almTa OT BUPYCOB U LUMUOHCKUX MpOrpamMm» > «3awmTa
3/IEKTPOHHOM NoYTbI» > «POP3» > «COBMECTUMOCTb».

ECn BKOYEH pesknM «MakcumMasnbHas 3¢ppeKkTUBHOCTb,
BPEAOHOCHbI KO YAANACTCA U3 3apPaskeHHbIX COOBLLEHN,

a HpOopMaLMA 0 3apaxkeHny BCTaBNFeTCA Nepe UCXOA4HOM TeMo
nvcbma (ecnu BkaoYeHbl GYHKLMN «YAANMUTBY NN «OYUCTUTDY?
NNB0 BKIHOHEH YPOBEHb TILATEIbHOM OUYUCTKU UM O4NCTKM

Nno yMON4aHuIo).

Pexxknm «CpepHAa COBMECTUMOCTb? M3MEHSEeT CNocob nonyveHms
coobuweHnn. CoobLLeHMa NoCTeNneHHO OTNPAaBAAOTCS NOYTOBOMY
K/IMEHTY WU CKAHMPYHOTCA TOIBKO MOC/IE MNOYYEHNS MOCIeLHEN HYACTU.
OpHaKo Npy 3TOM BO3paCTaeT pUCK 3apaxeHMs. YPOBEHbOUYNCTKM

1 NpUMeHEeHMe yBeAOMEH NI (TeKCTOBOM MHbOpMaLIUK,
NPpUKpPENIgemMor K TeMe UK Tey COOBLLEHNS) OCTAoTCS

TEMM Xe, YTO U AN1A pexknmMa Hanbosnblien 3GpdeKkTUBHOCTH.

B pexumMe «MaKCcMMaibHasi COBMECTUMOCTb» MPOrpamMma BbIBOAUT
OKHO C yBEAOM/IEHNEM O MOJTy4EHMM 3aPAKEHHOT0 COOBLLEHNS.

Mpwv 3TOM He L06aBNSETCS YBELLOMIEHUI K TEME UN Teny
coobuieHus, a BUPYCbl aBTOMATUYECKM He yaandaoTca. YoaneHume
3apaXkeHns AO/MKHO MPOU3BOAMTHCS MO/b30BATEIEM BPYUHYIO

B MOYTOBOM KJIMEHTE.

ESET NOD32 Antivirus
P (CEer]
Hacrpoiika
38T OT SHPYCOS W LIMHOACKIK Mporpay | HBCTRGTiKE CoBmecTINOCTH
[+ 38T B PEXIAME PEANEHOrD BPEMEHN He BCe N04TOBbIE KIMEHTSI CoCoBHE! PABOTATE COBMECTHO € duabTpom POP3,
- 3alwiTa SokyHEHTOS HEXOASLNCS B OBbIMHOM PEXVHE. CRERYIOLIE HACTPOFKN NAPEHETPOB NOSBONMIOT
- 3aWMTa NONTOBOR0 KAMEHTE HACTPONTE YPOSEHE COBMECTMMOCTH M M3DENATE BOIMONKHEIX KOHGIMKTOS, OaHake
il MOBEILLEHIE YPOBHS COBMECTHMOCTH MOXET MPHBECTH K CHIDKERHIO SOHEKTVBHOCTH
17 MowToBE kavienTel HTepHeT HraTORa 1 ™ piie 1 €ro yriabt.
| L Deficrans
- POP3, POP3s
L e —
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- Ckarvposarie MK no Tpefosarima
MCKRIOUEHIE ©MNLTP POP3 YCTAHOBNEH ANA PABOTHI € MAKCUMANLHEIM YPOBHEM ShHEKTUBHOCT, 3Ta
HACTPOVKa NOAXOAMT ANA BONEUMACTES KOHOHTYDALAT, W £€ CREAYET HIT0Mb30BATS N0
- QUASTPALLA MPOTOKONDS yromaro.
- OfiHosneHie
- CnyeBriie porpanHs!
- hrepoeiic
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VHTerpaumsa aHtusmnpyca ESET NOD32 1 NOYTOBbIX KTUEHTOB
YBe/MYMBAET CTeMEHb aKTUBHOIO NPOTUBOAENCTBMSA BPEAOHOCHOMY
KOAY, pacnpocTpaHaeMoMy Yepes COOHLLEHMA SNEKTPOHHOM NOYThI.
EC/IM NOYTOBBIN KIIMEHT COAEPXKMUTCS B CMUCKE NOALEPKMBAEMDIX,
MOXXHO BK/IHOYUTb PEXXUM MHTerpauum c aHTuBmpycom ESET NOD32.
Mocne BKIOYEHNS pexxmmMa HTerpauum naHe b UHCTpYMeHTOB
aHTuBMpyca ESET NOD32 BCcTpanBaeTcs B MOYTOBbIV KJUEHT, 4TO
obecrieynBaeT 6onee IPPeKTUBHYIO 3aLLUTY 0BMeHa AaHHbIMK

N0 371eKTPOHHOM NnoYyTe. MapaMeTpbl MHTErpaLmn OCTYMHbI

B pasfene «HacTpomnku» > «BBOA, BCero fepeBa pacluMpeHHbIX
napameTpos» > «PasHoe» > «MHTerpauus ¢ NOYTOBbIMU

KAneHTamu». [lnanorosoe OKHO No3BOAAET M0/1b30BaTesio BKAOYUTD
WMHTerpaumio C NoaAep>KnBaeMbIMmn NOYTOBLIMW KneHTamMu. Crncok
noAaAep>KMBaeMblX MOYTOBbIX KIMEHTOB COAEPXUT Takume nporpammbl,
Kak Microsoft Outlook, Outlook Express, Windows Mail, Windows Live
Mail u Mozilla Thunderbird.

Ecam npm paboTe C NOYTOBbLIM KIMEHTOM MPON3BOANTENBHOCTb
CUCTEMBI CHUXKAETCS, YyCTaHOBMTE GNaXKOK «OmKA4UMb nposepKy
npu usmeHeHUU codep>KUmMo2z0 nanku «Bxodsujue»». Takme npobaembl
MOTYT BO3HWKATb NpW 3arpy3ke coobuieHnn ¢ y3na Kerio Outlook
Connector Store.

3aLWMUTY 31EKTPOHHOM MOYTbl MOXHO BK/OUYNUTb, YCTAHOBUB
bnaxkok «BKAOUUTD 3aLMTY 3/1IEKTPOHHOM NOYTbI»

B pasgesie «onosiIHUTebHble HacTponkn» (knasuwa F5) >
«3awwmTa oT BUPYCOB U LIMUOHCKUX MpOrpaMmm» > «3awmra
3/1eKTPOHHOM MOYTbI.

ESET NOD32 Antivirus
i (Ger]
Hacrpoiika
(=} 3aWMTa 0T BUPYCOB W WNMOHOAX NPorpamM 38IUHTAE NOHTOBON0 KIMEHTS
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3aDEKEHHSIX COOBLLEHIT
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Pastoe LUaBoH AOBABREHIIS K TeMe 3aPEKEHHSIX NHCEN:
[virus %VIRUSNAME %]
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41.3.21 [Oo6aBneHue yBefOM/IEHUM K TEKCTY COOBLLEHUN

3ﬂeKTp0HHOi7I noYThbl

Kaxkpoe coobleHme, npoBepsieMoe aHTMBMpycoM ESET NOD32,
MOXET HbITb OTMEYEHO NPUKPENIEHHbIM K TEMe UM TEKCTY
coobueHns yBegoMaeHnem. 3ta GyHKLMA NOAHVMMAET YPOBEHb
[l0BEpYA CO CTOPOHbI a4pecaTa, a B cJly4ae BO3HNKHOBEHUS
3apaXkeHns NpefoCcTaBifeT BaXKHYIO MHPOPMaLMIO O CTeMeHn
3apaXkeHns N 0NACHOCTU, UCXOAALLEN OT OTrpaBuTens.

MapameTpbl 3TOM GYHKLMM AOCTYMNHbBI B pasfene «,onoaHUTe/bHbIe
HaCTPOMKU» > «3alLmUTa OT BUPYCOB U LUIMUOHCKUX NMPOrpaMmm» >
«3almuTa noYTOBOro KJMeHTan. Mporpamma cofepxuT GyHKLMI0
«Jlo6aB/ieHNe yBe,OM/IEHUI K NOJIlYYEHHbIM U MPOYUTAHHBIM
coobuieHMaM», a Taikoke «/lo6aBneHne yBefoMaeHUN

K OTMpaB/ieHHbIM CO06LLEeHUAMY. [10/1b30BaTENb MOXET

yKasaTb, 406aBNATL W yBEAOMIEHNS KO BCEM COODLLEHNSM,

TONBKO K 3apa>keHHbIM COOBLLeHNSM UAN He [,06aBAATb
yBeAOM/IeHNI BoObLLE.

AHTMBMPYC ESET NOD32 no3sonseT nosib3osaTtesto 406aBnATb
yBeAOM/IEHNS K TeMe coobLeHns. [1ns 3TOro MCcnonb3ymTe
dyHKUMKM «[lo6aBneHne NpMMeYaHU B Nose TeMbl NONYHEHHbIX
M NPOYUTAHHbIX 3apaX@HHbIX COO6LeHN» 1 «[o6aBneHne
npMMeYaHui B NoJjie TeMbl OTMPAB/IEHHbIX 3apPa)KeHHbIX
CcoobLeHun».

CopepXXnmoe yBeLOMIEHUI MOXHO HACTPOUTb B nosie «LLiabnoH»,
[06aBNEHHOM K TEME 3apadkeHHbIX NUCeM. BblleynoMaHyTble
M3MeHeH1s NOMOrarT aBTOMaTU3MpOoBaTh NpoLecc dunstTpaumm
3apa’keHHbIX COOBLWEHMN 3N1eKTPOHHOW MOYThI M MO3BONSOT
Nonb30BaTe/NO OTEMPATh MOYTY C YKa3aHHOM TEMOM B OTAE/IbHYIO
nanky (eciv 3To NoALep>KMBAETCS NMOYTOBbIM K/IMEHTOM).

41.3.3 YpaneHue 3apaxeHumn

B cnyyae o6HapyKeHMs 3apaXkeHHOro CO0bLLEeHNS 3NEKTPOHHOMN
MOYTbl BbIBOAUTCA OKHO YBEAOMAEHMSA. OKHO yBEAOMIEHUS COAEPXKNT
NMS OTNPaBUTENS, aAPEC ero 3/1eKTPOHHOM NMOYThI U Ha3BaHMWe Yrpo3bl.

B HMXKHEN YacTK OKHA HAaxoAaTCsA QYHKLMM, KOTOPbIE MOXHO MPUMEHNUTL
06Hapy>KeHHOMY 06BbeKTY, @ UMEHHO: «OYUCTUTBY, «YAANNTL?

1 «MponycTUTb». B 60NbLIMHCTBE C/ly4aeB peKOMeHLyeTCs BbI6MPaTh
BApUAHT «OUUCTUTB? NN «YAanUTb». B 0COBbIX CUTYALMAX, ECIN €CTb
KenaHve NpUHATb 3apaXkeHHbI 06bekT, BbibepuTe «MponycTuTb». ECn
Bbl6paH pexknm «TwarTesbHas 04UCTKA», MHPOPMALIMOHHOE OKHO He
npeaoCcTaBaseT BO3MOXHOCTb BbIbopa AencTBumS.

4.1.4 3awmTa gocrtyna B UHTepHeT

MoakntoyeHne K VIHTepHeTy ABASeTCa CTaHAAPTHOM BO3MOXKHOCTbIO
COBPEMEHHOro KoMnbtoTepa. K coxxaneHuto, IHTepHeT aBnseTcs
OAHMM 13 OCHOBHbIX HOCUTE/IeN 310HaMepPeHHOro Koaa. Mo 3Ton
npuYMHe HeObX0AMMO yAeNaTb 0c060e BHUMAHMe 3aLmTe 4oCTyna
B IHTepHeT. HacToATEeNbHO PEeKOMEHAYETCSA YCTAHOBUTL GIAXKOK
«BK/IIOYMTb 3aWUTY AocTtyna B UHTepHeT». 5TOT napameTp
pacrnonoXeH B pasaene «[LonoaHUTe/IbHble HacTpoliku» (F5) >
«3almTa OT BUPYCOB U LUMUOHCKUX MpOrpamMm» > «3awmTa
poctyna B HTepHeT».

ESET NOD32 Antivirus (7=
P esj
Hacrpoiika et}
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4141 MpoTtokonbl HTTP, HTTPs

3almTa goctyna B IHTepHeT 3aKk/1to4aeTcs B KOHTpO/ie npoLecca
obMeHa faHHbIMUY Mexay Be6-bpay3epamu 1 yaaneHHbIMU
cepBepamMu B COOTBETCTBUM C npaBuiaMm NpoTokonos HTTP n HTTPs
(wndposaHHbIV TpadurK). AHTUBMPYC ESET NOD32 no yMon4aHuio
HaCTpoeH Ha paboTy CO CTaHAApTaMM, KOTOpble MOAAEPXKNBAKOTCS
60NbLIMHCTBOM Beb-6pay3epoB. OfHAKO HEKOTOPbIE M3 NapaMeTpoB
nposepku Tpapurka HTTP MOryT 6bITb M3MeHeHbI B pasfene «3almra
poctyna B VIHTepHeT» > «[1poTokosibl HTTP, HTTPs». B rnaBHOM OkHe
dunsTpa HTTP nonb3oBaTesib MOXET yCTaHOBUTb UM CHATb GIadKoK
«BKNounTb npoBepky HTTP». Kpome TOro, Mo>XHO ykasaTb HoMepa
NMOPTOB, KOTOPbIE NCMOMb3YKTCA NPU O6MeHe AaHHbIMY MO MPOTOKONY
HTTP. Mo ymon4aHuio onpegeneHbl cnepyolme Homepa noptos: 80,
8080 1 3128. Nposepka npotokosia HTTPS MOXeT OCyLLLeCTB/IATLCA

B MepeYmCeHHbIX HUXKe pexnmMax.

«He npoBepATb NpoTokos HTTPs»:
06MeH WndpOoBaHHBIMU AAHHBIMW HE MPOBEpSeTCS.

«MpoBepATb NpoTOKOoA HTTPS Ha yKazaHHbIX NopTax»:
nposepka AaHHbIX HTTPS ocyLLecTBnsaeTcs TONbKO Npu
MCNOb30BaHMM yKa3aHHbIX MOPTOB.

«MpoBepaTb NpoTokon HTTPs ang NpuioXeHUn, OTMeYeHHbIX
KaK MHTepHeT-6pay3epbl, HAa YKa3aHHbIX NOpTax»:

nNpoBepKa TOJIbKO TeX MPUIOXKEHWI, KOTOPbIe COAEePXKATCA B CNMCKe
MHTepHeT-6pay3epoB 1 NCMOMb3YIOT MOPThI U3 CNMCKa «Mopmobl,
ucnonb3yemble npomokonom HTTP».

ESET NOD32 Antivirus 2 =%
= es) ;'
Hacrpoiika
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)+ 3EUUNTS B DERVIME PEEMSHOrO BDENEHI HacTpoiika Monyns ckakvposarus HTTP:
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i+ Ynpasnetme apecanm
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4.1.4.11 YnpaBneHue agpecamm
B 3TOM pasfesnie MOXHO yKkasaTtb agpeca HTTP aas 610KMpPOBKK,
paspeLueHns Nan UCKI0HeHNS 13 MPOBEPKU.

[ns GopMMPOBaHMSA CMMCKOB apecoB NCMOb3ynTe KHOMKM «[,06aBUTbY,
«A3MEHUTDb?, «YAanuUTb» 1 «KCNopT». Beb-camTbl M3 cnncka
3a610KMPOBaHHbIX aApecoB ByayT HeAOCTYMHbI. Be6-canTbl U3 cnmcka
WNCKTIOYEHHbIX a4 pecoB 3arpy>katoTcs 6e3 npoBepkn Ha BpeAOHOCHbIN
KoA,. Ecnv BKIOYNTL QYHKLNIO «Paspewumps docmyn moabko ons HTTP-
aopecos U3 cnucka paspeweHHbix adpecos», 6yayT LOCTYMHbI TOIbKO
Be6-CanTbl Cagpecamu 13 CNMCcKa paspeLleHHblX, @ OCTasbHble ajpeca
byayT 3ab610KMPOBaHbI.

Bo BCex cnuckax gonycTuMo NCnoib30BaHWe CUMMBO/OB

wabnoHa «*» (3se3gouka) n «» (BOnNpoCUTE/IbHbIN 3HAK).

CnMBON 3BE3404KM 0603HaYaeT Ntobyto NoceoBaTebHOCTb
CVYIMBOJI0B, @ BOMPOCUTEbHbIN 3HAK — N1t060M cMBO/I. PaboTaTtb

C CoepXMMbIM CMUCKA NCKTHOYEHHbIX aApecoB HeobxoaAnmMo C 0cobom
TWATENbHOCTbIO, TAK KaK OH AO/IXKEH COAEepKaTb TO/IbKO MPOBEPEeHHbIe
1 6e3onacHble agpeca. B cBA31 € 3TUM HeOH6X0AMMO ObITb YBEPEHHbIM
B MPaBU/IbHOCTM NCMO/Ib30BAHMA CMMBOJIOB LWAB/IOHA B 3TOM CMMCKeE.
[na TOro 4Tob6bl AKTUBMPOBATL CMMCOK, YCTAHOBUTE GaXKOK «Cnucok
akmueeH». ECin TpebyeTcs nonyyatb yBeAOM/IEHNA NPW BBOAE aipeca
M3 CMUCKA, YCTAHOBUTE GAXKOK «YeedomAasimb npu coenadeHuu adpeca
C wabnoHom u3 cnucka».

ESET NOD32 Antivirus
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3UMTE & PERHNE PEANEHOTD BPEMEH | C MOMOLULIO Cckos HTTP-3APECos i WaBNOHOB HOXHD Yia3aTh, Kakie anpeca ByayT
[ —— BOKHDOBATSCS, KAKWE PA3PELIEHSI, & KAKHE HE BYYT NDOBEDATECR. OTAEMbHSIE CTCKH
3AWNTA NOHTOBOMD KIMEHTE CTRYTIMHPOBEHEI M0 TUNEH.
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AHTMBUPYC ESET NOD32 coaepXunT pyHKLMIO Be6-6paysepbl, koTopas
NO3BO/SIET MONb30BATENIO YKA3aTb, ABNSETCA IV NPUTOXKEHNWE Beb-
b6pay3sepom. EcnmnpunoxeHme knaccmduumpyetca kak Beb-6payzep,
BECb 06MEH AaHHbIMW C 3TUM MPUTOXKEHNEM OTCIEXNBAETCA BHE
3aBMCUMOCTM OT MOPTOB, UCMO/Ib3YEeMbIX B CETEBOM CORAVNHEHNN.

OTa QyHKUMA AOMNONHSAET QYHKLMIO NPOBEpPKM NpoTokoia HTTP,
Tak Kak nposepka HTTP KOHTponnpyeT TO/bKO OnpeaesieHHble
nopTbl. MHOrme cny>kbbl B IHTEpHeTE MCNOAb3YIOT AMHAMUYECKOoe
pacnpefeneHne NopToB UM HEM3BECTHbIE 3apaHee 3Ha4YeH A
nopToB. C MOMOLLbI0 GYHKLMM yKa3aHNs Be6-6pay3epoB MOXHO
KOHTPO/INPOBAaTh CETEBbIE COeANHEHNS BHE 3aBUCUMOCTN OT
napameTpoB coeVHEHNS.

ESET NOD32 Antivirus

HacTpolika

= 3aWTa OT BHPYCOB H WIHOHCKH X Nporpan | BRay3spsl iTepreTa:
=) 3aLHTa B PERHME PEANLHOMD BpeterH
AONOAHHTENbHbIE HACT POV
3auHTa ACKYMEHTOR
=) 3awHTa no-TOROND KAMeHTa
=) MosTosbIe KMerTE!
AsicTein
= FOP3, POP3s
MouTOBSIE KAMEHTE:
CoBMECTHHOCTE
) JalHTa AGCTYNE & HHTEHET
£ HTTP, HTTPs

[N YCHNEHHA BES0NACHOCTI YKEMATE, KAKHE MPHAGKEHMA HINOL3YHITER & KEUSCTES
MHTEPHET-GPEY3EP0B, YCTEHOBHE CODTERTETEYHOWNHA Qnanor. ECn Kakoe-nHo
IIPHIOSKEHAE HE OBO03HAUEHD KaK HHTEPHET-Gpaysep, CKaHMPOBSHHE NEpeAa5aEsIx

Ana Tora 4Tobk Pa3PEWHTE NpoBneMms), CEA3aHHEIE C NPOMIB0AMTENEHOCTEH HIM
COBMECTHMOCTER, MOHHO OTKIHGHHTE CKAHMPOBEHHE COASMKIMOrO NPANOHKEHHH, YCTSHOSHE
COOTEETCTEYOWAH dnaKoK,

MpHMEYaHHE, 3TOT NPAMETP CEAYET NPHMEHATE TANEKE NPH HAMHHHA NONHGA
YEEPEHHOCTH B TOM, 4TO ASHHBIE, NEEASBAEEIE NPHACKERHEM, BE30NacHs!, He
PHHEHAFITE A3HHBIF NAPAMETP ANS BE6-BPAY3EPOB H NOHTOBLIX KIHEHTOB,

El @& cCiiprogram Files\nkernet Explarer|IEXPLORE EXE
O % ciwnoowsiexplorer.exe
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CnnCOK NPUNOXKEHWI, KNACCUOULIMPOBAHHbIX Kak Be6-6pay3epbl,
[OCTyneH B NoAMeHt0 «Be6-6pay3epbi» B BeTke «HTTP». 3TOT pa3gen
TaKXKe COAEepPXXMT NOAMEHIO «AKTUBHbBIN PeXXMUM», KOTOPoe onpeaenset
PeXMM NpoBepKN AN UHTepHeT-6pay3epoB. PYHKLMA «AKTUBHbBIN
peXxXum» BeCbMa nosiesHa 414 NoIHOW NpoBepKM BCero Tpaduika.
Ecnv oHa oTKKYeHa, 06MeH JaHHbIMW KOHTPONMPYETCS B MAKETHOM
pexxnme. 3To CHUXKAeT 3QPeKTUBHOCTb MPOBEPKM Nepefayu JaHHbIX,
HO obecrneyrBaeT NyYLlyto COBMECTMMOCTb C NepeynCIeHHbIMMN
npunoXeHUsMu. ECnv npobiem C COBMECTUMOCTbLIO HeT,
peKoMeHAyeTCa NCM0Nb30BaTb aKTUBHbIN PEXUM, YyCTaHOBUB
COOTBETCTBYOLLMI GIAKOK PALOM C HY>KHBIM MPUIOXKEHNEM.

ESET NOD32 Antivirus ]
i (Ger]
Hacrpoiika
= 3aU1Ta 0T BAPYCOB H WMOHGTX Nporpan | AKTHBHSI pexam Ans Bpaysepos HTepreTa:
3alUMTa B PEXMME PEANbHOMO BPEMEHM Epay3epel MHTEPHETE N0 YMONUAHHKD HACTROSHE! Ha QAL TPALMIO B MACCHEHOM PEXHME
SawwTa gokymerTos (BIICOKER COBMECTVMOCTS). OAHEKD NS HEKOTOPLIX MPHIOIEHMI MOXHO YCTAHOBUTS
SawTa nouTOROrG KIMEHTA UNSTPaLIO & axTHErON, fonee SOdEKTHEHON PexUMe, YKasaHHEIE B CTHCKE MPMADXEHYS
BOTSIOT B AKTHBHOM PEHIANE.

(=) 3814MTa AOCTYNE & HHTEPHET pal . .

AKTUEHEI PEXIN MOKET BbiTh YCTBHOENEH ANA CNERYIOLLMX MPUNOXEHHTA:

- HTTR, HTTPs
i+ YApSBNEHHE anpecanm
- CkanposaHe MK no Tpebosario
Wernioqerng
DUNETPALA NPOTOKONOE
ObHoeneHie
ChyebHie nporpamis
- WhTepdeiic
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4.1.5 CKkaHupoBaHue KoMrnbloTepa

Mpv 06HapPy>XeHNN CUMITOMOB BO3MOXHOTO 3apaXkeHns KOMMbloTepa
(Heob6bIYHOE NOBEAEHME U T. M.) 3aMyCTUTE CKAHWMPOBaHMe
KoMMbtoTepa no TpeboBaHmto. C TOUKM 3peHns obecrneveHuns
6e30MacHOCTM Lies1ecoobpasHo 3anyckaTb CKaHUPOBAHWE PeryisapHo,
a He TONbKO NPW BO3HWKHOBEHWW NOJ03PUTENbHBIX CUMATOMOB.
PerynsipHoe ckaHVMpOBaHWe NOMoraeT 06Hapy>KMTb 3apaXkeHune, ecnu
OHO He 6b1/10 06Hapy>KeHO 3aLLnTOoN GannoBON CUCTEMbI B PEXKMME
peasibHOro BpeMeH1 B MOMEHT NonagaHuns BpeAoHOCHOMO Koaa

B CMCTEMY. DTO MOXET MPON30NTU B TOM C/IyHae, eC/IM B TOT MOMEHT
MOAY/1b CKAHWMPOBAHWMA B PEXKMME PeasbHOro BpeMeH M Hbi/1 OTK/I0HeH
nnv 6asa JaHHbIX CUFHATYpP BUPYCOB yCTapena.

PekomeHyeTCs 3anyckaTb CKaHMPOBaHMe No TpeboBaHMIo

He pexke 0HOT0 UK ABYX pa3 B MecAL,. CKaHUPOBaHME MOXHO
3anycKkaTb Mo PACiMCaHUIO U3 OKHA «Cy>Ke6Hble MporpaMmmbi» >
«MNaHUPOBLLUK».



4151 Tun ckaHUpoBaHUSA

[0CTynHO ABa TUNa CkaHMpoBaHuA. Tun «O6blYHOE CKAHUPOBaHUE»
npeAHasHaYeH A9 6bICTPON NPOBEPKU CUCTEMbI. [1PY 3TOM He
HY>XKHO HACTpanBaTbh HMKaKWe NnapamMmeTpbl. Tun «Bei6opoyHoe
CKaHMpOBaHMe» No3BOJIAET NOJb30BaTe/N0 BbIGMpPaTh HEO6X0AMMbIE
NpodUIN CKAHMPOBAHMA N YKA3bIBATb 06BEKTHI, MOAAeXxaLMe
CKaHWPOBAHMIO.

(=) ESET NOD32 Antivirus

ESET NOD32 Antivirus 4
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DaTa U EPEMA NOCNEAHErD CKAHNPOBAHUAL

Texyuuyan sepcnn BnpyCHOI Basel AanHsix curHaTyp: 3797 (20090124)
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4.1.5.1.1 O6bl4HOe CKaHNpOBaHUe

O6bl4HOE CKAHMPOBaHME ABASETCS MIHTYUTUBHO MNOHSTHBLIM METOA0M,
NO3BO/IAIOLLMM NOb30BATEIO 3aMYyCKATb CKAHMPOBaHWE KOMMbIOTEpA
1 04MLLATb 3apaXkeHHble darnbl 6e3 y4acTma camoro noJsib3oBartens.
TNaBHbIM NPeMMYyLLECTBOM 3TOr0 MeTOAA ABASETCS MpocToTa
3KCnAyaTaunm 6e3 paclumpeHHOro ynpasaeHnsa napaMmeTpamm
CKaHMpOBaHKMA. ObblYHOE CKaHMPOBaHMe NpoBepsaeT Bce Gaibl

Ha NOKANbHbIX ANCKAX M aBTOMATUYECKM OYULLAET UK yaanseT
06HapY>KEHHbIN BPeAOHOCHbIN KOA,. YPOBEHb O4MCTKM aBTOMATUYECKMN
YCTAHOB/IEH HA YPOBEHb MO YMONYAHUIO. [JONONHUTENbHYIO
MHGOPMALIMIO O TUMAX O4MUCTKM CM. B pasgesne «Ouncrtka» (ctp.18).

CTaHAapTHbIV NPOdWAb OYUCTKM pa3paboTaH A/15 Nob3oBaTenen,
XKenaLwmx 6bICTPO M MPOCTO NPOCKAHMPOBATb KOMTbIOTEPSI.

OH npepnaraeT 3¢pdeKTUBHOE peLleHne A5 CKAaHMPOBAHMS

1 O4NCTKM 6€3 yrnyb1eHHOM HAaCTPOMKM NpoLiecca.

41.51.2 CKaHUpOBaHMeE C NOJIb30BaTe/IbCKUMU HACTPOMKAMU

CKaHMpOBaHWe C M0/1b30BATENbCKMMU HACTPONKAMU ABASAETCS
ONTMMaJIbHbIM peLleHreM B TOM Clyyae, KOraa Hy>XKHO yKkasaTb
napameTpbl CKAHMPOBaHUSA (Hanpumep, 06bEKTbI CKAHUPOBAHWS

N METOAbl CKAHWMPOBAHMA). MPerMyLLLECTBOM Takoro CKAHMPOBaHMA
ABNSETCA BO3MOXHOCTb MOAPOHHON HACTpOMKU. Habopbl
napameTpoB MOryT 6bITb COXpaHEHbI B BU/E MOMb30BATENbCKUX
npoduien CKaHMpPOBaAHUSA, KOTOPble 0COBEHHO NOME3HbI MpY
perynspHoM CKaHMpOBaHWM C OAMHAKOBbLIMW MapaMeTpamMu.

[na Toro 4Tobbl BbIGpaTh 06BEKTHI CKAHWPOBAHUS, UCMONb3YITE
MeH!0 H6bICTPOro Bbibopa 06beKTOB MK BbibepuTe 06beKkTbl B AepeBe
06BEKTOB, LOCTYMHbIX /18 CKAHWMPOBaHMSA. [01b30BaTe/lb MOXET
3a4aTh TPU YPOBHS OYNCTKM B MeHIO «HAacTpOMKU» > «O4nCTKar.
Ecnuv HeobXoAMMO CKaHMpOoBaHWe 6e3 BbINOAHEHMS LOMONHUTENbHBIX
LEeNCTBUN, yCTaHOBUTE GaXkok «CKaHUMpoBaTh 6e3 0O4UCTKMUY.

CKaHMpoBaHue C No/1b30BaTeIbCKUMM HaCTpOVIKaMl/I noaxogunT onqa
OMbITHbIX MOJIb30BATENIEN CUCTEM 3aLMTbI OT B/PYCOB.

4.1.5.2 O6beKTbl CKAHMPOBAHUS

PackpblBatoLLeecs MeHto «O6beKTbl CKAHMPOBAHUSY CIYXKUT
AN Bbibopa ¢hanios, Nanok 1 ycTponcTe (HakonuTenemn)
LN CKAaHNMPOBaHMSA.

Mo>KHO Bbl6paTb cnepywouimne 06beKTbI CKaHMpOBaHWA:

«Mo napameTpam npopuna» — 06bEKTbI CKAHMPOBAHMS, yKa3aHHble
B BbI6paHHOM Npodune;

«CbeMHble HOCUTeNn» — ANCKeTbl, HakonuTenu USB, nprBoabl
cb/bvDwuT. 4

WKecTKue AUCKU» — BCe XKeCTKMe ANCKU KOMMboTepa;
«CeTeBble AUCKU» — BCe NOAK/IHOYEHHbIe ceTeBble ANCKU;

«Hu4ero He BbI5VIPaTb» — OTMEHUTb Bbl60p 06beKToB
CKaHMpoBaHMA.

ESET NOD32 Antivirus ==

BuibopouHoe ckaHWpoBatne

Mpodmre CKaHMPOBEHNSA:
[ InyBoKoe CKaHWPOBEHWE V]

OBBEKTEI CKEHUPOBEHMA:
[He BrIbpaHo V]

BD& Computer
[Cl& OnepaTueHas namaTs

[] CkanmposaTs Bes oumncTrm

CoxpaHuTe| i

CKaHMpoBaThb C NpasamM

EeaXarniage aAMUHUCTPaTopa

O6beKTbl CKAHMPOBaHWS MOTYT BbITb ONpeseneHbl 6o1ee TOYHO.
[LN9 3TOro yKaXkmMTe NyTu K nankam u parnam, noasiexatyum
CKaHMPOBAHMIO. BbibepuTe 06bEKTbI CKAHMPOBAHWSA B AepeBe,
cofep kallem AOCTYMHble Ha KOMMbIOTEpe YCTPOWCTBA.

4153 Mpo¢unnm ckaHupoBaHus

Habop npegnoynTaemMbix napaMeTpoB CKAHMPOBAHUS KOMMbIOTepa
MOXET BblTb COXpaHeH B Buae npoduns. C nomoLlbsio npodunen
CKaHMPOBAHWNS MOXHO COXPaHWTb MapaMeTpbl U UCMNOb30BATH

nx B ByayLieM. PekomeHAyeTCs co3aatb NpoGUAN AN KKA0ro

13 PerynsapHo 1Cnosb3yembix HA6OPOB NapameTpoB (415 pasnnyHbIX
06beKTOB CKAHWMPOBAHMNS, METOLOB CKAHMPOBAHMSA Y NPOYMX
napameTpos).

Hoewiit npodune

(2 =S

Wma npodwmna:

KonWpoBaTs HacTpoiiku npodina:

[ -
x

[lns Toro 4Ttobbl CO34aTh HOBbIV NPOPUIbL, KOTOPbIN ByaeT
MCNONb30BaTbLCA B ByAyLLEM HA perynspHoON OCHOBE, OTKponTe

OKHO «[lono/iHUTe/IbHble HAacTponkmn» (F5) > «CKaHUpoBaHUe
KOMMbloTepa no TpeboBaHuIo?. HaxkmuTte KHomnky «Mpogpunn»,
pacnonoXeHHY B MpaBon 4acTu. B pe3ynstate 0To6pasnTcs CNmMcok
CyLLeCTBYHOLLMX Npoduraen ckaHnpoBaHus. BoibepuTe co3gaHme
HoBoro npoduns. B pasgene «HacTpoika MeToA,0B CKAHUPOBAHUSA»
NoAPOBHO OMMCaH KaXKAbIN U3 NapaMeTpoB CKAHUPOBaHUS.

3Ta HOOPMALMS MOXET NPUTOANTLCA NPY GOPMUPOBAHNM
npoduIa CKaHMPOBAHMUS.



Mpumep.

MpeanonoXxunm, HeobXoANMO Co34aTb OTAENbHbIV NPOGUNb CKAHMPOBAHMS,
a KOHGUMrypaunsa npoduns «PasymHoe CKaHMpOBaHMeE» YaCTUYHO
noaxoamT. OfHAKO AOMNONHUTENbHO HEOHXOAMMO BKIHOYUTD
CKaHMpoBaHKWe GannoB ynakoBLLMKOB B PEXXMME peasibHOro

BpeMeHM 1 NOTeHLManbHO onacHoro Mo, a Takke NPUMEHUTb PeXUM
«TwaTtenbHas o4ncTka». B okHe «KoHpuUrypaumoHHble npopuan»
HXKMUTE KHOMKY «[Lo6aBuUTb». BBeanTe MMSA HOBOrO Npoduas B none
«AmMs npoduns» 1 BbibepnTe «PasyMHOe CKaHMpOBaHUe» B pasjene
«KonupoBaTb HAaCTPOMKU Npodunsa:». HacTponTe OCTanbHble
HeobxoAMMble NapameTpbl.

41.6 DunbTpaums NpoTOKO/I0B

3alumTa oT BUpYCOB 418 NpoTokoioB POP3 1 HTTP obecneynsaeTtcs
MOAyNeM CkaHMpoBaHus ThreatSense, KOTOpbI 06beANHAET

B cebe BCe nepefoBble TEXHONOM MM CKAHNUPOBAHWA HAa Hann4mne
3/I0HaMepeHHOro koaa. KOHTposib OCYLLEeCTBSeTCH aBTOMaTNUYeCKu,
He3aBMCMMO OT MCMOb3yemMoro Beb6-6pay3epa 1 MoYTOBOrO KMEHTA.
Ecnun yctaHoBneH Gnaxkok «BKAUYUTL GUAbTpaLUIO COAEP>KUMOro
NPpOTOKOJ/I0B YPOBHS MPUJIOXKEHUIA®, JOCTYMHbI ClefyloLume
GYHKUMN GUABTPALUM MPOTOKO/IOB:

«MopTbl HTTP 1 POP3» — cKaHWpOBaHWe TONbKO COeANHEHUI Yepes
M3BeCcTHble nopTbl HTTP 1 POP3;

«MpunoxxeHuns, KnaccmpuunpoBaHHble Kak UHTEpHeT-6pay3epbl
WJIN NOYTOBbBIE KJIMEeHTbI» — GUALTPALNSA COeAUHEHMI TONIbKO

ANA NPUNOXKEHUI, KNACCUPULMPOBAHHbIX KAk MHTEpHeT-6pay3epbl
(«3awmTa goctyna B UHTepHeT» > HTTP, HTTPS > «Be6-6pay3epbi»)

1 MOYTOBbIE KAMEHTHI («3aLLmTa MoYTOBOro KaveHTa» > POP3, POP3S >
«MOYTOBbIE KIINEHTbI);

«MopTbl M NpUIOXeHUs, knaccuduLMpoBaHHble Kak 6pay3epbl
MNHTepHeTa Wiy NOYTOBbIE K/IMEHTbI® — Ha Ha/lMYMe BPeJOHOCHOIO
KOAA MPOBEPATCA KAk MOPThbI, Tak U Be6-6pay3epbl.

lMpumeuaHue.

HauunHasa c cuctem Windows Vista ¢ naketom 06HOBNEHUA 1
(SP1) nWindows Server 2008, UCMO/b3yeTCsA HOBas TEXHOOT A
dunsTpaunm ceteBoro Tpadumka. NMostomy pasgen bunsrpaymm
NPOTOKO/I0B HEAOCTYMEH.

41.6.1 SSL

AHTUBMPYC ESET NOD32 4 N03BOJISIET BbINMO/HATHL MPOBEPKY
MHKaNCyMpoBaHHbIX B SSL NpoTOKON0B. AN cCOeANHEHUN,
3aLLUMLLEHHbBIX MPOTOKO/IOM SSL C MOMOLLbIO AOBEPEHHbIX
CcepTMdUKATOB, HEN3BECTHbIX CePTUDUKATOB UK CepTUDNKATOB,
KOTOPbIe NCK/TIOYEHbI U3 NpoLjecca NpoBepKku, NpeaycMOTpeHbl
pasnuyHble peXXnMbl CKAHUPOBAHWS.

«Bcerga CKaHMpOBaTb NPOTOKOA SSL (MckntoUeHHble

M foBepeHHble cepTUPUKATBI OCTAIOTCA AACTBUTEIbHBIMU)» —
[LAHHbIN peXXMM NpefHa3HayYeH 418 CKAHMPOBAHMS BCEX COEAMHEHNN
SSL, KpoMe coeAnHEHWI, 3aLUMLLEHHbIX cepTUdUKaTaMu, KOTopble
VCKJ/II0YeHbI 13 MnpoLecca npoBepku. [pun ycTaHOBIEHUM HOBOTO
COeIMHEeHNS C HEM3BECTHbIM NOAMUCAHHbBIM CePTUPUKATOM
nosib3oBartesib 06 3TOM He yBeLOM/ISETCS, a COefiHeHVe NoABepraeTcs
aBTOMaTMYeckon GuasTpaumm. Koraa nonb3oBartesb NbiTaeTcs
COEMHNTLCA C CEpBEPOM, KOTOPbIN UCMONb3YET HEHAAEXKHbIN
ceptTudMKaT, KNaccudULMpoBaHHbIV NOMb30BaTENEM KaK LOBEPEHHbIN
(no6aBneHHbIM B CNNCOK AOBEPEHHbIX CEPTUDUKATOB), COeIMHEHME

C CepBepoM paspeluaeTcs, @ 06MeH AaHHbIMW N0 YCTaHOBAEHHOMY
KaHany puasTpyercs.

«3anpawmBaTh O HOBbIX caiTax (HemsBecTHble cepTUdUKATbI)» —
Npw NOCELLEHMM HOBOIO Be6-CalTa, 3aLmLLeHHOro SSL (C HeM3BEeCTHbIM
cepTuduKaTom), byaeT oTobpaXkaTbCsa AMANOroBOE OKHO BbI6OPa.
OTOT peXkMM MO3BOJISET CO34aTb CMUCOK CepTUdUKaTOB SSL, KOTopble
LODKHbI BbITb NCK/TKOYEHbI U3 CKAaHWPOBaHMSA.

«He ckaHMpoOBaTb NPOTOKOA SSL» — CKaHMpOBaHMe COeANHEHUN,
3aLMLLeHHbIX SSL, OTK/1t04eHoO.

Ecnn cepTndumKaT HEBO3MOXHO MPOBEPUTL C MOMOLLbIO XPAHMAMLLA
[LOBEPEHHbIX KOPHEBBIX CEPTUDMKATOB CEPTUDULMPYIOLLMX OPraHoB,
NCMONb3YHOTCS CeaytoLLMe PeXrMb:
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«3anpalwmnBaTb AeACTBUTENIbHOCTb cepTuduKaTa» — nosb3oBaTesto
npegnaraetcsa Bbl6paTb AeNCTBUE,;

«B/IOKMpPOBaTb COeAMHEHUS, UCMOJb3YIOLLUE AAHHbIN
cepTUdUKaT» — COEANHEHME C CAUTOM, UCMOJb3YIOLLMM AAHHbIN
cepTUdUKaT, paspbiBaeTcs.

Ecnn ceptudukar HeLenCcTBUTENEeH UK noBpexxaeH:

«3anpawmnBaTtbh AeACTBUTENIbHOCTb cepTUdMKaTa» — nosib30BaTeso
npeanaraeTcs BblbpaTh AeNCTBUE;

«BnoKupoBaTb COeAMHEHUS, UCNOJb3YIOLME AAHHbIN
cepTudUKaT» — COegNHEHME C CAUTOM, UCNOb3YIOLLMM AAHHbIV
cepTndnKaT, pa3pbiBAeTCS.

41.6.1.1 [oBepeHHble cepTUduKaThbl

Kpome NHTerpMpoBaHHOIO XpPaHWAMLLA JOBEPEHHbIX KOPHEBbIX
cepTMPUKaToB CepTUDULMPYIOLLMX OPraHoB, B KOTOPOM aHTUBMPYC
ESET NOD32 4 xpaHWUT loBepeHHble cepTUdmKaThbl, MOXKHO CO34aTb
Nonb30BaTENbCKUI CMINCOK JLOBEPEHHbIX CEPTUPUNKATOB, AN
NpOCMOTPa KOTOPOrO HY>KHO NOC/1e0BaTe/IbHO BbIO6paTh MYHKTbI
«HacTporiika» (F5) > «®duabTpauus npoTokosos» > SSL >
«JloBepeHHble cepTUPUKATLI?.

41.6.1.2  WcknroyeHHble cepTUPMKaTbl

B paspgene «MckntoveHHble cepTUPUKATbI» NepeymncaeHbl cepTudumKkarsl,
KOTOpble cyMTatoTCa 6eonacHbiMK. Mporpamma He byaeTt NpoBepsiTh
cofepXxmmoe 3andpoBaHHOIO COEAMHEHMS, NCMOMb3YHOLLErO
cepTMPUKaThl U3 AJAHHOMO CNrcka. PekoMeHayeTcs ycTaHaBMBaTb
TONbKO rapaHTMPOBaHHO 6e3onacHble Beb-cepTrduKaThl, YTO6bI
NCKOUYNTb HEOBXO0AMMOCTb GUALTPALLUM COAEPXKNUMOTO.

41.7 HacTpoiika napameTpoB moayns ThreatSense
ThreatSense — 370 TEXHONOM 1A, KOTOPAs COAEPXKUT KOMMIEKC
MeTOA0B 0BHApPY>KeHMS yrpo3. OTa TeXHONOr S ABAAETCA
NPOAaKTUBHOMW, T. €. OHA 3aWMLLAET OT HOBOW yrpo3bl B NepBble

Yacbl eepacnpocTpaHeHuns. Npu 3TOM MCNOAb3yeTCs KOMBUHALMSA
MeToA0B (aHann3 Koaa, MoLennpoBaHve Koaa, 0606LLeHHble
CUMHATYPbl, CUTHATYPbI BUPYCOB), KOTOPbIE PA6OTAKOT COBMECTHO,
3Ha4YMTe/IbHO MOBbIWAsA YpOBEHb 6€30MacHOCTM KOMMNbIOTEpa.
MoZy/b CKaHMPOBaHMS CNOCOBeH KOHTPOIMPOBATb HECKObKO
NMOTOKOB JaHHbIX OLHOBPEMEHHO. DTO yBesnymBaeT 3GGeKTUBHOCTb
06bHapyxeHus. KpoMe Toro, TexHonorunsa ThreatSense a¢pdekTmBHa
NpOTUB PyTKNTOB.

Monb3oBaTe/lb MOXET HACTPOUTb HECKOIbKO NapamMeTpoB CKaHMPOBaHUS:
°  pacwwupeHuns 1 T1nbl Galios, Noasexalx CKaHMpOBaHWIO;

°  KOMBMHaLMs MeToLoB 06HAPYXKEHWS;

°  YPOBHW OYUCTKM UT. A.

[Ln§ TOro 4To6bl OTKPbITb OKHO HACTPOEK, HAKMUTE KHOMKY
«HacTpoika» B OKHe napameTpoB l060ro Moayns, KOTOPbI
MCMonb3yeT TexHonoruio ThreatSense (CM. HUXKE). PasfivyHble
cLeHapum obecneyeHms 6e30NacHOCTY TPeBYIOT pasINYHbIX
HacTpoek. IMeHHO NosToMy TexHonorus ThreatSense nossonset
HacTpanBaTb NapameTpbl OTAE/bHO A5 KKA0MO U3 CeayoLLmx
mMoaynen:

*  «3awmTa GansoBoN CUCTEMbI B PEXKMME PeasibHOro BpeMeHU;
» «[lpoBepka GannoB, NCMOMHAEMbIX MPY 3anyCcke CUCTEMbIY;

©  «3alMTa 31EeKTPOHHOW MOYThIY;

e «3awmTa focTyna B VIHTepHeT”;

* «CKaHMpoBaHMe KoMmnbioTepa no Tpe6OBaHMIO”.



MapameTpsbl ThreatSense XOpoLLO ONTUMU3NPOBAHbI A1 KAXKA0TO

13 MOAyNen, U NX M3MeHeHne BeAeT K 3HAYUTeNbHbIM M3MEHEHNSAM
noBeAeHMa cMcTeMbl. Hanprmep, M3MeHeHe NapaMeTpoB CKaHNMPOBAHUS
YNaKOBLLMKOB B pEXMME peasibHOro BPEMEHW MW BKJTKOHYEHME
pacLMpeHHOM 3BPUCTUKI B MOAY e 3aWMTbl GanI0BOM CUCTEMbI

B peXKVMe peasibHOro BpeMeHu MOXeT 3aMeInTb paboTy CUCTEMbI
(0B6bI4HO TOMBKO HOBbIE Bali/ibl CKAHUPYIOTCA C MPUMEHEHMEM

3TUX MeToA0B). TakMM 06pa3oM, peKoMeHayeTCsa BO3AepKaTbCs

OT M3MEHEHMSA HAaCTPOeK MeTOA0B CKAHMPOBAHMSA /1 BCEX MOAYNEN,
Kpome Mmoaynsa «CKkaHMpOBaHMe KOMMbOTepar.

41.71 HacTpolika 06beKkToB

Paznen «O6beKTbI» NO3BONSET ONpeaensTb, KakMe KOMMNOHEHTbI
1 Ganibl KOMMNbIOTEPHOW CUCTEMbI AO/KHbI ObITh MPOBEPEHbI HA
3apaxkeHue.

«OnepaTuBHas NamMATb» — CKAHMPOBaHME ONepaTUBHOM NaMATH
Ha HanMuKe BUPYCOB 1 MPOYUX Yrpo3.

«3arpy3oyHble CeKTOpbI» — CKAHWPOBAHMe 3arpy304HblX CEKTOPOB
Ha Hannyume Bnpycos B MBR.

«dannbI» — CKaHMPOBaHME BCEX LUMPOKO UCMOJb3yEMbIX TUMOB
darnnos (nporpamm, n306paskeHuit, 3ByKOBbIX U BUAEODANNOB,
dannos 6a3 AaHHbLIX U T. 1.).

«MouToBble paiibl» — CKAHMPOBAHWE CreLMabHbIX GaoB,
npeaHasHayeHHbIX 418 XpPaHeHNs COOBLLLeHMIA 31eKTPOHHOM NOYThI.

«ApPXUBbI» — CKAHMPOBAaHMe CKaTbIX harios B apxmeax (RAR, ZIP,
ARJ, TAR U T. ).

«CamMopacnakoBbIBaOLMECH apXUBbI» — CKaHMpOBaHMe $hannos,
COAEepXKaLLMXCH B apXm1Bax, KOTOPble pacnakoBbIBAKOTCS Npu
3anycke 1, Kak rnpasuio, UMetoT paclumpeHme EXE.

«YNakoBLMUKW» — MPOrpaMMbl-ynaKkoBLLMKM, KOTOPble OTAUYAKOTCS
OT CTaHAAPTHbIX YNAKOBLLMKOB M pacnakoBbiBatoT daiibl
AMHAMUYeckn B cucTemHyto namatb (UPX,yoda, ASPack, FGSu T. a.).

Hacrpoiika napametpoe mogyna ThreatSense

MeToab!
OumcTra
Pacwmperia
Mpeaens

- Opyroe

OfbeKThl

OHEDETMBHER NaMAaTe
3arpysouHbIE CEKTOPa

aiinel

MoyTosklE dains

ApXUEE]
CaMOpACTEKoBLIBEI0WMECS 3DXHBE]
YNEKOBLLMKM
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4.1.7.2 MapameTpbl

B pasgene «MapamMeTpbi» N0Nb30BaTe/lb MOXKET BblbpaTh METOAbI
NMPOBEPKU CUCTEMbBI Ha 3apaXkeHKe. Hike mepevncieHbl LOCTYMHble
BapVaHThI.

Hactpoiika napametpoe mogyns ThreatSense [T (]
MeToab!
CMrHATYpBI
SBPUCTHHECKAI aHAMS
PaCluMpeHHan S8pUCTIka
PexnamHoe fwnuoHckoefonacHoe N0
MoTeHUENEHD onacHoe N0
MoTeHuansHo HesenaTensHoe Mo
l @DK I [ OTMeHa ] [I'Io\mnnuaﬂwo

«CUrHaTYpbI» — HAAEXKHbIN Y TOUHbIN MeTom 06HAPYXKeHWS
1 Knaccndukaumm BpefoHOCHOMO KOAA C MOMOLLbIO 6a3bl AaHHbIX
CUTHaTYp BMPYCOB.

«DBPUCTUKA» — A/ITOPUTM, aHATU3MPYIOLLMNIA 3T0HAMEPEHHYIO
AKTMBHOCTb NPOrpaMm. OCHOBHbIM NMPeNMYLLECTBOM MeTOAA
3BPUCTMYECKOTO aHANN3a ABNAETCA CNOCOBHOCTb 06HapPYXXMBaThb
HOBOE BpeloOHOCHOE NMporpaMMHoe obecrneyeHune, CBeAeHs

0 KOTOPOM elLLle He nonasnu B 6a3y AaHHbIX CUTHATYP BUPYCOB.

«PaclimpeHHas 3BpUCTUKa» — MeTO[, OCHOBaH Ha YHUKA/IbHOM
3BPUCTUNYECKOM aNropmuTmMme, pazpaboTaHHOM KoMmnaHuen ESET

N ONTUMUN3UPOBAHHOM /1 OBHAPYXKEHMS KOMMbIOTEPHBIX YEPBEN
N «TPOSIHCKMX KOHEN», HAMMCAHHbIX Ha S3bIKax MPOrpaMMMpPOBaHMA
BbICOKOr0 YpPOBHS. bharogaps MeToay pacluMpeHHOM 3BPUCTUKN
CNOCOBHOCTb CUCTEMBI3ALLNTBI MPABU/IbHO OMNpeaensiTb yrposy
3Ha4YMTeNIbHO BO3pacTaer.

«PeknamHoe/wWwnnoHckoe/onacHoe MO» — 3Ta KaTeropms BKAOYaeT
B cebsi nporpaMmbl, cobupatoLme MHGopMaLLMio o nosb3oBaTtese

6e3 ero cornacusa. Kpome Toro, ctoga OTHOCATCSA MPOrpammbl,
oTobpakaroLLme pekaamMHble MaTepuansbl.

«MoTeHuMnanbHo onacHoe MNO» - KoMMepYyeckne, IermTUMHbIe
NPUNOXKEHNSA MOTYT BbITb KNaccMdUUMPOBaHbI KaK NOTEHLMANbHO
onacHoe MO. KaTteropus BratoYaeT B cebs Takme nporpammbl, Kak
CpeAcTBa AOCTYNA. M03TOMY MO YMOTHAHMIO 3Ta PYHKLMSA OTK/IKOYEHa.

«MoTeHUMaNbHO HexenatesibHoe MO» — 3TN NPUIOXKEHUS He
0653aTenbHO ABNATCS 310HAMEPEHHBIMU, HO OHW MOTYT TEM

NIV MHBIM 06Pa3oM CHWMXKATb MPOM3BOANTENBbHOCTb CUCTEMDI.
Takune NpUIoXeHsa 06bI4HO TPebyIoT COrNacus No/b30BaTeNs Npu
yCTaHoBKe. [oc/e UX yCTAHOBKM NMOBefleHMe CUCTEMbI U3MEHSIeTCs
(No cpaBHEHMIO C TEM, KaK OHa Besla cebs A0 YCTAHOBKM 3TUX
nporpaMmm). Hanbosee 3Ha4nTe/IbHble U3MEHEHUNA KACatoTCs
BO3HWKHOBEHMS HeXKeNnaTelbHbIX BCMJIbIBAIOLLMX OKOH, 3amycKka

1 paboTbl CKPbITbIX MPOLLECCOB, YBEMYEHMUS NCMOIb30BAHMSA
CUCTEMHBIX PECYPCOB, U3MEHEHWS PE3y/IbTATOB MOUCKOBbLIX
3anpocoB, 06MeHa AaHHbIMU C yAasieHHbIMY CePBEPAMMU.

41.7.3 Ou4ucTtka

[TapameTpbl Npouecca 0O4MUCTKM ONpeaenatoT nosegeHme

MOAY/S CKAHUPOBAHWNA BO BPEMS OYUCTKM 3aPAXKEHHbIX HaIOB.
MpeaycMOTPEHO TPU YPOBHS O4UCTKMU.
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«be3 ouncTkmn»

3apakeHHble Garnsibl He ByayT O4MLATBCSA ABTOMATMYECKN.
MporpamMma BbIBOAMT NpeaynpexaeHue 1 npeaaaraeTnoib3oBaTento
BbI6paTh AEMCTBUE.

«YpOBeHb MO YMO/TYaHUIO

MporpamMmma 6yfeT NbiTaTbCst aBTOMATUYECKN O4YUCTUTD UKW yaANNTb
3apaXkeHHbI Gann. MNpr HEBO3IMOXKHOCTM BblbpaTh Heobxoanmoe
[encTBMe aBTOMATNYeCKk NporpaMmMa npeasiaraeT noab3oBaTesto
caenartb BbIbop. BbI6Op NpefocTaBaseTcs Nob30BaTeNto U B TOM
cyyae, ecnv npefonpeaeneHHoe AencTBue He MOXeT BbiTb
BbIMO/THEHO.

«TwaresbHasa o4YUCTKA»

Mporpamma byget o4mLwaTh UK yOANATb BCe 3apakeHHble pansbl,
B TOM Yucie 1 apXmBbl. E,D,VIHCTBGHHOG NCKNKO4YeHne CoOCTaBndaT
cMCTeMHble dannbl. EC/IM 3TO HEBO3MOXHO, NMOJ1b30BATENIO
BbIBOAUTCA npeaynpexaeHue c npennoxeHmeM BblMOTHUTb
onpeaeneHHoe aencTeme.

Mpedynpe>«deHue.

B pexkrMe Mo yMoa4aHmIo apxms yaansaeTca LenKkom, eciv

COAEPXMUT TONbKO 3apakeHHble darnbl. ECW B apxunBe MMetoTcs

1 He3apakeHHble Gpan/ibl, OH He ByaeT yaaneH. ECn 3apaskeHHbIn
apXmB 06HapPY>XXeH B peXKMMe TLLATeIbHOM O4YUCTKM, BECb apX1B
yAANAETCH, Aaxe eCIV NPUCYTCTBYIOT darnbl 6e3 BpeOHOCHOro KoAa.

7 ==

HacTpoiika napametpoe mogyns ﬁrﬂatSEnse

OuMcTKS

YpOBEHE OYMCTRN:

Bes o4McTiM 1 TwaTensHas o4icTka

PacwpeHua
Mpeaens
i ipyroe

B zToM PEHRMME NpOrpamMMa GYH.ET MbITETECA AaBTOMETHHYECKHM O4MCTHUTE
WK YAanMTE 3apamenHele dainel. Ecnm an To, HW apyroe
HEB03MOMHD, OYAST BoIBEASHD OKHO NPEAYTIPEXRASHAS CO CTIMCKoM
LOCTYNHEIX ASACTEMA, ECNW BeINOMHUTE BRISpaHHOE AEACTEME He
YAACTCA, CHOBA BLIBEAETCA OKHO MPEA YNPEXAEHHA,

l @DK I[ OTMEHa ][I'Iownnuan—wo]

4.1.7.4 PacwmpeHus

PaclwmpeHnemM Ha3blBaeTCA HaCTb UMeHUN dainna, oTaeNeHHas oT
OCHOBHOW 4acTu TouKor. OBblMHOpacWMpeHe 0603HaYaeT TUN
danna nnm ero COAEP>KMMOro. TOT pasgen NapaMeTpoBCUCTEMbI
CBOEBPEMEHHOr0 06HapY>KeHMS NO3BOSIET ONPeAenTb TUMbI
$bannos, noanexalimx CKaHMpPOBaHMIO.

Mo YMONYaHWNIO CKAHMPYHOTCS BCE Paliibl HE3aBMCMMO OT UX
paclpeHunsa. JlloboepaclumpeHme MoXHO 06aBUTb K CIUCKY
WCKJTIOYEHWI 13 CKaHWMPOBaHMS. Ecnm dnaskok «MpoBepsATb Bce
dannbi» He yCTaHOB/EH, B CMINCKe 0TOBpaXkatoTca paclinpeHuns
BCex hannoB, NOANEXKALLUX CKAHMPOBAHMIO B HACTOSALLLEE BPEMSI.
C NOMOLLLbIO KHOMOK «/106aBUTb» U «YAQNNTB? MOXXHO U3MEHSATb
COAepXXMMOe CNMCKa, 3anpeLas Uan paspeLlas CkaHMpoBaHme
L5 TeX UM UHbIX PACLUMPEHWIA.

1151 TOro 4To6bl BK/IOYUTL CKaHMpOBaHMe ¢anios 6e3 paclumpeHunt,
yCTaHOBMUTE Gaxkok «CKaHUMpoBaTbpansibl 63 pacliMpeHnun».

NckntoveHne Gannos npegHasHavyeHo AN Tex cayyaes, Koraa
CKaHMPOBaHWe GanaoB onpefeneHHoro TMna NPUBOAUT K OLIMBKaM
B paboTe Nporpamm, KOTOpbIe UX MCMONb3YIOT. Hanpumep, 3Ta cuTyauums
BO3MOXHa AN Ganios c paclimpennsmu EDB, EML 1 TMP, koTopble
ncnonb3yroTcs cepsepoM Microsoft Exchange.
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4.1.7.5 OrpaHuyeHus

OTOT pasgen npefHasHa4veH 415 ykasaHus MakCMMasibHOro pasmepa
06beKTOB CKAHMPOBAHMS Y YPOBHSA BIOXKEHHOCTU CKAHUPYEMbIX
apXM1BOB.

«MakcuManbHbI pasMmep o6bekTa, B 6anTax»

OnpeaensieT MakCMMasbHbIA pa3Mep 06beKTOB CKAHUPOBAHMS.
[laHHbI MOAYb AHTUBMPYCA ByAeT CKAHMPOBATb TO/IbKO 06bEKTHI
MeHbLLEe yKa3aHHOro pasmMepa. He pekomMeHAyeTCs M3MeHsTb 06bem
no yMon4aHuio 6e3 0cobbix MpUYMH. STOT NapameTp npegHasHayeH
[N19 OMbITHBIX NO/Ib30BATE/NEN, KOTOPbIE MMEIOT ONnpesesieHHble
NPUYNHbI 415 UCKTHOYEHMS BONbLUMX 06BEKTOB 13 MpoLecca
CKAHVPOBaHMS.

«MaKkcuManbHoOe BpeMs CKAaHUPOBAHUS, B CEKYHAAX»

OnpepensieT MakcMMasbHOe BPeMs CKaHWMPOBAHMS OAHOr0 06beKkTa.
Ecnun nonb3oBaTtenem OnpefesieHo 3To 3Ha4YeHne, MOy b aHTMBMpYCa
NpepbIBaeT NPOLECC CKAHNMPOBAHMSA TEKYLLLEro 06beKTa Mo NCTeYEHUN
yKa3aHHOro NpomMexxyTka BpeMeHU BHe 3aBUCMMOCTHM OT TOrO,
3aBepLUEHO JIN CKAaHNUPOBAaHME.

«YpOBEHb B/IOXXEHHOCTU apXuBa»

OnpefensieT MakCUMasnbHyH ry6uHYy CKaHVPOBAHWS apXMBOB.

He pekoMeHAyeTCs M3MEHNATb 3HA4YeHMe Mo YMONYAHUIO, PaBHOE

10, TaK KaK B 06bIYHbIX YCIOBUAX AJ15 3TOFO HET NPUYUNH. ECun
CKaHWPOBaHWE NPeXAeBPEMEHHO NPEePbIBAETCS 13-3a MPEBbILLIEHNS
CTeneHu BAI0XKEHHOCTM apXMBOB, apXMB OCTAETCS HEMPOBEPEHHbIM.

«MakcumanbHbiv pa3mep ¢aiiia B apxmse, B 6anTax»
OnpegenseT HAaMbOMbLIMIN pa3Mep XpaHALLMXCA B apxmnse Garnos
(B HECXKATOM BU/E), KOTOPbIE MOASIEXAT CKAHNMPOBaHMIO. EC/N
CKaHWpOBaHVe rnpexaespeMeHHO NpepbIBAeTCS 13-3a MpeBbILLeHNs
[aHHOro napameTpa, apx1B OCTAeTCSA HEMPOBEPEHHbIM.

4.1.7.6 Mpouee

«CKaHMpoBaTb NOTOKM AAaHHbIX ADS»

ANbTEpPHATVBHbIE MOTOKM AaHHbIX (ADS) ncnonb3aytoTtcs hannosoin
cnctemont NTFS npu paboTe ¢ dannamu 1 nankamu, KOTopble

He BMAHbI AN 06bIYHOIo NpoLecca CKaHMpoBaHUS. MHormne
BpPeAOHOCHbIE MPOrpaMMbl UCMOb3YIOT a/IbTEPHATUBHbIE

MOTOKM AAHHBIX 4151 TOTO, YTOObI M36exaTb 0BHApY>KeHwu .

«3anycTutb poHOBOE CKAHMPOBAHUE C HU3KUM NPUOPUTETOM?
KaxkZibI NpoLecc CkaHMpOoBaHMA NOTpebseT HekoTopoe
KOJINYECTBO CUCTEMHbIX pecypcoB. EC/iv nonb3oBaTtesb UCMonb3yeT
NpOrpamMmbl C BbICOKMMU TPEBOBAHNAMM K CUCTEMHbIM pecypcam,
MOXXHO 3anyCTUTb CKAHMPOBAHME B PeXXMMe HU3KOro npuopuTteta
1 0CBOBOANTL pecypchbl 418 APYrNX MPUITOXKEHUIA.

«PerncrpuposaTtb BCe 06beKTbI»

Mpwv BbIBOPE 3TOr0 MapameTpa B XXypHase byaeT coaepKaTbcs
NHbopmMaLms 060 BCex NPOBEPEHHbIX Paniax, BKYas
He3apaXkeHHble.

«COXpaHUTb OTMETKY O BpeMeHU NoC/eHero focTyna»
Mcnonb3ynTe 3TOT NapameTp 4/ COXPaHEeHUA MCXOAHOMO BPEMEHM
[0CTyNa K CKaHUpyeMbiM daiinam, He 06HOBAIAA ero (Hanpumep,
[19 TPaBUIbHOTO GYHKLMOHNPOBAHMSA CUCTEM PE3EPBHOIO
KOMMUPOBaHMA).

onTumusaumsa Smart

OnTummsauma Smart ynpolaeT CKaHMpoBaHMe Ballen cnctembl
Ha HanMYMe BpeAoHOCHOMo Koda. Koraa onumns BKIYeHa,
VYBEIMYMBAETCA CKOPOCTb CKaHMPOBaHMA 6e3 yuepba ana
6e30MacHOCTM BaLLlen CUCTEMBI.

«MpOKPYTUTb XXypHan CKAHUPOBAHUA»

3Ta GYHKLMS MO3BO/IAET BK/IHOYATH M OTK/IIOHATb MPOKPYTKY dKypHANA.
Ecnv npokpyTKa BK/IOYeHa, cBexas MHbopMaLms Bceraa HaxoamTes
B HVYKHEI 4aCTuW 3KpaHa.



«MNoka3bIBaTb yBeAOM/IEHUE O 3aBepLUEHUN CKAaHMPOBAHMS
B OTAE/IbHOM OKHe»

OTKpbIBAET OTAE/IbHOE OKHO /19 0TO6PaXKeH s pe3yibTaToB
CKAHMPOBAHWSA.
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Hacrpoiika napametpoe mogyna ThreatSense [ (S

< OB BEKTBI Pacwmperia

MeToge! CraHWpoBaTh Be hains!

OuncTra

Dalinbl ¢ PACLIMPEHMANK, NEPEHMCNEHHEIMK HItRe, He ByayT

Fe— CKBHMPOBATLCA Ha HAMMHWE YTPOS.
Lpyroe Pacuwmpenna

| OoBasute | | YaanuTe
[T He cxanmposaTe daiine Bes pacunperii

4.1.8 [leicTBMSA NpU BbISIBNEHUUN 3apaXKeHUs

Cnctema MOXET NOAYYUTb BPeLOHOCHbIV KOA M3 PasiNyHbIX UCTOYHWKOB —
Be6-canThbl, Nanky obLLero LOCTyNa, 3N1eKTPOHHAsA NoYTa Uam
CMeHHble HocuTenn (USB, BHeLLHMe ANCKM, KOMNAKT-AUCKU,

ONCKM DVD U T. 4.).

EC/M Ha KOMTMbIOTEPE BO3HMK/IM NMPU3HAKK 3apaxkeHusa (Hanpumep,
OH CTan MefneHHee paboTaTb, HaCTo 3aBMCAET U T. 1),
pPeKOMEHAYETCS BbINOHUTb AEACTBUS, OMUCAHHbIE HUXKE.

*  OTKpounTe aHTUBMPYC ESET NOD32 1 BbibepuTe NyHKT
«CKaHUpoBaH1e KOMMbloTEpa».

e HaxmuTe KHomnKy «O6bl4HOE CKAaHMpPOBaHME»
(nononHMTeNbHY NHbOPMaLMIO CM. B pasaese «O6bluHoe
CKaHMpOBaHMe»).

* [locne 3aBepLUeHNa CKAaHNPOBAHMA MPOCMOTPUTE XKYpHa
Ha npeamMeT Konm4yecTBanpoBepeHHbIX, 3apa>KeHHbIX
1 Bbl/IeYeHHbIX 06beKTOB.

Ecnuv HeobXxo4MMO NPOBepUTL TONIbKO YaCTb AMCKA, BbibepuTe
«CKaHMpOBaHM1e C NoJib30BaTe/IbCKMMWN HACTPOMKAMU» U yKaXKUTE
06beKTbl A1 CKAHNPOBAHMS.

YTO6bI NPOMANKOCTPUPOBATD, YTO MPOUCXOAUT, KOFAA aHTUBMPYC
ESET NOD32 Haxo4uT 3apaxkeHue, nNpeAnofiodXmnm, YTo 3apaxxeHue
06Hapy>KeHO MoAyeM 3aLLMTbl GanaoB B pexxMmMe peanbHOro BpeMeHHn,
KOTOPbIN MCMONb3YeTCs B peXMMe O4NCTKM MO YMOAYAHNIO. Moaynb
NbITAETCSH OYUCTUTD AW YANNTb dann. ECn LenCTBME MO YMONYAHWNIO
LNS MOLYNSA 3aLLMTbI B peXKMMe peasbHOro BpeMeHM He onpeseneHo,
3anpoc oTnpasaseTcs nosb3oeatento. ObbIYHO NpefocTaBNseTCs
BbI6OP 13 AeNCTBUI «OUUCTUTDY, «YAANUTB? U «TTPONYCTUTBY.

He pekomeHayeTCs MCNonb30BaTh AencTBMe «MponyCcTUTb?, Tak Kak
3apakeHHbIN hann OCTaHeTCs Ha KOMMblOTepe. DT0 AeNCTBUeE CneayeT
MCMONb30BaTb TONbKO TOTAA, KOTAA €CThb NOHAN YBEPEHHOCTb B TOM,
410 pamn 6e3BpeneH 1 Nonan Nnoa NoAo3peHKre no owmnbke.

ESET NOD32 Antivirus 4

‘0 OBHapyeHa yrposal
Tpesora

DbwexT:

Ci\Users\vista\ Desktopheicar.com

Yrpoza:

Eicar tect daiina

KommenTapumid:
CoBbITie NPONSOLLNG NPW NONBITKE 3aNycKa haina cnegyoumm
npunoxednen: CWindows\explorer.exe

| OumncTiTs | ‘ YaanuTe | |Hv|ueronenpe,qnpvmvwan:

» CKpEITE PACIMP eHHEIE NaPaMETDEI

MokasaTe OKHE YBEAOMNEHNA
CKONMPOBaTh B KBPEHTMH
Mepeaate Ha aHanns

WcknounTs n3 nposepkm

Ouunctka n yganeHume

MprYMeHMTe OYMCTKY, eCIn NonesHbln Garn bbla atakoBaH BUPYCOM,
KOTOPbIV LO6ABNAET BPEAOHOCHbIM KOA K MOe3HOMY. B 3TOM cyyae

B NepByto ovepeab CieflyeT NonbliTaTbCs O4NCTUTL dan, YTobbl
BOCCTAHOBMUTb €ro NepBOHavasibHOe COCTosHMeE. ECin darn copepxmT
TO/IbKO BPEAOHOCHbIV KO, ero cneayeT yaanuThb.

EC/v 3apakeHHbI dain 3a610KMPOBAH UM UCMOMb3YETC CUCTEMHBIM
MpOLLeCccoMm, ero yaaneHune BO3MOXHO TOTbKO NMOC/IE ero 0CBO6OXAEHNS.
370 06bI4HO MPOUCXOAMT MOC/IE Mepe3anycka CUCTEMbI.

YpaneHue ¢paiioB U3 apxmBoB

M0 yMONYaHMIO apX1B yaaNSeTcs LesMKoM, eC/iN COAEPKUT TONTbKO
3apaXkeHHble Gpannbl U He coaepXmnT dannos 6e3 BpeJOHOCHOro Koaa.
Lpyrumu cC10BaMm, apxu1Bbl, KOTOpble COAEPXKAT He3apaXkeHHble
dannbl, He yaanstotcs. TeM He MeHee Npu CKAHUPOBAHWUK B peXknme
«TLaTeNbHan OYUCTKA» apXMB yaaNAeTCs, eIV COAEPXKUT Kak
MUHVMYM OLMH 3apakeHHbIN han, He3aBUCUMO OT COCTOAHNS
OpYyrux GannoB B apxmnee.

4.2 OG6HoB/EHME NpOorpamMmbl

PerynsapHble 06HOBNEHMSA CUCTEMbI SBNSIOTCS OCHOBOM AN
obecneyeHmsi MaKCMMaJibHO BO3MOXXHOIO YPOBHS 6€30MacHOCTU,
KOTOPbI NpeaoCTaBAAeTCs aHTMBMPYCcOM ESET NOD32.
MoZaynb0bHOBAEHNSA NpefHA3HAYeH AN NONYHeHWS perynsapHbIX
06HOBIEHMI NPOrpamMMbl. [py 3TOM 06HOBASOTCA KAk 6a3bl LAHHbIX
CUMHATYp BUPYCOB, TaK Y KOMMOHEHTbI CUCTEMBbI.

[Lna nony4eHnsa CBeAEHWI O TeKyLLLEeM COCTOSHUN OBHOBNEHMS,

B TOM YMC/le O TekyLen Bepcum 6a3bl JaHHbIX CUFHATYP BUPYCOB

1 0 HEOBXOAMMOCTM BbINONHUTL 06HOBEHME, BbIOepUTE MYHKT
«O6HOBIeHME». MOXHO TakxKe 3anyCTUTb MPOLecC 06HOBEHMS
HemeAIeHHO C MOMOLLbIO GYHKLUUN «O6HOBUTbL 6a3y AaHHbIX
CUrHaTyp BMpYCOB». KpoMe TOro, TaM pacrosoXeHbl OCHOBHbIe
napameTpbl 06HOBMIEHNS, HANPUMEP UM NOb30BaTENS U NapOsb
0219 4OCTyNa K cepepamM 06HOB/IEHNI KOMNaHMK ESET.

MNHbOpMaLMOHHAA YaCTb COAEPXKNT TaKMe NosesHble JaHHble, Kak
[laTa v BpeMs Noc/ieHero yAa4Horo 06HOBIEHWS U KOIMYECTBO
BWPYCOB, MHPOPMALLMSA O KOTOPbIX COAEPXKMNTCS B 6a3e AaHHbIX
CUTHaTyp. Y1CN0BOWM MHANKATOP ABASETCS AKTUBHOM CCbIIKOM Ha
CMUCOK BCEX CUTHATYP, A06aBNEHHbIX B 6a3y B TekyLleM 0BHOBNEHWM,
KOTOPbI pacnosioXeH Ha Beb-canTe kKoMmnaHum ESET.

[Lns TOro 4T06bI NONYYMTL AOCTYN K GOPMe perncTpaLmm HoBOM

NNUEH3UM B KOMMAAaHUM ESET U noay4nTh AaHHbIE ayTeHTUdMKaLUM NO
3/1eKTPOHHOW NOYTe, BOCMO/b3YNTECh CChIIKOW «3aperncTpupoBaThy.
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(=) ESET NOD32 Antivirus

ESET NOD32 Antivirus 4

v
! - 6 Ba3a AaHHbIX BUPYCHBIX CUTHATYP.

o CraHupoBaHHe MK
~ P!

@ oovcorene
* Hacrporika

0 Cnpaeka W NOAAeP:KKa

» OGHoBMTL Basy AaHHBIX CMrHaTyp BMpYcos
YcraHosKa 0BHOBNEHNS He TPEBYETCA — Ba3a AaHHLIX yoke oBHOBAEHa

@ Hacrpoiika nneri nonsseeatens u napons..
Mocneares yenewroe obHosnerme:  25.1. 2000 0:46:18
Bepcnn Basel AanHEX CHHaTyp Enpycos: 3797 (20090124)

B OBBINHEIR PEXAM  V3MERUTE, .

TR

MPUMEYAHMUE. Vims nonb3oBartens v naposb NpesoCcTaBasaoTCs
KomnaHuen ESET nocne npuobpeteHms aHTuempyca ESET NOD32.
4.2.1 HacTpolika 06HOB/IeHUM

Pasgen napameTpoB 06HOBNEHMS COAEPXKUT MHOPMaLMIO 06
WNCTOYHMKAxX OBHOBNEHWI, TaKyto Kak afpeca cepeepoB 06HOBNEHUN
W [laHHble ayTeHTUPUKALUKW A5 3TUX CepBEPOB. 10 yMOYaHMIo
none «CepBep 06HOBNEHUA» COAEPXKUT 3HAYeHWe «BblibupaTb
aBTOMaTUYeCKMU». DTO 03HAYaeT, YTo BCce Gpansibl 0OGHOBNEHUN

byayT aBTOMaTUYeCKkm 3arpy»kaTbCs C cepeepa KoMnaHum ESET

B MOMEHTbI HaVMeHbLLeWn 3arpy3ku ceTu. lMapameTpbl 06HOBAEHNN
[OCTYTMHbI B iepeBe «JonofHUTebHble HacTpoku» (F5), B pasaene
«OB6HOB/IEHMED.

ESET NOD32 Antivirus =
> es)
Hacrpoiika EsD
3aWKTA 0T BMPYCOE M WOHCKMX nporpany | BbiBPaHHEI npodmne:
[oitrpodre =] [pogu...
[ — . - =
ViTepdeic HOBHTE HECTPOHKM BbIDPaHHOro Npoduna
Pasoe Cepaep obHonneri:
[Beibupars asTomamuuea | [Mamerurre.. |
Mns nonb3oBaTens:
updv4
e m
B
[“]He oToBpamaTs yseaonnenne of ycnewron obrosnei
ok Omvetia Mo ymon-aritio

CnuncoK CyLLecTByOLLMX cepBepoB 06HOBAEHUI [OCTYMNeH

B pacKpblBatoLLEMCS MeHIO «CepBep 06HOBIEHUIY. 1N TOrO YTO6bI
[06aBUTb HOBbIN cepBep O6HOB/IEHWI, B pa3aesne «O6HOBUTb
HaCTPOKWN BbIBPAHHOIO NPOGUAA» HAKMUTE «A3MEHUTDBY,

a 3aTeM HaXKMUTe KHOMKY «/106aBUTbY.

AyTeHTUdUKALMSA HA CepBepax 06HOBEHUIA OCYLLLECTBASETCS C MOMOLLbIO
MMeHU nosib3oBaTesis 1 Naposs, KOTopble GOPMUPYIOTCS aBTOMATUYECKM
1 OTMPaBAAOTCS NOMb30BATEIO MPU MPUOBPETEHNN NNLLEH3NN HA
MCMob30BaHWE NPOrpaMMbl.
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4.2.11 Mpodunum o6HoBNEHUI

[ns pa3nnyHbIx HA6OPOB NapaMeTpoB 06HOBEHMS MOXHO CO34aBaTb
nosib3oBaTesibckme Npoduan, KoTopble ByayT NCMO/b30BATHCA A5
3alaHHoM 3a4a4m 06HoBNeHWs. Co3aaHme pasnnuyHbIX npoduner
0COH6EHHO HeobX0AMMO A/15 MoJib30BaTe/ien MOPTaTUBHbIX
KOMMbIOTEPOB, TaK KaK B 3TOM C/ly4ae napameTpbl MOAK/IOUYEHNS

K VIHTepHeTY NOCTOSIHHO M3MeHsoTCs. C MOMOLLbIO HACTPOMKM
3324 06HOBNEHVA MO/1b30BaTe /b MOPTATMBHOMO KOMMbOTEPA
MOXKET yKa3aTb asbTePHATUBHbIN NPOPUIb OBHOBNEHWNS, KOTOPbIN
MNCMONb3yeTCs, eC/IN He yAaN0Ch BbINONHNUTb 06HOB/IEHME C OCHOBHbIM,
yKa3aHHbIM B pasgene «Mow npopunb».

B packpbiBatoLemcs MeH1o «Bbi6paHHbI Mpoduab» oTobpaxaeTcs
TeKyLMIN BbIGpaHHbIV MPOoPUIb. N0 yMONYaHUIo oTobparkaeTcs
npodub, yKasaHHbIV B none «Mon npopunbr. [1n CO34aHNSA HOBOTO
npoduaa HaKMUTe KHOMNKy «Mpoduan», 3atem KHOMKyY «/1,06aBUTb»
1 BBeAnTe BbibpaHHOe «MMs npodunsa». Mpu cozgaHnmn npoduns
MOXHO CKOMMPOBATb MapamMeTpbl U3 yyke CyLeCcTBYIOLLEero npodpus

C MOMOLLbIO KOMaHAbI MeHIo «KonnpoBaTb HACTPOKY Npopuasy».

Mpodunm koHdmrypauma 2 )
BeiGparuii npoduns:
[Mofi npodbuns -]
Crucox npodunest
Vs rpoduns foBague...
Mot llpnd)llllb Ynanute

B napameTpax npoduasa MOXHO ykasaTb cepBep 06HOBNEHUN,

C KOTOPOro nporpamMmmMa 6yaeT 3arpy>katb 06HOBAEeHNS. [oCTyrneH
BbI6GOP 110600 cepBepa M3 CNMCKa UK HACTpoMKa HOBOro. CMcoK
CYLLECTBYHOLLMX CEPBEPOB 0OHOBNEHWI LLOCTYMEH B paCKpbIBaOLLEMCS
MeHto «CepBep 06HOBAEHUN». [115 TOro 4To6bl 406ABUTb HOBbIN
cepBep, B pasgene «O6HOBUTb HACTPOMKM BbIBpaHHOIo npodunsa»
HaXXMUTEKHOMKY «“M3ME@HUTBY, a 3aTeM HAXKMUTE KHOMKYy«/L06aBUTbY.

4.21.2 [ ononHuTeNbHble HACTPONKM OBHOBNEHUSA

19 NpOCMOTPa AO0MOAHUTESIbHBIX HACTPOEK O6HOBIEHUS HAXMUTE
KHOMKY «HacTporKku». lonofHNTEIbHbIE HACTPOVKM O6HOBNIEHWIA
BKJIIOHAIOT B Ce651 napaMeTpbl peXxMma 06HOoBNeHu s, Mpokcu HTTP,
NoAK/I0YEHMS K JIOKa/IbHOW CeTU 1 cepBepa 3epKasiIMpoBaHus.

4.21.2.1 Pe>xum o6HOBNEHUA

Brnaaka «PeXxum o6HOBNEHMSA» COAEP>KUT NapameTpbl 0OHOBNEHMS
nporpamMmmbi.

B pasgene «O6HOB/IEHNE KOMMOHEHTOB MPOrpPaMMbI» JOCTYMHbI
TPV BapmaHTa:

* «Hukorpa He 0O6HOB/IATb KOMMOHEHTbI MPOrpaMMblI»;
¢ «Bcerpa 06HOB/IATb KOMMOHEHTbI MPOrpaMMblI»;

° «3anpocuTb NoaTBepXAaeHue nepep, 3arpy3Koi/'| KOMMOHEHTOB».

Ecnn BbiGpaH BapmaHT «HMKoraa He 06HOB/IATH KOMMOHEHTbI
nporpamMmbI», TO NpK BbiNyCke KOMNaHuer ESET 06HOBNeHNN
KOMMOHEHTOB OHW He ByAyT 3arpy>katbCs. B pesynsraTte HM OAMH

13 KOMMOHEHTOB NPOrpamMmmMbl Ha KOMMbIOTEPe NoJib30BaTeNs
06HOBNATLCSA He byaeT. Ecv BbibpaH BapmaHT «Bceraa 0o6HOBAATb
KOMMOHEHTbI MPOrpaMmbI», TO MpOrpamMmMa 0bHOBASETCS BCeraa
Npw NOSBAEHUM HOBbIX LOCTYMHbIX 0OHOBNEHWI Ha cepBepax ESET.
MpK 3TOM KOMMOHEHTbI NporpamMmMbl 6yayT 06HOB/IEHbI Cpasy >Ke
nocsie 3arpysku.



Ecnu BbIbpaH BapmaHT «3anpocuTb NOATBEPXAEHUE nepep,
3arpy3Kor KOMMOHEeHTOB», TO MPorpamMma 3anpalimBaeT

y N0nb30BaTens NoATBEPXKAeHMe 3arpy3km 06HOBAEHUI
MpOrpamMmMHbIX KOMMOHEHTOB MPW UX MOABIEHUM Ha CepBepax
KOMMaHWW. B 3TOM c/ly4ae oTKpbIBaeTCS AMANOr0BOE OKHO,
cofepxkallee MHGOPMALMIO O HOBbIX 0BHOBIEHMAX. B 3TOM OKHe
MO>XHO NOATBEPANTb OBHOBIEHME UM 0TKA3aTbCA OT Hero. Ecim
nonb3oBaTtenb paspellaeT 06HOBNEHME, HAYMHAETCS NpoLecc
3arpy3ku 1 06HOBMEHWSA NPOrpamMMHbIX KOMAOHEHTOB.

Mo yMon4aHuio BbI6paH BapMaHT «3anpocuTb NOATBEpPXAeHue
nepep, 3arpy3Kkoi KOMMOHEHTOBY.

JlonoAHUTENEHEIE HACTPONKK

7| EX

Pexam obHosneHua | Mpokcu HTTP I NokaneHan cems

OBHOBNEHME KOMMNOHEHTOE NpOrpaMMEel

() Hukor ia He oBHOBMATE KOMMOHEHTE! MPOrPaMMel

BCEFH,E 0BHOBNATE KOMAOHEHTEI nporpamMmMbl

ZanpocuTe NoATESXAEHWE NEpe] SErpyYSKoi KOMNOHEHTOR

I'Iepesanycme nocne 0EHOBNEHNA KOMMOHEHTOE nparpamMMel

() Hukor ga He nepesanycKats KoM Tep

MpeanoxuTs NepesanycKk KOMMLIOTEPE, ECNM HEOGX0WMD

() Ecu Heofixo 4Mmo, NEpesanycTHTE KOMMETEp G83 YESA0MNEHUA

Pazmep gaina oSHoENEHWA
ZanpalveaTe NOATEEPXKASHWE NSpen 3arpy3Koi oBHoBNEHWA

3anpalMESTE NOOTEEPHAEHHE, SEAM PSSMED 0OHOBNEHKS
MPEBEILAET

—

TecToBbIR pexmn
BrniounTE TECTOBEIA PEXIM

l OK I[ OTveHa ]

rocne ycTaHOBKM O6HOB/IEHNS MPOrPaMMHbIX KOMMOHEHTOB
Heob6xoAMMa nepesarpyska CMCTeMbl, YTOBbI U3MEHEHMSA BCTYMUAN
B CW/Y M BCE MOAYNM 3apaboTan fo/mKkHbIM 06pa3oM. B pasgene
«MNepe3anycTuTb Nocjie 06HOBNIEHNS KOMMOHEHTOB NPOrpamMMbli»
MOXXHO BbI6PaTh OfMH 13 TPEX BAPUAHTOB:

° «HuKorpa He nepesanyckaTb KOMMblOTEP?»;
* «[1pensoXuTb Nepes3anyck KOMMNbOTeEpa, ecin HeobxoaumMoN;

* «Ecnu Heo6xoAMMO, Nepe3anycTuTb KOMMbOTep
6e3 yBefoMEHUSAY.

Mo ymon4aHuio BblI6paH BapmaHT «MpeanoXnTb nepesanyck
KOMMbloTepa, ec/im Heo6xoauMo». Bbibop Hanboee Npremaemblix
napameTpoB AJ1s1 06HOBNEHWNIM NPOrpaMMHbIX KOMMOHEHTOB

Ha BKNagKe «PeXXum 06HOBIEHUSA» 3aBUCUT OT MHOTMX GaKTOpOB

1 yC/IOBUIA 3KCNyaTaumm KoMnbetoTepa. Heo6xoAnMMO MOMHUTL O TOM,

YTO CyLLeCTBYEeT pasHnLa Mmexay pa6quMm CTaHUMAMU 1 cepBepamMu.

Hanpumep, nepesarpys3ka cepsepa B aBTOMaTU4eCKOM pexknme nocse
06HOBIEHMS MPOrPaMMBbl MOXET NMPUBECTU K CEPbe3HbIM Mpobaemam.
4.2.1.2.2 TlpoKcu-cepsep

[N noaydeHna 4oCTyna K napameTpam Npokcm-cepsepa s

Bbl6paHHOFO I'IpOd)VIﬂFI 0BGHOB/IEHMA BbINOSIHUTE caiegywouimne OencTeng:

BblGepuTe NYHKT «O6HOBAEHME? B filepeBe «LoNONHUTENbHbIE
HacTponku» (F5), a 3aTemM HOXKMUTE KHOMKY «HacTpoiku» crpasa
0T 371eMeHTa «[LoNo/IHUTE/IbHble HACTPOMKU O6HOBAEHUA». Ha
BKNaake «Mpokcu HTTP» MOXHO BbI6paTh OAMH U3 TPEX BAPUAHTOB:

*  «Mcnonb3oBaTh 06 Me NapaMeTpbl NPOKCU-CepBEpaY;
+  «He Mcnosb30BaTb NPOKCU-CEpBEPY;

» «CoeguHeHUe Yepes Npokcu-cepeep» (yKasbiBaOTCA NapameTpbi
NOAKOYEHNA).

Ecnu BbIGpaH BapuaHT «Mcnonb3oBaTtb o6Lime napaMeTpbl MPOKCU-
cepBepa», MPUMEHSOTCS NapaMeTpbl MPOKCU-CEPBEPA, YKA3aHHble

B [lepeBe pacluMpeHHbIX MapaMeTpoB B BeTKe «PasHoe» > «[poKcu-
cepsepn.

JononHWTENBHEIE HACTPOAKA

Mpoke HTTP | Moxanerias cems

@ Wcnonssosats ofiluWe NapaMeTpl NpoKCH-CepEepa

| E5C

() He vcnonksoeats Npokcn-cepesp
() CoeanHeHWe yepes NpoKCM-CEpEED

Mpokcu-cepeep: MopT:
| REEN

Mrma nonesoeatens: Mapone:

l OK I[ OmveHa ]

BbibepuTe BapnaHT «He ncnonb3oBaTh MPOKCU-CEpBEpP», YTOObI
SIBHO yKa3aTb Ha TO, YTO MPOKCM-CepBep Npyv 06HOBAEHUM aHTUBMpPYCa
ESET NOD32 He 1cnonb3yeTcs.

BapuaHT «CoepgMHeHMe Yepes NpoKCU-cepBep» C/1efyeTBblibnpaTthb

B TOM C/ly4ae, ec/iv 4ns ob6HoBneHUst aHTMBKpPYca ESET NOD32

HY>KHO MCMNOb30BaTh NPOKCU-CepBep, NapamMeTpbl KOTOPOro
OT/IMYAIOTCA OT YKa3aHHbIX B 06LLMX NapamMeTpax NporpamMmsl
(«Pa3Hoe» > «[poKcu-cepBep»). ECM BbIGPAH 3TOT BapPUAHT, YKaXKUTE
cnefyowe napamMeTpbl: aApec Mpokcu-cepeepa, NopT obmMeHa
OaHHbIMM, @ TAKXXe UMS NoJsib3oBaTeNs 1 Naposb A1 aBTOpM3aLmm
(Npu HeoBXx0AMMOCTM).

STOT BapuaHT UCMOJb3yeTCs TakxKe B Ciyvae, ec/iv B 06LLmnx
napameTpax NPOKCU-CepBEP He yKka3aH, HO MOAYNb O6HOBNEHWNS
aHTuBMpyca ESET NOD32 noakntoyaeTcs K IHTepHeTY Yyepes npokcu-
cepsep.

0 yMOYaHWIO YCTaHOB/IEH BapuaHT «Mcnonb3oBaTthb obLuune
napameTpbl MPOKCU-cepBepan.

4.21.2.3 TlopkntoHeHUe K JIOKaJIbHOM CeTu

Mpv 06HOBNEHWM C CepBepa I0KaNbHOW CETU CPeACTBaAMM
onepaLmoHHON CMCTeMbl Ha 0OcHoBe NT no ymondaHuto Tpebyetcs
ayTeHTUdMKaLNS BCEX CETEBbIX COEAVHEHNI. Hallle BCero npas
NOKASIbHOWM CUCTEMHOM Y4eTHOM 3anncu HefoCTaToO4HO ANs A0CTyNna
K narke Ha cepeepe, B KOTOPOUW XpaHATCSA Gariibl 0OHOB/IEHWI. B 3TOM
C/lyyae BBeAMTe MMSA N0/b30BaTe/Ns 1 Naposib B pasjesie napaMeTpoBs
OOHOBIEHMA NN YKAXKMTE YdKe CYLLLeCTBYIOLLYIO YY4ETHYIO 3aMnch,
KOTOpas NO3BONT NPOrpamMmMe MoAyYnTb AOCTYN K OOHOBNEHUAM.

[ns TOro 4to6bl HACTPOUTH TaKYHO YHETHYIO 3aNKnCb, NepenamTe
Ha BKNaaKy «JlokasbHasa ceTb». Pasgen «foakntovyeHne

K IOKaJIbHOWM CeTU» COAEPXKMT NapameTpbl «YyeTHas 3anuch
cuctembl (MO yMon4aHuio)», «TeKyLUii Noab3oBaTe/1b»

1 «YKa3aHHbI MoJib3oBaTesib».
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JlonenHWTENbHEIE HACTROEN

[ Pexoma obosnermn | Mpokon HTTP | Mokanenas cems |

JonoaHnTensHeIe HacTpokAn

| Pesxum ofHoBneHWA | Mpokew HTTP | MNokansHan ceTs | 3epkano |

MogxniueHre K NoKansHoH cet Cosgate sepkano ofHOBNEHMF
@ YysTHaR 53MMch CHCTEMBI (Mo yMonHaHo) Opctyn k waiinam ofHOBNEHA
() Tetywmit nonssoBaTENS MepenseaTs halinel 0BHOBNEHIA C NOMOLLE
- e ¥ BH'FTpneEll-iHerochepBepa HTTP N [ononHUTENbHEIE HACTPORKA. ..
() YkasaHHelit nonssosaTents n ! i
aMka ANA $EAN0E SEPRaNG:
Mma nonssosatens: Napone:
| | | |C:"-.Prog|amData"-.ESET‘-.ESET NOD32 Antivirus\mirmor | [ Tanea.. |
Mt4a nonezoeaTEna: Maponk:
OTHMMMTECA OT CEPBEPE NOCNE 33BEPLWEHNA 0BHOBNEHUA | | | |
FPaiins!
JocTynHEIE BEPCHH:
[ OK ] [ OmaeHa ] [ OK ] [ Omvena

BbibepunTe BapuaHT «Y4yeTHas 3anmcb CUCTEMbI?, YTO6bI UCMO/b30BaTL
AN19 QY TEHTUDUKALMM YHETHYIO 3aMNCh CUCTEMbI. EC/IN laHHble
ayTeHTUOUKALMN B [IABHOM paszesie napaMeTpoB 06HOBIEHMI He
yKaszaHbl, Kak MpaBusio, MpoLecca ayTeHTUOUKALMI He MPOUCXOANT.

[ns Toro 4tobbl nporpamMma ncrnonbsoBasa AaHHble ayTEHTMCPMI(aLI,VIVI
TeKyLl,ero noab3oBartensd, Bbl6epI/ITe MYHKT «TEKyI.IJ,VII7I noJsib3oBaTesib».
HepocTaTtok 3TOro MeToa CoOCTOUT B TOM, YTO MPpOrpamMma He MOoXKeT
NOAKNKOYNTLCA K CepBepy, eChn B TEKVLLLMI;I MOMEHT Nnosib3oBaTenen
Ha KOMNbKOTEPE HET.

Bb|6epvﬂ'e MYyHKT «YKasaHHbI NoJib30BaTesb», eC/n HY>XHO yKa3aTb
YHETHYIO 3annCb NoNb30BaTeN da gn4d ayTEHTM¢)MI(aLLMM.

10 yMONYaHUIO 3Ha4YeHeM napameTpa NnoAK/IYeHUs K JIOKanbHOWM
CeTU AB/ISIeTCS «YyeTHasd 3anucb CUCTEMbI?.

MpedynpexodeHue.

Ecnv BbiGpaH BapmaHT «TeKyLmi Nosib3oBaTesnb? Uan «YKasaHHbIN
nosb3oBaTesib», MOXET MPOM30MTM OLWMOKA NPU U3MEHEHWUWN YHETHOW
3anucuK NporpaMmel. NMo3TOMy Ha aBHOW CTpaHULLEe NapamMeTpoB
06HOBNIEHMS pEKOMEHAYETCA yKa3blBaTb AaHHbIE ayTeHTUdMKaL MK
nonb3oBaTens N0KanbHOW ceTu. B 3ToM pasgene napameTpos
0BHOBIEHNI YKKNTE AaHHble ayTeHTUUKALMN CNeay oM
o06pazom: foMeH\MMsa_nonb3osatesns (a 4na paboyer rpynrbi:
paboyas_rpynna\Mmsa_nonb3oBaTtend) v naposb. Mpu 06HOBAEHUN
no npotokony HTTP ¢ cepBepa N0KanbHOM CeTu ayTeHTUGUKaLNN

He TpebyeTcs.

4.21.2.4 Co3paHue 3epkana o6HOBNEHUN

AHTMBMPYC ESET NOD32 Business Edition no3BonsieT nosnb3oBaTesnto
€034aBaTb KONUKN Gpanios 06HOBIEHNS, KOTOPbIE MOTYT NCMONb30BaTbCS
Ans 06HOBEHUI APYTNX paboynx cTaHuunn B ceTu. OBHOBNEHWE
paboymx CTaHLMM C 3epKkana onTUMKU3INPyeT TpaduK BO BHYTPEHHEN
CeTn 1 COKpaLLaeT Harpy3Ky Ha BHELHWI KaHan B IHTepHeT.

MapameTpsbl 3epKkasna B IOKASIbHOW CETU AOCTYMHbI B pa3aene
«[loNoJIHUTE/IbHbIE HACTPOMKM 06HOBIEHUA» (eC/IM yKa3aH
NpaBUAbHbIA NTNLEH3VOHHBIN K04 B MEHEeKepe INLEH3NN,
KOTOPbI PAaCnoNoXeH B pasaene 40NOJHUTENbHbIX HACTPOoeK
nporpammbl ESET NOD32 Antivirus Business Edition). Ans
[0CTyna K 3TOMY pa3geny HaxkKMuTe Knasuily F5 v wenkHmuTe
31eMeHT «O6HOBNIeHMEe” B epeBe pacluMpeHHbIX NapaMeTpoB.
3aTeM HaXXMUTe KHOMKY «HacTpomKu» psAoM C 3/1eEMEHTOM
«[LONONHUTE/IbHble HACTPOMKU O6HOBNIEHUA» 1 BbibepuTe
BK/1aAKy «3epkKano».
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Ha nepBoM Lare HaCTPOMKM 3epkana 06HOBNEHUIA YCTAHOBUTE
dnaxok «Co3paTb 3epkano o6HoBIeHUA». [10C/1e 3TOro CTaHOBATCS
[LOCTYMNHbI Apyrne napaMeTpbl, Takme Kak cnocob foctyna Kk dannam
OBHOBNIEHUI 1 NYTb K panaam B CUCTEME.

MeToabl OpraHm3aLmm 3epkana 0bHOBAEHWI NOAPOGHO ONMcaHbI
B r1aBe «BapuaHTbl LOCTYNA K 3epKany 06HoBAeHNI». CyLlecTByeT
[Ba OCHOBHbIX BapMaHTa A0CTyna K pannam 3epkana 0bHOBNEHWN.
Manka 06HOBMEHMA MOXET 6bITb MpeAcTaBaeHa Kak nanka obuiero
poctyna cetu NT nnm Kak 3epkano cepsepa HTTP.

Manka, npefHasHa4YyeHHasa 414 xpaHeHnsa Garinos 06HOBNEHUN,
yKasbiBaeTcs B pasgene «Manka ana ay6ampyembix panios».
HaxxmuTe KHonKy «Manka» A5 Bbi6opa nanky Ha 10KaIbHOM
KOMMbOTEPE UM NanKky 06LLero 4ocTyna B ceTu. Mpu He06XxoAMMOCTH
aBTOPM3aLMN JaHHble ayTeHTUOUKALMN MOTYT BbITb YKa3aHbI

B nonsx «Mms nonb3osarena» 1 «Maposnb». ViMs nonb3oBartens

M Napo/ib AO/KHbI 6bITb YKazaHbl B Gopmate domeH/umsi_nonb3osamensi
WAn paboyas_zpynna/ums_nonp3oeamens. He 3abyaste BBECTU
COOTBETCTBYHOLLME NAPON.

Mpv Noapo6bHOM HaCTpoMKe 3epkasia Nonb30BaTelb MOXET yKa3aTb
A3bIKOBblE BEPCUW MPOAYKTOB, A1 KOTOPbIX HEOOXOAMMO NonyyaTb
06HOBIEHNS. A3bIKOBbIE BEPCUMM LOCTYMHbI B paszene «dannbi» >
«[loCTynHble Bepcumn».

4.21.2.41 O6HoBNEHMe C 3epKana

CyLLlecTByeT ABa OCHOBHbIX CNocoba focTyna K dannam sepkana
06HOBIEHNI — Nanka 06HOBEHNIA MOXET 6bITb NPeACTaBeHa Kak
nanka obuiero goctyna cetn NT Unm kak 3epkano cepsepa HTTP.

[ocTtyn K pannam 3epkana c NOMOLLbIO BHYTPEHHEro
cepsepa HTTP

STOT cnocob 3apaHee 3a4aH B KOHQUIypaLm Nporpammbl

M MCMONb3YyeTCA NO YMONYaHWI0. ANg NnpefocTaBieHns 4oCTyna
K dannam 06HOBMIEHNI C MOMOLLbIO cepBepa HTTP nepenante
B pa3gen «[lonosiHuTe /IbHble HACTPONKN O6HOBIEHUA»
(Bknagka«3epkano») 1 yctaHoBuTe hnaxok «Co3aaTthb 3epkano
o6HoBAEHUSAN.

B pa3gene «,onoAHUTENbHbIE HACTPOMKU» BKIALKM «3epKanon

MOXXHO yKa3aTb «[opT cepBepa», Yepes KOTOpbIv cepsep HTTP

6yaeT NPUHMMATL 3aMpOChl HA COeAVHEHME, a TAKXKe HACTPOUTb
napameTtp «AyTeHTUGUKauma» 415 NCnosb30BaHNSA cCepBepoM

HTTP. Mo ymon4aHuio napameTp «[1opT cepsepa» MmeeT

3HadeHue 2221. MapaMeTp«AyTeHTUdUKaLMa» onpeaenser MeTos,
ayTeHTUdMKaLMM NoAb30BaTENA 415 A0CTYNA K darnam 06HOBNEHUN.
LLoCTynHbI cneaytollme BapuaHThl: «HeT», Basic 1 NTLM. [ina Toro
4TO6bI MICNONB30BaATb KOAMPOBaHME base64 1 ynpoLLeHHYO




ayTeHTUOUKALMIO MO UMEHW Nob30BaTeNs U Maposto, Bbibepute
Basic. AyteHTdMKaums NTLM ncnosib3yeT BO3MOXHOCTHU
npoTtokona NTLM noBblleHHON 6e30nacHoCTM KoMnaHun Microsoft.
AnsayTeHTUOUKALUM NCMONb3YeTCA y4eTHas 3annch nob3osaress,
KOTOPbI NpefocTaBAseT 4OCTYN K dannam obLwero Mcnonb3oBaHMS.
M0 yMONYaHWIO 334aH0 3Ha4YeHne «HeT». 3To AaeT BO3MOXHOCTb
nony4atb 06HOBNEHMS 6e3 ayTeHTUdUKALUN.

Mpedynpe>deHue.

Ecnv nnaHmpyeTcs opraHn3oBaTh 4OCTYN K parinam ¢ MOMOLLbIO
cepsepa HTTP, nanka ¢ Konmsmu 06HOBNEHNIN AO/HKHA HAXOAUTLCS
Ha TOM >Ke KOMMbIOTepe, 4TO U 3K3emMnasp aHTuempyca ESET NOD32,
KOTOPbIV ee CO34aeT.

MogKMKYEHHE K NOKANEHDA CETH

YETHEA 3aMMCE CUCTEME! (M0 YMONHEHKID)
() TeKyLWMIA NONE30BaTENE
() YkasaHHbIR Nons308aTen:

MMA Nonb30BaTENA: Maponk:

CTKAKYHTECA 0T CEPEEPa NOCNE aBEpLIEHUA obHoBNEHMA

Program components

Hukoraa He o0HOBNATE KOMMNOHEHTEI NPOrPaMMEl ’ OBHOBATE KOMIOHEHTEI ]

[ OK I[D‘ma—la]

JononHUTENEHBIE HACTPOIKKM BRI
HTTP-cepeep
MopT cepeepa: AyTEHTUDHKALMA:
NoNE -]

rocne HaCTPOMKK 3epkana 06HOBIEHUI YKAXKMTe HA paboymx
CTAaHUMAX apec HOBOro cepBepa 06HOBAEHMI B popmaTe
http://IP_appec_HoBoro_cepBepa:2221. /1715 3TOr0 BbINOIHUTE
cnepyolne fencTBumS:

*  OTKpoWTe «[lononHUTeNbHbIe MapaMeTpbl aHTUBUPYCa
ESET NOD32» 1 BbibepuTe BeTKY «O6HOB/IeHMEY;

°  Cnpaea OT pacKpblBaloLLerocs MeHto «Cepep 06HOBIEHUI»
HaXKMUTE KHOMKY «M3MeHUTb» 1 f06aBLTe HOBbI CEpBEp
B dopmare: http://IP_agpec_HoBoro_cepsepa:2221;

©  Bblb6epuTe HOBbIV CEPBEP M3 CMINCKA CEPBEPOB.

DocTyn K dannam o6HOBNAEHMIA CpeACcTBaMU 06LLero A0CTyNa

CHavana HeobxoaMMO co3aaTh Nanky obLero 40CTyna Ha 0KaIbHOM
WA CeTEBOM AMCKe. Mpu Cco3aaHMM Nanku Ans 3epkana Heobxoanmo
npefoCTaBUTb MpaBa Ha 3anMcb MOb30BaTeNtO, KOTOPbLIN byaeT
pa3smeLyatb B Henl hanabl 06HOBAEHWUI, M MpaBa Ha YTeHMe BCEM
nonb3oBaTensiM, KOTopble byayT nonyyYaTb O6HOBAEHUS aHTUBMpPYCA
ESET NOD32 »3 nanku 3epkana.

[lanee Heo0bx04MMO yKa3aTb CNocob A0CTyna B pasaene «[LonosHUTeNbHbIe
HaCTpOMKU 06HOBNEHUA» (BKNAAKA «3epKano»), CHAB GakoK
«MepepaBaTtb ¢paiibl 06HOBIEHMSA C MOMOLLbIO BHYTPEHHEro
cepsepa HTTP». OTa pyHKLNSA BKAKOYEHA MO YMOAYAHWIO Noce
YCTAHOBKW NPOrpamMmMbl.

Ecnm nanka o6LLero 4OCTyna pacrnosioxeHa Ha ipyroM KOMMbloTepe
B CETW, HEOBXOAMMO YKa3aTb aHHble ayTeHTUdUKALMM 419 LOCTyna
K 3TOMY KOMTbIOTepY. [LN18 3TOro 0TKponTe pasaen «onoaHUTeNbHble
napameTpbl aHTMBMpyca ESET NOD32» (F5) 1 nepenamTe B BETKY
«O6HOBAEHME». HaxXMUTE KHOMKY «HacTponku» 1 nepenaunte

Ha BKNaAKy «JlokasibHaa ceTb». DTOT NapameTp HacTpamBaeTcs Tak
e, KaK OnmcaHo B rnase «MogKMoHeHNE K T0KaTIbHOM CeTuY.

rocne OKOHYaHMS HACTPOMKM 3epKasa yKaKMTe Ha pabounx
CTaHLMAX aipeCHOBOIO CepBepa 06HOB/IEHN B popmaTe
WUNC-UMA_KOMMbKOTEPA\MYTb. AN43TOro BbINOAHUTE
cnepyowve 0encTBus:

°  OTKPOWTe paclnpeHHble napamMmeTpbl aHTUBMpyca ESET NOD32
N HOKMUTE «OB6HOBNEHMEY;

* B pa3sgene «Cepeep 06GHOBAEHNNY HAKMUTE «ASMEHUTBY
1 f06aBbTe HOBbLIV CepBep B popmare
WUNCGNMA_KOMMbIOTEPA\MYTb;

> Bbl6epWTe HOBbIW CepBep 13 CNMCKa CepBepoB.

MPUMEYAHMUE: MNyTb K 3epKany B 3TOM C/ly4ae yKasbiBaeTcs
B popmaTteUNC. O6HOB/IeHMS C CeTeBbIX AMCKOB MOTyT He paboTaTb.

4.21.2.4.2 YcTpaHeHWe Henonapok npyv o6HOBAEHMM C 3epKana

B 3aBMCKMMOCTM OT cnocoba gocTyna K nanke 06HOBAEHUA MOTYT
BO3HMKATb pa3nnyHble NpobaemMbl. B 601bLIMHCTBE CyYaeB
npo6aembl BbI3BaHbI OAHOW VUM HECKONBKUMU U3 CIIeAYIOLLNX
NPUYUH: HEBEPHOE YKa3aHue pacnonoxeHmns Gamnnos o6HOBAEHUI
B CMCTEMe, HeBEpHbIe laHHble ayTeHTUdUKaLmMm Ans 4octyna

K darnam 06HOBMEHNI, HEBEPHbIE NapaMeTpbl 06HOBASEMOM
nporpammbl Ha paboymnx CTaHUMAX, & Tak)Ke KOMBMHALMS 3TUX
NPUYMH. H1XKe NpuBeaeH KpaTknii 063op npobnem, Harnbonee
4aCTO BO3HMKAOLLMX NP O6GHOBAEHNN C 3epKana.

*  OwwubkKa npu NoaKAYeHUU aHTUBMpyca ESET NOD32
K cepBepy 3epkasa — 06bl4HO MPONCXOANT NPU yKazaHNU
HenpaBW/bHbIX aHHbIX CepBepa 06HOBMEH W (ceTeBOro
nyTW K Nanke o6HOBMEHWI) HA paboyen CTaHL MK, C KOTOPO
OCyLLeCcTBASETCA AOCTYN. 115 TOro 4Tobbl MPOBEPUTL MY Thb K
nanke, otkponTe B Windows MeHo «Myck», 3aTeM HaXXMUTe
«BbIMONHUTBY, BBEAMTE NN CKOMUPYMTE NYTh B OTKPbIBLUEECS
OKHO 1 HOXKMUTe OK. [10/1)KHA OTKPbITbCS MAnNKaobHOBAEHUN.

* Tpwu nonbiTke 06HOBNEHUS aHTUBMPYC ESET NOD32
3anpalwumBaeT UMS NONb30oBaTeNs U NapoJ/ib — HEMpaBuIbHO
BBEAEHbI JaHHble ayTeHTUdMKALUK (MMS NONb30BaTENS U NMApPOsib)
B pasgene napamMeTpoB 06HOBNEHUI. VIMsA NOnb30BaTeNa M Napo/ib
MNCMONb3YIOTCA ANA [OCTyNa K cepBepy 06HOBNEHNI, C KOTOPOro
nporpamma sarpyaet ¢danibl 06HOBNEHNI. YoeanTech B TOM,
YTO AaHHble ayTeHTUUKALMM YKa3aHbl BEPHO U B MPaBU/IbHOM
dopmare. Hanpumep, nmsa nonb3osatens 8 dopmarte «JomeH/Vims»
nnu «Paboyas epynna/Vims» 1 COOTBETCTBYIOLWMI NAponb. Ecin
3epKkasio cepsepa 06HOBNEHWIA AOCTYMHO BCEM YHACTHUKAM CETH,
3TO He 03HayaeT, YTo y NtoHOro NoNb30BaTeNs eCTb K HeMy AOCTY.
MapameTp «Bce y4aCTHUKM» 03Ha4aeT TO, YTO nanka AOCTynHa
BCEeM Mo/b30BaTeNsM AOMEH], a He TO, YTO MpefoCTaBaseTcs
[0CTyn 6e3 aBTopm3aumn. B pesynbrate, eCim nanka AoCTynHa
BCEM y4aCTHMKaM, yKa3zaHne JOMEHHOro MMeHU Nosb3oBaTens
1 Napons B HACTPOMKAX 06HOBNEHMS HEOBXOANMO.

*  OwwubKa npu NoaKIKYeHUU aHTUBMpYyca ESET NOD32
K cepBepy 3epkana — 06MeH JaHHbIMM MO yKazaHHOMY NOpTy
NOAKIOYEHMSA K cepBepy 06HOBeHWI HTTP 6nokumpyeTcs.

4.2.2 Co3paHune 3apa4 aBTOMaTU4eckoro o6HoBAeHUSA

O6HOBEHME MOXET 6bITb 3aMYLLEHO BPYYHYIO C MOMOLLbIO QYHKUMM
«O6HOBUTb 6a3y AAHHbIX CUTHATYpP BUPYCOB» B MHHGOPMALMOHHOM
OKHe noc/ie Bbi6opa nyHKTa «O6HOBAEHUE» B I/TABHOM MEHIO.

O6HOB/IEHMA MOTYT 3aMyCKaTbCs MO paCNUCaHMIO: 419 NNaHUPOBaHNA
3aa4 06HOBeHMI NeperignTe B pasgen «CnyxebHble MporpamMmmbi» >
«MnaHnpoBLUMK». [10 yMOYaHMIO B aHTMBKMpYyce ESET NOD32
CpOpMUPOBaHbI CiefyloLLMe 334a4K:

* «PerynspHoe aBTOMaTu4yeckoe o6HOBNeHUE”;

*  «ABTOMaTM4yeckoe 06HOBNEHUeE Nnocne YCTAaHOBKM MOAEMHOro
coeguHeHUA»;

°  «ABTOMaTMuyeckoe 06HOBJIEHME NOCJie BXOAaA NoJsib3oBaTens
B CUCTEMY”.

Kaxxaas 13 nepeqmcieHHbIX Bbllle 33434 MOXeT 6bITb HAaCTpoeHa
nof, TekyLLe HY>KAbl Monb3osatend. Kpome 3aga4 no yMon4aHuio
Noab30BaTeIb MOXET CO3[aBaTb HOBbIE 334341 O6HOBIEHMA

M onpefensTb UX HACTPOMKK. JOMONHUTENbHYIO MHPOPMALMIO

0 CO34aHNN N HACTPOWKe 33434 OOHOB/IEHNS CM. B r1aBe
«TNaHMPOBLLMKY.
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4.3 TNaHUpOBLMK

MAAHNPOBLLNK AOCTYNEH, eC/IN BK/TKOHYEH PACLUMPEHHbIN PEXUM
aHTuBuMpyca ESET NOD32. lna foctyna K n1aHUpOBLUUKY B ITABHOM
MeHt0 aHTuBMpyca ESET NOD32 oTkponTe pasgen «Cnyxe6Hble
nporpammbi». M1aHUPOBLLMK COAEPXKNT MNOMHbIN CMMCOK BCEX
3an1aHnpoBaHHbIX 3314 M UX NapameTpsl 3anycka (aaty, Bpems

N UCNOMb3yeMbl TPOGUIb CKAHUPOBAHMA).

(=) ESET NOD32 Antivirus |E=5Eem|==]

Wrepgeiicr Hacpoiikus Cepsnce G

COCTOAHNE 3ALLHTEI

( L) pacnucanme

na 3apaua

O CraHupoBaHHe MK
~ P!

@ ooicerene
.
*‘ Hacrporika

Bpewssanycka | Mapamerput Tocnegruii

HeT ocoBbix na., 25, 1, 2009 1:..,
HeT 0coBbix na..,

PerynspHoe .. OBHOENEHHe. 3agaua GyaeT B...
ABToMaTHue... OBHOBNEHME. MogemHoe Nog...
o Bxoa nonb308a,
AgTOMaTHHE.. [POBEPKA Gail..  BXDA NONB30BA...
AsTowaThue.. Mposepks daii.. Ycnewroe o6H..

HeT 0coBbix na..
24.1.2009 2.,
25.1,2009 0:..,

ﬁ CnyxeGHele NPOrpaMMsl
Qaiinel xypHanas
Kaparmin
MnarnpoewmK

Syslnspector

0 Cnpaeka n Nogqep:kka
| Doasuts...

1 Omipoims 8 HoBOM OKHE

B PACLIMDEHHEIR PEXUM  V3HEHNTS..

TR

10 yMONYaHMIO B NJIAHNPOBLUUKE 0T06pa>|<ar0Tc9| cnepyrouimne
3an1aHMpOBaHHbIe 3a4a4n:

° «PerynsipHoe aBToMaTtuyeckoe o6HOBNEHUEY;

° «ABTOMaTM4Yeckoe o6HOB/IEHMeE Nocse YCTAaHOBKU MOAEMHOro
coeguHeHua”;

* «ABTOMaTM4yeckoe o6HOBJ/IEHUE MOC/Ie BXOAA Nosib3oBaTeNns
B CUCTEMY?»;

©  «ABTOMaTu4eckas nposepka ¢ainos, UCMONHSAEMbIX MpU
3arnycKke CUCTeMbl»;

* «ABTOMaTuyeckas nposepka $paiios nocne o6HoBneHUs 6asbl
JaHHbIX CUTHATYp BUPYCOB».

19 TOro YTO6bI U3MEHUTD NAapaMeTpbl CYLLECTBYIOLLMX 3aM1aHUPOBAHHbBIX
3aa4 (Kak onpeaeneHHbIX Mo YMOAYAHWIO, Tak 1 MOb30BATENbCKMX),
LLEeNIKHNTE NPABOMN KHOMKOM MbILLIW HYXKHYIO 33[ia4y 1 BbiGepUTe

B KOHTEKCTHOM MEHIO KOMaHAY «M3MeHUTb» UK BbiGepuTe

3a/1a4y, KOTOPYH HEOBXOAMMO U3MEHUTb, a 3aTeM HAXMMUTe

KHOMKY «I3MeHUTb».

4.3.1 Ha3sHayeHue 3anaHUpOBaHHbIX 33434

MNaHMPOBLUMK yNpaBASeT 3a4a4amu 1 3anyckaeT X Mo pacnmcaHmio
C npeAonpeaeneHHbIMY napaMmeTpamu. NapameTpbl cogepskar
MHbOPMaLMIO, TAKYIO KaK AATa 1 BPEMS UCMOSHEHMS, a TaKkKe
nNpoduIN 06HOBNEHNSA, KOTOPbIE UCMOSb3YIOTCSA BO BPEMS
BbIMOJIHEHWSA 324N,

4.3.2 Co3paHue HOBOWM 3a4auun

[na Toro 4yTobbl CO34aThb HOBYIO 3a4a4y B N1IaHNPOBLLUWKE,
HaOOKMUTE KHOMKY «[106aBUTb» NN LLLeNIKHUTE I'IpaBOI7| KHOMKOM
MbILLIN N Bbl6epl/ITE KoOMaHay «[106aBUTb» B KOHTEKCTHOM MEHIO.
[OoCTynHbI NATb TUMOB 3a4au4:

°  «3anycK BHELHEero NpuaoXeHUs»;

= «O6CnyXuBaHME XypHana»;

« «[poBepkKa ¢ait/ioB, UCMONHAEMbIX NPU 3aMyCcKe CUCTEMBIY;
* «CKaHMpOBaHMe KOMMbloTepa no Tpe6oBaHuUIo?;

*  «O6HOB/IEHME.
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JobaenTe 33gauy

EEI'IHEHHDOEEHHEH Safaun:

ﬁ
3anyck BHEWUHEro NPUACKEHUA

poBepka Dainos, NCNONHASMEDS NPW 3aMYCKE CHCTEMBI
Co3aaTe CHAMOK COCTOAHWA KOMNEOTEPE

Cranmposanue MK no pefosaqun
OEHoBNEHWE

QQI'IOHHHTEHI:HEH WHPODMELMA 0 NNEHMPOEaHMK 33034

< Hazan I Hanee = I ’ CmaeHa

Tak kak Hanbosiee 4acTo NCMOb3yeMbIMK 3aa4aMu ABNAIOTCA
«CKaHMpoBaHMe KoMMbloTepa No Tpe6oBaHuMIo» 1 «O6HOBNEHUED,
HW>Ke OMMCaHOo Co3aHme 3aA4a4M 0OHOBEHWS.

B packpbiBaloLLEMCS MEHI0 «3anlaHMpOBaHHbIe 3a4a4mM» BbibepuTe
NyHKT «O6HOBNEHME». HaXKMUTe KHOMKY «[lanee» 1 BBeanTe
Ha3BaHMe 3a4a4M B none «HasBaHme 3apa4um». Boibepute yacToTy
3anycka 3agadu. locTynHbl ciefyioLime BapuaHThl: «OQHOKpaTHO?,
«MHorokpaTHo», «ExxegHeBHO», «ExkeHepenbHO» 1 «[Mpwn
onpepaenieHHbIX YC/I0BUAX». B 3aBUCMMOCTM OT YKa3aHHOM 4acTOTbl
3anycka byayT 3anpoLleHbl pa3/inyHble napamMeTpbl 06HOBNEHMS.
[lanee ykaxkmTe, Kakoe AenCTBUE CneayeT NpeanpuHATb, ecin 3agada
He BbIMOJIHEHA UM He 3aBepLUeHa YCreLwHo B yCTAHOB/IEHHOEe BpeMs.
JocTynHbl CneayoLe BapuaHTbl:

+ ©KpaTb 40 CleayioLlero HaMe4YeHHOro MoOMeHTay;
*  «BbINOMHWTb 3a1a4y Kak MOXHO CKOpee»;

*  «BbIMOMHWTb 331a4y HEMEIEHHO, eC/IN BpeM4, NpoLuesliee
C NOCNeIHEro 3anycka, NpeBbICUI0 YKa3aHHbIA MHTepBa»
(npw BbIBOPE 3TOrO BapMaHTa AOCTYMNHA HACTPOKKa napameTpa
«/IHTepBas BpeMeHmn»).

Ha cnepytolem ware otobpakaeTcs OKHO CBOAHOW MHGOpMaLMm
0 TeKyLLen naaHnpyemou 3agade. NMyHKT «3anycTuTb 3a4a4y

C YKa3aHHbIMY NapameTpamu» aBTOMaTNYeCcku BbiI6paH.
Ha)XmuTe KHoMKy «[0TOBOY.

B OTKpbIBLLEMCS OKHe BbibepuTe Npodusib, MCNOb3yeMblin

Npw BbINOHEHMM 334341, MOXHO BbIbpaTh OCHOBHOM Npodub

M anbTepPHATUBHbIN, KOTOPbIN BYAET MCMOb30BaTLCS, eC/IM 3aMyCK
334,341 C MOMOLLLbKO OCHOBHOMO MpObUAS MPONAET HeyaAauHO.
MoaTBepAnTe HACTPOMKKM, HaXkaB KHomMky OK B OkHe npoduns
obHOBNEHMA. HOBas 3a4a4a NOABUTCS B CNMCKE 3anN1aHNPOBaHHbIX.

4.4 KapaHTUH

[NaBHOe Ha3HaYeHme KapaHTMHA COCTOUT B M30/1ALMN 1 6e30nacHOM
XPaHEHMM 3apaXkeHHbIx Gannos. ®arnbl 4OMKHbLI MTOMeLLATbCS

Ha KapaHTWH, e/ OHU He MOTYT BbITb BblaieveHbl v 6e3onacHo
yAaneHbl, Nan ecnv yaaneHne He peKkoMeHAyeTCs, N eC/IN OHU
OLWMBOYHO OTHECEeHbI aHTMBMPYCOM ESET NOD32 K 3apa’keHHbIM.

Monb30BaTeNlb MOXET MOMECTUTb Ha KapaHTUH Ntobor dann

no BblIbopy. PekomeHayeTCca noMeLLaTh Ha KAapaHTuH Ganbl

C NOA03pUTENbHOM aKTUBHOCTbIO, KOTOPblE, TEM HE MeHee,

He ONpefensaTCs MOAY/IEM CKAHMPOBAHMS KaK 3apaskeHHbIe.
V30n1mMpoBaHHble Gpannbl MOTyT 6bITh NepeaHbl B 1abopatopuio
ESET ans fanbHeunwwero aHanmsa.
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Mpusnia

25.1.2009 ... Ci\Users\vista\Desktopleicar.com 68
24,1,2009 ... C:\Users\vista\Desktop)eicar_com.zip 184
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NHdopmauns o dannax, noMeLLeHHbIX Ha KAPAHTUH, HAX0ANTCA

B Tabnmue. OHa COAEPXXUT AATY M BpEMS MOMELLeHMS HA KAPaHTUH,
nyTb K NCXOAHOMY PacronoXeHMo dparna B CUCTeMe, ero pasmep

B 6aiiTax, NpUYMHY NOMELLEHMS HA KAPaHTWH (MomelLeH
nosib30BaTesieM) 1 KOJIMYeCTBO O6HAPYKEHHbIX BUPYCOB

(nonesHo, eciv han coaepKUT HECKObKO BUPYCOB).

4.4 MepemeleHue panioB Ha KAPaHTUH

MporpaMmMa aBToMaTyeckn nomeLLaeT yaaneHHble danabl Ha
KapaHTUH (ecnn 3Ta GyHKLMS He OTKHOYEHA NOJb30BaTeeM).
Jltobo Nof03puTeNbHbIM Gana MOXXHO MOMECTUTb Ha KapaHTUH
BPY4HYIO C MOMOLLbIO KHOMKK «KapaHTUH». [py 3TOM UCXo4Has
Konua darna He yaanaeTtcs. KOHTEKCTHOE MeHI0, KOTOpOe TakxKe
MOXET MCMONb30BaATLCA ANS STUX Liesel, AOCTYMHO B OKHE KapaHTUHa
M COAEPXKUT NYHKT «[Ll06aBUTb?.

4.4.2 BocctaHOBNeHUeEe U3 KapaHTUHA

M30nmnpoBaHHble Ganibl MOryT BbITb BOCCTAHOBNEHbI B UCXOAHOE
MeCTOMONOXeHWe B cucteme. 114 3T0ro npeaHasHaveHa GyHKLmMs
«BOCCTAHOBUTbY, OCTYMHAA B KOHTEKCTHOM MEHIO OKHa KapaHTUHa.
Kpome Toro, KOHTEKCTHOE MEHHI0 COAEPXKUT PYHKLNIO
«BOCCTaHOBUTb B», KOTOpPas NO3BOIAET BOCCTAHABAMBATH
dannbl Apyroe MecTononoXeHune, OTINYHOE OT UCXOLHOTO.

NMPUMEYAHUE:

Ecnn nporpamma nomectuna Gamn Ha KapaHTWH No ownbKe,
NCKOYMTE pans 13 npolecca CkaHMpoBaHUA 1 OTnpasbTe obpasel,
B C/1Y>KOY Noaaep>KKM KNneHToB ESET € COOTBETCTBYOLWLMMU
NOACHEHNSAMMN.

4.43 Mepepaya ¢panna ns kKapaHTUHa

EC/IM Ha KapaHTUH nomeLleH ¢ans, yrposa B KOTOPOM He pacrno3HaHa
nporpammon, nnu Gana HeBepHO KBAIMPULMPOBAH KaK 3apakeHHbIN
(Hanpwvmep, B pe3ybTaTe oWNnGKM 3BPUCTUHECKOTO METOAA) U M30AMPOBaH,
nepenavte Gamn B nabopartoputo ESET. 1ng Toro 4tobbl nepefatb
dbann n3 KapaHTUHa, BbIbepuTe ero 1 MCNonb3ymTe NyHKT «MepepaTb
Ha aHaIN3» KOHTEKCTHOIO MEHHO.
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By pacuMpenrisii pexim  Hsweris. .

4.5 ®ainbl XypHana

darnbl XypHana cogepxat MHPOpMaLMIO 0 BXKHbIX MPOM30LLEeALLNX
NpOrpamMMHbIX COBBITUAX 1 MO3BOMIAIOT MPOCMATPMBATb CBOLHYIO
nHdopmaLnto 06 06Hapy)KeHHbIX yrpo3ax. Perncrpaums cobbitnm
ABNAETCA BAKHENLIMM MHCTPYMEHTOM A1 aHAIN3a, 06HApYXKeHMA
yrpo3 1 nomcka HemcnpaBHOCTeN. BegeHue xypHana BbINoNHAETCA

B GOHOBOM pexunme 6e3 BMeLIaTenbCTBa Nosib3oBaTend. [LlaHHble
COXPaHSAKTCS B COOTBETCTBUM C TEKYLLUMMW NapaMeTpamu CTeneHn
neTtanmsaunmkypHana. lMpocMoTp TeKCTOBbIX COOBLEHNI 1 pannoB
XKYPHana, a TakXke NX apXMBMPOBAHME MOTYT OCYLLECTBASATHCS
HenocpeaCcTBeHHO B cpefe aHTuBMpyca ESET NOD32.

Mony4nTb LOCTYN K darnaam >XypHana MOXHO B I/IABHOM OKHe
aHTuBKMpyca ESET NOD32 ¢ NOMOLLbO KOMaHbl MeHto «Cny)ke6Hble
nporpammbi» > «@annbl XXypHana». YKaxmte He06X0ANMbIA TUM
XKypHana B MeHto «XKypHan», KOTOpOe HaXo0AMTCS B BEPXHEN HacTu
OKHa. Huxe nepeyncieHbl LOCTYMHbIE XXypHabl.

1. «O6Hapy>XeHHble yrpo3bl» — UCMOb3yeTCs 415 NPOCMOTpa
BCEX JaHHbIX 0 COBLITUSX, UMEKOLLNX OTHOLLEHME K OBHAPYXKEHNIO
NPOHUKHOBEHUN.

2. «Cob6bITUA» — 3TOT >XKypHa NpefHa3HayeH 414 pelleHuns
npobnem CUCTEMHbIMU AAMUHUCTPATOPAMMU M MO/1b30BaTENAMMU.
Bce BaXkHble fencTBMS aHTUBMpYca ESET NOD32 pernctpupytoTcs
B 3TOM XXypHane.

3. «CkaHupoBaHUe no Tpe60BaHMIo» — B 3TOM OKHE 0TOBpaxatoTcs
pe3ynbTaTbl BCEX BbIMOIHEHHbIX MPOLIECCOB CKAHNPOBAHMA.
YT106bI NOAYHNTL NOAPOGHYIO0 MHGOPMALMIO O TOM UK
MHOM CKaHMPOBaHWK No TpeboBaHMI0, ABaXKAbI HAKMUTE
COOTBETCTBYHIOLLYHO 3aMUCh.
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“ \ 24,1,2009 . 3. @ C\Userswista\A.. EicarTecr §aina  ouMIY. Vista-.  COBbITH..

* Hacrpoiika -
24,1,2009 .. 3. @. C\Userswista\A.. EicarTed 9aitna  oumw.. vista-.. COBbITH..
2412009, 3. ¢ ClUserswista\d. EicarTecr Gaiina o vista-. COBHTH..
a Cayxe6Hsle NporpamMsl 24.1,2009.. 3. ¢ C\Userswista\h. Eicartec gaiina  ouM. vista-. CoBNTH..
Y 2412009, . G hitp/Avwweic. EicarTecr gadina  coed.  vista-.  OBHapy.
D 24,1,2009.. 3. ¢ C\Userswista\d., EicarTecr ¢aina  oudi. Vista-. COGETH..
Kaparrmun 24.1.2009 .. ©. ¢. http/iwwweic.. EicarTecr daitia  coes.. vista-.. OBHapy..
24.1.2009 .. ®. ¢. httpwwweic.. EicarTecr daina  coes.. vista.. OBHapy..
Maaruposuyk 24.1.2009 .. ®. ¢. httpywwweic.. EicarTecr daina  coes..  vista-.. OBHapy..

SysInspector

9 Cnpaeka n noasepxKa
| ®wnerp.. |

O Orxpeims & Hosom oxwe

T

Bu/% paclumpeHHLIi pexmn HamennTs...

YT06bI CKONMPOBATL B Byhep obMeHa nHbopmaLmto 13 nboro
pasfenakypHana, BbibepnTe He0OX0AMMYIO 3aMUCh U HAKMUTE
KHoMKy «KonupoBaTb». [115 BbI6Opa HECKO/IbKMX 3anuncen

ncnonb3ymTe knaBmwm CTRL v SHIFT.
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4.5.1 O6cnyXXnBaHme xypHana

[MapameTpbl BegeHMA KypHana aHtuempyca ESET NOD32 gocTynHbl
13 F1aBHOr0 OKHa Nporpammebl. MepenanTe K pasgeny «HacTponkmu» >
«BBop, BCero aepesa paclMpeHHbIX napameTpos» > «Caye6Hble
nporpammbi» > «®anbl )XypHanoB». MOXHO 3a4aTb NapameTpsbl,
nepevyncieHHble HuXKe.

°  «YpanaTb 3anmMcu aBToMaTUYeCcKn»: 3anncm ctaplue yKasaHHoro
KO/mM4ecCTBa CYyTOK aBTOMATUYeCKM yOanatTCA.

*  «ONTUMU3NPOBATb (paisibl XXyYpHa/IOB aBTOMATUHECKN?:
BK/IIO4AET aBTOMATUYECKYIo AedparmMmeHTaumio Ganios XypHana,
eC/Iv yKa3aHo npejenibHoe cofepXKaHne Hemcnosnb3yemblx
3anucen B NpoLeHTax.

°  «MuHMManbHas cTeneHb geTanusauum XXypHanar»: 3ajgaeTr
cTeneHb geTanusaunmm xxypHana. JoctynHble napameTpsbl:

- «KpuTHYeckue owmn6Ku» — perncTpmupoBaTh TObKO
CBEAEHMSA 0 KpUTMYeCKkmMx owmnbkax (owmbKa 3anycka 3awmuThl
OT BUPYCOB U T. A1.);

- «OWUB6KU» — PErnmcTpPUPOBaTh TObKO MHDOPMALUIO
0 KPUTUYECKMX OnbKax 1 owmnbkax Tmna «Owmbka
3arpysku pannar,

— «MpepynpexaeHus» — perucTpupoBaTb MHbGOPMaLnio 060
BCEX KPUTUHECKMX OLLUMBKAX, OLLIMGKAX M NpeaynpexaeHusx;

-  «MHPOpMaLMOHHbIe 3anucu» — perucTpupoBaTh BCe
MHPOPMaLMOHHbIE CO0bLLeHMS, BKOYasA COObLLEeHNS
0 BbIMOJIHEHHbIX 0BHOBNEHUSAX, U BCE COOBLLLEHNS,
OMWUCAHHbIE BbILLE;

— «[luarHocTu4ecKue 3anmcm» — permcTpupoBaTh BCO
MHGopmMaLnto, HeobxoANMYIO 4151 TOHKOW HACTPOMKU
nporpamMmbl, 1 BCe COOBLLEHWS, ONUCAHHbIE BbILLE.

ESET NOD32 Antivirus

. (Gle1)
Hactpoiika
3alUHTa OT BHDYCOE M WIMOHCKMX Nporpann | PaANs Kyprana
- OBHoBnEHME CPOK XPaHEHIAA 3ANICH XYPHaNa
Crywefisie nporpamM! Yol MCNOM308aTS sl KYPHANOE ANATENEHOS SPENS, YCTEHOSUTE SHaUEHVA
MBICCMANLHOT G CHOKA XPaHEHINA 3aMNCH XYPHaNa B Nonsx Hioke. Bce AanHbe cTapue
ro—— 3A0EHHOD SHAUEHR BYLYT SETONATUMECKH YOANEHS!,
- TnaHMpoBLIAK. [¥]Yaansms sanuch asTomaTiecm
-+ MPEAYNDERAEHIA 1 YEEAOMNEHAR YAENATE 3EMMCH CTEPIE, YN, . 90 & oy
- CHCTEM CBOSSPENERHOTD DBHADYXEHIA
| b CacTembie ofoBnenAA GFemrr
Wrrepdelic Dbl KYPHANOE CORERAT OCTATIN OT YAaNeHHBIX 3aniceii. fns Bonee sdderTisHoi
Pasioe PaBoTE CIEAYET PErYNRPHO OMTHIMASHDOBATS 33MMOA B (aiinaX X yPHANCS.
ONTMMNIMDOBATE daiifsl }YDHANOE ZETOMATHHERM
EC/M KOMWHECTBO HEMCNONIb 3 YeMBIX 5aMHcei npessiuaeT (%6): 25 =
MiHAManEHas CTENEHS AETANM3aLIM KYDHARE:
[ AU -
DUIETP M0 YHOMMEHARD. .o
[ ok ] [ Ormena ] [ Mo ymonsario ]

4.6 WHTepdeiic nonb3oBaTens

Monb3oBaTenbCknt MHTepdenc aHTnempyca ESET NOD32 MOXKHO
HaCTPOUTb NOA4 COBCTBEHHbIE HYXKAbI. [TapameTpbl MHTepdenca
LOCTYMHbI B BeTKe «MHTepdencr» fepeBa paclliMpeHHbIX NapamMeTpoB
aHTuBMpyca ESET NOD32.

Mpy HeOBXOAMMOCTI B pasfese «3neMeHTbl UHTepdenca»
No/ab30BaTeIN MOTYT NEPeK/IIOHATLCSA B PACLLMPEHHbIN PEXXUM.
PaclUMpeHHbIV peXxuM NpefocTaBiseT 4OCTyn K 6onbLuemMy 4nciy
napameTpoB 1 GyHKLMI aHTUBMpyca ESET NOD32.

Fpagpuyecknint nHTepdenc nonb3oBaTens MOXeT 6bITb OTK/OHEH,
ecnm otobpakeHne rpadryecknx 3SNeMeHTOB 3HAYNTENbHO BAUSET
Ha 6bICTPOAENCTBME KOMMbIOTEPA U/ BbI3bIBAET APYrue Npobsembl.
Kpome Toro, rpaduyecknit MHTepdenc nonb3oBaTens MoXeT bbiTb
OTKJIOYEH, ec/iv 0TobpaxkeHMe rpaduyeckmx 31emMeHToB MeLlaeT
BOCMPUATUIO AN15 NONb30BaTeNen C 0CNabaeHHbIM 3peHnem, Tak

KaK OH MOXEeT KOH(IMKTOBATb CO CNeuanbHbIMU NPUIOKEHNAMMN,
MNCNONb3yeMbIMW /15 PAbOTbl C TEKCTOM.

28

MO>HO OTKTHOYNTb 3aCTaBKy aHTUBMpyca ESET NOD32, cHAB paXkok
«Moka3biBaTb 3aCTaBKy Mpu 3anycke».

B BepxHew 4acTu akpaHa aHTuBMpyca ESET NOD32 pacnonaraetcs
06bl4HOE MEHI0, KOTOPOE MOXKET ObITb BK/TKOYEHO WU/IN OTKJTIOHYEHO
C NOMOLLbIO NapameTpa «Ncnonb3oBaTb 06bIMHOE MEHIOY.

Ecnuv ycTaHoBeH Gaaxok «MokasbiBaTb MOACKA3KM», NMpu
HaBeLEeHNN Kypcopa Ha 3/1eMeHT yNpaBieHna oTobpaXkaeTcs KpaTkoe
onuvcaHuve. NapameTp «Bbi6paTh aKTUBHbBIN 3/IEMEHT yripaBiaeHusa»
npeaHasHavyeH A1 BblAeNeH NS 31eMEHTOB YpaBieHns nNpu
HaBeLeHWN HA HUX Kypcopa MbllWW. BbleNeHHbIN 31eMeHT byaeT
AKTUBMPOBAH MpW LeNYKe KNaBuLLN MbILLN.

[Lnsi TOro 4To6bl U3MEHUTH CKOPOCTb AHMMALUK UHTepdeica,
yCTaHoBUTE HaXKOK «MCMoNb30BaTb aHUMALUIO» U NepeaBUHbTe
nosi3yHoK «CKOPOCTb» BMPABO U/1M B/IEBO.

[Ln§ TOro 4To6bI BIK/IOYUTL AHUMALLMIO 3HAYKOB, OTOGPaXKaroLLMX
BbIMO/IHEHME PA3/INYHbIX ONepaLnin, ycTaHoBUTE hnadkok
«Mcnonb3oBaTb aHMMAaLMIO NPU 0TO6paXXeHUU Xoaa
BbINOJIHEHUAY. MOXHO BIJ/IIOUYNTb 3BYKOBbIE YBEAOM/IEHNS O BAXKHbIX
COBbITUAX, yCTAHOBMB GNaxok «Mcnosb3oBaTh 3BYKUY.

ESET NOD32 Antivirus

Hacrpoiika

Wrrepdeiic
SnemenToi urTepdeiica

[+ 38ILTA OT BHDYCOS W LIMAGHCKYX MDOTPEHH
- OfiHoEneHie
(- Cryebireie nporpams!

=8 Virmepoeic)
Mpeaynpexaeris n ysenonneris
CKpLITEIE OKHa YBeAoMIEHMT
Hacrpoiika gocTyna
KokTexcTHoe mewio

PasHoe

[] Pacumpenmsii pesxm

Tpatwuecait nHTEpdeiic

[¥] NokaseieaTs sacTaeky npH sanycke
[]NokaseiEaTs Mekio B 0fisiHOM pexkie

[7] MoKa3EIBATS MEHIO B PACILMDEHHOM PEXIME

[C]venonszosaTs ofisiHoe MeHo
MoKa36IBaTS NoACKa3KH
[C]BiBpaTE BKTHBHSI INEMEHT YIpaENEHMA
SthibeKTsl
WcronbsosaTs aHMaLyg
CKopoCTE - F +
Mcnonb308aTh 3HAMALAO NP 0TOBPEKEHIM XDAA BEINONHEHUA

Mcnonb308aTh 38ykn

| [ ormena | [0 ymonszmo |

[ @k

MapameTpbl N0/Ib30BaTEIbCKOIO MHTEepderca No3BOASIOT yKazaTb
naponb Ana 4ocTyna K napaMmerpam aHTusumpyca ESET NOD32.

STa PyHKLMA pacnonaraeTcs B MOAMEHIO «3almTa napameTpoBs»
MeHto «MHTepdencr». 119 MakCcMManbHOM 6e30MacHOCTM

CUCTeMbl NpOrpamMmMa Ao/MKHA 6bITb MPaBUIbHO HACTPOEHA.
HecaHKUMOHMPOBAHHOE N3MEHEHMe MapaMeTpOB MOXET NPUBECTU
K MoTepe BaXKHbIX AaHHbIX. /15 TOFO YTO6bl yCTAHOBUTb 3aLLUTY
napamMeTpoB NaposieM, HAXXMUTe KHOMKY «BBeauTe naposib».

ESET NOD32 Antivirus

& (Clet]
Hacrpoiika
[+ 38IUTA OT BHDYCOS M WnHoHakix nporpamy | MPEMETPE! A0CTya
- OfHoBReRHE 3aUTa YCTAHOBOMHLIX MAPaMETPOB
Chywe6rie nparpanel MOMHO SSLATUTS TEPONEM NEPEMETP! 0T HEXENATENBHOTD MSMEHERVS
- MrTepdeic MONE30SATENAMH.
TIPeaYNDEXAEHHR 1 YBEAONAEHIS MapameTpsi He sawyLErs) naponen.
CKpbITbIE OKHA YBEAOMNEHNA
HacTpoitka gocryna [ 3awwmuTe napameTps naponen
PasHoe
Mpapa nonesosaTens
{AAns M3MeHeHMs HEKOTOPEIX NAPaMETPO MOrYT NOTPEb0BATLER NPasa AAMHHUCTPATOPa.
[ TPEBYETER MOl HaB0p NP2 ALHAHACTPETODA 479 OrPBH-EHHBIX JHETHX
3aNCER AAMMHACTPATOPa
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4.6.1 MpepynpexaeHus n yseaomMaeHUs

B paspene «MpeaynpexneHnsa n ysegoM/IeHUA» MEHI0
«UNHTepdenc» MOXHO HaCTpamBaTh NOPSAOK yBeAOMIEHNS
no/b30BaTe/d 0 NOABNEHUMN Yrpo3.

MepBbIv MYHKT — 3TO «OKHO NpeaynpexaeHusa». ECM COOTBETCTBYOLWMI
$NAKOK CHAT, OKHA NpeaynpexaeHnin He oTobpaxkatoTcs. Takown
peXXMM NOAXOAMNT TOMbKO ANS Y3KOro Kpyra 0CobbIX CUTYaLLUNA.

He pekomeHayeTCs U3MEHSTb 3TOT NapameTp 6e3 KpanHemn
HeobXxoAMMOCTU; Ny4LLe OCTABUTb €ro 3Ha4YeHne No yMOoNYaHUIo
(BK/HOHEHO).

19 TOro 4To6bl BCM/IbIBAIOLLME OKHA 32KPbIBA/TUCH aBTOMATNYECKU
no UCTeYeHUW onpefeseHHOro Nepuoaa BpeMeHu, yCTaHoBUTe
dnaxok «3aKpblBaTh AMANIONU COO6LLEHU aBTOMATUYECKU NO
ucteyeHum (cek.)». EC/I OKHO He 3aKpbITO NO/Ib30BATE/IEM BPYYHYHO,
OHO aBTOMATMYECKM 3aKPbIBAETCSA Yepes yKa3aHHbI MPOMEXYTOK
BpeMeHM.

YBeAoMIeHMs HA paboyem CTose 1 BCN/IbIBAKOLLME NOACKA3KM
ABASIOTCA MHPOPMALIMOHHBIMW 1 He TPeByIOT y4acTmA NoNb30BaTeNS.
OHW 0TOBpaKatoTCs B 061aCTW yBEAOMIEHNIN B MPABOM HUXKHEN
4acTW 3KpaHa. 15 TOro Y1066l BKAKOYUTL YBEAOMIEHMS HA
paboyeM cTONe, ycTaHOBUTE GiadkoK «OTobpaXxkaTb yBeAoMAEHUS
Ha pabouem cTone». bonee Nnoapo6HbIe MAapaMeTpbl — Bpems
0TO6PAXKEHMSA U NPO3PAYHOCTb OKHA — AOCTYMHbI C MOMOLLbIO
KHOMKM «KOHPUrypaLuma yBegoMneHnn». [1ns npefsapuTeibHOro
NpOCMOTPa W OLLEHKM MOBEAEHUS YBEAOMIEHUI HAKMUTE KHOMKY
«MpocmoTp». MNMapameTp «OTO6paXkaTh NOACKA3KM HA NaHeNun
3apad B TedeHue (cek.)» npeAHa3HaAYeH 19 HACTPONKN BPEMEHN
0TOOpaXkeHMst BCMIbIBAIOLLLMX MOACKA30K.

ESET NOD22 Antivirus

Hactpoiika

MpeRyrpEXAEHIS M yBEAOHAEH R
OKrHo MpeaynpeKasHuA

Crywefisie nporpanme! Orror npy

= WMrTepdeiic BMEWATENbCTES NONb30BaTens

Lo [#] oroBpaxae npenynpexacis

- CKDEITEIE OKHB YBENOMNEHHIA

- HacTpofika AocTyma
KoHTercTHOE HeHie

Pastios

33UUMTE OT BUPYCOB 1 LUNMOHCKIX MPOT MM
- OBrosnenve

BHpYCa WK

OKHO yBERGHREHHS
LIMBNOTH, NDEAHBSHAUEHHbIE AN OTOBPEKEHIS KOPOTKIX COOBILEHMI Wi BOMPOCOS.

[7] 3aKpsIBaTS AMANOMH COOBILEHNI AETOMATUHECKH Mo McTeveHM (caie): 120 %

VHTEPaKTHBHEIE YEEAOMNEHHA 1 BVIBIBAIOLNE NOACKA3KA

o YMONUHHIO HHTEEKTUEHSIE YEERCHNEHYE QTOSPEKAIOTCA B NDASOH HILKHEM YTy
3KPaHa B CATYALYIRK, HE TPEGYIOULIIX BMEWATEnECTE Nonb30BaTens

[#] OTofpaate yeenomneHin Ha pabouen cTone
] OoBpaaTs noackEskHM Ha NaHenM 33a34 B Tedere (cex.) 10 %

[OnORHTERbHbIE HACTPONIG, «

BblbepuTe NyHKT «[J,0NONHUTENbHbIE HACTPOMKU» 119 HACTPONKM
LLOMOJSTHUTE/IbHBIX NapaMeTpoB NpeAynpexaeHUn U yBeJoMIEHNU,
B TOM 4McC/ie napameTpa «OTo6paXxkaTb yBeAOMIEHUSA TOJIbKO NpU
Heo6XoAUMOCTY BMeluaTenbcTBa». OH NO3BOJIAET BK/IOYATb UK
BbIK/TOYaTb OTOBPaXeHMe yBeAOMIEHWNI, KOTOPbIe He TpebytoT
BMeLLaTeIbCTBA CO CTOPOHbI MO/b30BaTeNs. YCTaHOBUTE hiadkok
«OTOBpaXkaTb TONbKO TPebytoLLMe BMeLLaTeIbCTBA NO/b30BaATENS
yBeAOMIEHNS MPU 3aMyCKe MPUIOXKEHNI B MONHO3KPAHHOM
pexxume» ans NOAABNEHUS BCEX COOBLLEH I, He TPebyoLLINX
oTBeTa Nosib3oBaTesNa. PackpbiBatoLleecs MeHo «MUHMMaNbHAs
CTeneHb AeTanm3aumm coobLieHm» NpefHa3Ha4YeHo ans

BbI6OPa MUHUMANbHOMO YPOBHSA CEPbE3HOCTI NpeaynpexaeHni

1 YBELOM/IEHUI, KOTOPbIE A0/IXKHbI 0TOBPaXaTbCa Ha IKpPaHe.

MocnegHWIM napamMeTp 3TOro pasaena npefHasHayeH ans
onpegesieHns ajpecatos yBeAOMIEHWNI B MHOMOMO/1b30BaTE/IbCKOM
cpefe. B none «B MHOronosib3oBaTe/IbCKUX cCUCTEMAX
oTo6pakaTb yBeAOMIEHUS AJ15 NOJ/Ib30BaTENNAN MOXHO yKa3aTb
nonb3oBaTtens, KOTopbIn byaeT noyyaTb BaXKHYIO MHPOPMALMIO

0 pabote aHTMBMpYyca ESET NOD32 4. O6bI4HO 3TO CUCTEMHbBIN

WU CETEBOM aAMUHUCTPATOP. 3Ta GYHKLMSA 0COBEHHO nosie3Ha
LN TepMUHAJIbHbIX CEPBEPOB, B KOTOPbIX BCE YBEAOM/IEHUS
npefHasHayalTCca agMUHUCTPATOpY.

4.7 ThreatSense.Net

Cncrema cBoeBpeMeHHOro obHapyxeHusa ThreatSense.Net snsetcs
WHCTPYMEHTOM HeMea/leHHOro W 6bICTPOro MHGOPMMPOBaHMA
KOMMaHum ESET 0 NosiBNeHnM HOBbIX Yrpo3. [lencTeytoLlas B 060umx
HanpaBAEHUSAX CUCTEMA CBOEBPEMEHHOMO OBHapY>XKeHNs nmeeT
eIMHCTBEHHOE NpeJHa3HavyeHne — caenathb 3almMTy KOMMbloTepa
nonb3osartens ewe 6onee HaAEXKHON. Jy4LMM CNOCO60M
06HaPY>XNTb HOBbIE YrPO3bl CPA3y NOC/E UX NOSB/IEHNA SIBNSETCSA
c60p nHOpMaLMM OT Kak MOXKHO 6ONbLLErO YMCIa NONb30BaTeNEN
0N JaNbHENLLero NCnoab30BaHNS COBpaHHbIX AAHHbIX B MPOAYKTax
3awmThl. CyllecTByeT Ba BAPUAHTA, OMMCAHHbIX HUXE.

+ [lonb3oBaTtesib OTK/IKOYAET CUCTEMY CBOEBPEMEHHOTO
o6Hapy>KeHus. Mpu 3TOM Nosb30BaTe/b He TePSIeT HUKAKNX
BO3MOXXHOCTEN MPOrpaMmbl, ¥ €ro KOMMbLOTEp 3aLUuLLeH
HaCTO/IbKO XOPOLLIO, HACKO/IbKO 3TO BO3MOXHO.

* T[lonb3oBaTesib paspeluaeT cMcTeMe CBOeBPeMeHHOro
0obHapy>xeHus nepegaBaTb aHOHUMHYIO MHGOPMALLNIO
0 MOAABNEHNM HOBbIX YIPO3 W1, €C/IN YTPO3bl 0OBHAPYXKEHbI,
oTNpaenaThb Gann, coaep)kalimim 310HaMepeHHbI KOA,. Pann
nepefaetcs B nabopatoputo ESET and TulateNbHOro aHanmsa.
M3y4yeHume 3TUX yrpo3 NOMOXeT KoMnaHuu ESET 06HOBWTb cpeacTBa
06HapyeHuns yrpo3. Cnuctema CBOeBpeMeHHOro 0OHapy>KeHns
cobmpaeT aHOHWMHY MHGOPMALMIO O KOMMBIOTEPAX NO/b30BATENEN,
KOTOpas MOXeT UMeTb OTHOLLEHWEe K HeJaBHO NMOSIBUBLUMMCSA
yrposam. 3Ta MHbopMaLms MOXeT coaep)kaTbobpasel,
KoAa nnu konuto ¢arnna, B KOTOPOM NOSBMAACk Yrpo3a,
nyTb K MecTononoxenuto ¢anna, uma danna, oaty v Bpems
06Hapy>XeHus, MMA NpoLecca, B KOTOPOM 06Hapy>keHa yrposa,
1 MHbopmaumo 06 onepaLMoHHON CMCTeMe No/ib3oBaTeN .
HexoTopble 13 3TUX faHHbIX MOTYT COAEPKATb INYHYIO
MHOOPMaLMIO 0 NOb30BaTeNe, HANpUMEpP MM NOJIb30BaTeNd
B Ha3BaHMSX NAMNOK M TOMY NOAOGHbIE C/TyHalHbIe BK/IOYEHUS
JINYHBIX AaHHbIX. [prMep nepegaBaeMon MHGopmaLmm
npuBeAeH B 3TOM CMPaBOYHOM JOKYMEHTE.

TaK KaKk CyLLLecTByeT BepOSATHOCTb TOrO, 4YTO B OTNPaB/sSeMyIO
MHOOPMaLMIO HenpegHAMEPEHHO MOTYT NONACTb JINYHbIE CBeAEHUS
0 Nofb30Baresie 1 ero KOMMbtoTepe, KoMmnaHma ESET 3aBepserT, 4To
nepepasaemMas MHGopmMaumns He 6yaeT MCNONb30BAHA HU B KAKMX
WHbIX Liensix, KpoMe Liener paHHero 06Hapy>KeH1s HOBbIX Yrpo3.

Mo ymonyaHuio aHTrempyc ESET NOD32 3anpalumBaeT paspelueHue
Ha nepegadyy Nofo3puTesnbHbIX Gannos B nabopatoputo ESET. dannbl
C TaknuMu pacwmpeHmnsamn, kak DOC nnm XLS, He nepegatoTcd, gaxe
eC/I1 B HUX 0BHapy>KeHbl yrpo3bl. MOXHO yKa3aTb ntobbie apyrue
TUNbl GannoB, KOTOpble CeAyeT UCKKYUTb U3 Nepeaadu.

MapameTpbl CUCTEMbI CBOEBPEMEHHOTO 06HAPYKEHUA AOCTYMHbI
B pasfese fepeBa pacluMpeHHbIX HACTPOeK «CyKe6Hble
nporpamMmbi» > «CUCTEMA CBOEBPEMEHHOIr0 O6HapY>KeHUA».
YCTaHOBUTE GAXKOK «BKAKOUUTb CUCTEMY CBOEBPEMEHHOTO
06Hapy>XxeHUa». DTO NO3BO/INT aKTUBMPOBATb GYHKLMIO. 3aTEM
HaXKMUTE KHOMKY «[LoMO/IHATEIbHbIE HACTPONKMNY.
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ESET NOD32 Antivirus 2=
= es|
Hacrpoiika EsD
3AUMTA OT BUPYCOB 1 WMOHCKIX Mporpamm | CHETENA cBOEBpeneHHora ofHapye A
i OfHoBNEHME Cuctema BoicTporo onosewerns ThreatSense.Net Early Warning System — 510 cambiii
- CymeBisie MporpanMs! K THEHBII CIOCO, € MOMOLLIEKD KOTOPORD KoMMaHWA ESET MOKET SALIMILATE CROMX
L oainel HypHANoS KIMEHTOB M AEDKETL MX B KYPCE HOBLIX YTPo3. 3Ta aicTena nomoraeT Nonb3oeaTensm
M NEpEAABATE HOBEIE BUPYCHI B Na6opaTopuro ESET 1 Mosy4aTh COBETHI N0 SalMTE
APHTHH KOMMEKTEPOS.
MNaHMpoBLIK
MpenyrpeskaeHis u yseaomnera BRAIOHHTE GAcTeny BicTpore onoseutens ThreatSense. Net
Cicrena caoespeneroro obHapyxeris
Mnrepdeiic
PasHoe
urhopHaLs 0 cicTene cBosBDeNERNOrD
[¥oK Otmexa Mo yHonuaHIMo

Brnaagka «MoposputenbHbie pansibl» NO3BOJSAET NONb30BATENO
HaCTpOUTb CNOCO6 Nepefayun BpefoHOCHOMO KoAa B 1abopaTopuio
ESET ans aHanmaa.

Ecnv nonb3oBaTtesb BbISIBU NMOAO3PUTESbHbIN balian, OH MOXeT
nepefatb ero B 1abopaTopmio KOMMNaHUKW AN AanbHenLwero aHanmsa.
Ecnn dann conepxuT 310HAaMepeHHbIN Ko, MHPOPMaLLMs 0 HeM
6yAeT BIJIOYEHA B C/IeAYIOLLY0 BEPCMIO 6a3bl JAHHBIX CUTHATYP
BMPYCOB.

Mepenaya GaroB MOXKET BbINMOMHATLCSA aBTOMATUYeCKn. Ecnn
BblbpaHa 3Ta GyHKLUMS, NOA03pUTENbHbIE halbl OTNPABAAIOTCA
B GOHOBOM pexxnme. 15 TOro YTo6bl 3HATh, Kakue dparbl
OTMpaBAAtOTCA AN aHaNn3a, 1 NOATBEPXKAATb UX OTNPABKY,
BblbepuTe NyHKT «CNpOCUTb Nepes, nepegaqen».

CWcTema CBOEBPEMEHHOTD DBHAPYKEHUA 7)==
MogospuTensHele dainel | Cramcmaia | Mepemava
MNonospuTensHsie ek
() He nepenseate Ha aHanus
! CnpocuTs Nepen nepeaayeil
(0 NepenasaTe. He Crpawvean
Kor aa nepenasats
(7 Kak moxHo cropee
(@ Bo spemnA oGHoBNEHMA
PUNETP MCKIHOYSHIA
Macka o [oBasnts
doc Wsmerns
~tf
“x? v,
Yaanms
= b 2=
Baw agpec anexTporHHoi noytel (HeoGasaTenEHL).

YTobbl 3anpeTuTb Nepeaady Ganos, Bbibepute NyHKT

«He nepepasaTb Ha aHanu3». NpyMeYvaHve: 3anpeT Ha nepeaayy
$bannoB He BAMSET Ha Nepegady CTaTUCTUYeckon nHbopmaumm

B ESET. MNepefava CTaTUCTUKM HACTpamBaeTCs B OTAE/IbHOM pasgene,
KOTOPbIV ONNCAH B CIeAYIOLLEN [aBe.

Korpa nepepaBatb

Mopo3puTensHble Garbl nepeaatoTcs B nabopatoputo ESET npu nepeom
»Ke BO3MOXHOCTW. PeKOMeHayeTCs MCNob30BaTh BblAeNeHHOoe
noAkIto4eHmne K VIHTepHeTy. B 3TOM Cly4ae Nofo3puTesibHble

dannbl 6yayT nepenaBatbhs 6e3 3aaepkek. MoXKHO nepefiaBaTb
nofo3puTesnbHble banibl Bo Bpems o6HoBneHUs. ECim BbibpaHa

3Ta GyHKUMSA, NOJO03pUTE/bHbIE hanbl ByayT HaKanaAMBaTbCA

1 3arpy>kaTbCs Ha cepBepbl nabopatopuu ESET BO Bpems
0B6HOBNEHMS.
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DUNLTP UCKNIOHEHUS

He Bce dpannbl LOMKHbBI NepefaBaTbCs B nabopatopuio ESET. ®unbtp
WCK/IIOYEeHMS NO3BOSET UCKIOUYUTDL U3 Nepefadun onpeneneHHble
dannbl nam nanku. Hanpumep, MOXXHO UCKIYaTb Garbl,
cofiepxatine KOHOUAEHLMANBHYIO MHGOPMaLMIO (OKYMEHTbI UK
3M1eKTPOHHbIe Tabnnubl). CamMble pacnpoCcTpaHeHHble TUMbl Gaiios
MCKoYeHbI Mo ymondanuio (Microsoft Office, OpenOffice). Mpwu
HEobX0AMMOCTU CMNCOK UCKTOYEHNI MOXKHO PACLLUMPUTb.

Anpec 3n1eKTPOHHOW NOYTbl

ALpec 3neKTPOHHOM NoYTbl NepeaaeTca B ESET BMecTe

C NoA03puUTeNbHbIM GaNIOM 1N MOXeT HbITb MCMOb30BaH /18 3anpoca
[LOMNONHUTENbHON MHDOPMALLMK, HEOOXOAMMOW AN aHanm3a
nepefaHHbix Gannos. EC1M BONPOCOB HET, M0Nb30BaTe/b He

NoJlyYNT HMUKAKOrO OTBETA Ha nepeaadvy Gpanios.

4.7.2 CraTtucTuka

Cuctema cBoeBpeMeHHOro obHapyxeHnsa ThreatSense.Net cobupaet
AHOHMMHY MHDOPMALLMIO O KOMMbIOTepax Nosib3oBaTesnen,
KOTOpas MOXeT MMeTb OTHOLLIEeHWE K HeJaBHO NOABMBLUNMCSA
yrposam. 3ta MHpopmaLma MOXKET COAepXKaTb UMA BMpYCa, AaTy

1 Bpems 0b6Hapy>eHuns, Bepcmio aHTusmpyca ESET NOD32, Bepcumto
onepaLyoHHOW CMCTEMbI KOMMbOTEPA M MHPOPMALMIO O ero
pacnonoxeHunn. OBbIYHO CTATUCTUKA NepefaeTca Ha cepsep ESET
OAVIH WU Ba pas3a B [leHb.

MpvMep nepefaBaeMoro naketa co CTaTUCTUKOMN:

utc_time=2005-04-14 07:21:28

country=“Russia"“

language=“RUSSIAN"™

osver=5.1.2600 NT

engine=5417

components=2.50.2

moduleid=0x4ed4f4d4l

filesize=28368

filename=C:\Documents and Settings\Administrator\
Local Settings\Temporary Internet Files\Content.IES5\
C14J8NS7\rdgFR1463[1].exe

S o W HE S HE %R o o

Korpa nepepasatb

B pasgene «Korpa nepepgaBaTb? MOXXHO HACTPOUTbL Bpemsa

nepega4v CTaTUCTUKKU. ECn BbIGpaH BapmnaHT «Kak MOXHO ckopee»,
cTaTmcTmyeckas nHGopmaLms oTnpasaseTcs cpasy nocie co3faHus.
DTOT BapUaHT NOAXOAUT ANF CUCTEM C MOCTOSAHHbIM MOAK/MOYEHMEM
K MHTepHeTy. Ecan BbibpaH BapraHT «Bo Bpems 06HOBeHUNA»,
cTaTmcTmyeckas nHGopmMaLms coxpaHaeTcs 1 nepefaeTcs

BO BpeMs 06HOBNEHMS.

CWcTema CBOEEPEMEHHOTD OBHApYKEHNA \ |

MNosospyTenseie danns | Cramemis | Mepesasa

Cramcika

BKniounTs Nepeaayy aHOHMMHOR CTETMCTUMECKOR MHPOPMBELIN

Kor pa nepegasate
() Kak moxHo ckopes
@) Bo Bpema 0GHOBNEHMSA

CTamMCTMYEcKan MHPOPMBLAA SHOHMMHE 1 HE COLBPIKMT HMKEKIX IMYHEDC
MMM KOHPHASHUMANEHED A3HHELK.
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4.7.3 Mepepava

B 3TOM pasaene MOXHO BblbpaTb cnocob nepefayu pamnnos

N CTaTUCTMHECKOM MHDOPMAaLIMK CpeaCcTBAMM YAANEHHOrO
aAMUHUCTpUpOBaHMA ESET nan HenocpeacteeHHo B ESET.

[ns TOro 4Tobbl NOA03pUTENbHBIE Balbl U CTaTUCTUYeCKas
nHdopmauma goctasnsannce B ESET, BbibepuTe napameTp
«CpeacTBamMum yaaJeHHOro aAMUHUCTPUPOBAHUSA NN
HenocpeacTBeHHo B ESET». Ecnuv 3TOT mapamMeTp yCTaHOB/IEH,
dannbl n cTatucTuka byayT nepefaBaTbCs BCEMU AOCTYMHbIMU
cpeacteamu. Mpu nepefaye NoA03pUTENbHbBIX GaNNO0B CpeacTBaMm
yOaneHHoro aAMMHUCTPUPOBAHMSA OHU NOMNaAatoT Ha cepeep
yOaNeHHOro aAMMHUCTPUPOBAHMS, @ 3aTeM nepefaroTcs B
nabopatoputo ESET. Mpwu Bbibope BapnaHTa «HenocpeaCcTBEHHO
B ESET» nofo3putensHble Ganabl U CTaTUCTUKA OTNPABAAIOTCA
nporpammMou B nabopatoputo ESET Hanpsimyto.

—
CMCTEMA CEOEBPEMEHHOTD ODHAPYXKEHNA 7=
TMogospurensHeie dainel | Cramcmica | [epenava |

PacripocTparenie nepemaum

= CPECTEEMN YO2NEHHOM BAMAHNCTRMPOBEHNA MMM

= nenocpencTeento s ESET

(@ CpencTeamMn yOaNeHHOrQ 8AMHHHCTRHPOBAHUA

() Henocpepcteenro 8 ESET

Mepepats ceiivac
Kaw: 1%
KonusecTso npegrasHaseHsn AnA nepegaus eaitnos: 0
[ Bec xypran

N4 nepefayn oTNOKeHHbIX Ganaos MCNob3ynTe KHOMKY «MepeaaThb
cenyac». HaxxmuTe 3Ty KHOMKY, YTO6bI nepeaats daibl M CTaTUCTUKY
He3aMeaUTeNbHO.

YCTaHOBUTe GaXKOK «BeCTU XXypHaN», 4To6bl BKIOYUTb PErMCTPaLUIO
cobbITUI Nepeaayn nHdopmaumm n darmnos. Mocne Kaxaon
nepefayv Nofo3puTenbHbIXDAMIoB UAN CTATUCTUYECKON
MHbOPMaLLMM CO3LAETCA 3aMNMUCh B KyPHae COBbITUN.

4.8 YpaneHHoe agMUHUCTpUpOBaHUe

YaaneHHoe afiMUHNCTPUPOBAHME ABASIETCS MOLLHbBIM MHCTPYMEHTOM
AN NOAAEPXKKM MONUTUKN 6E30NaCHOCTM 1 NoAyHeHma MHGOoPpMaLLUn
06 06LemM ypoBHe 630MacHOCT B CETU. DTO 0COBEHHO NONe3HO

B 60/IbLLIMX CeTAX. YAaNeHHOe aAMUHUCTPUPOBaHMeE NOMOoraeT

He TONbKO MOBbLICUTb YPOBEHb 6€30MaCHOCTW, HO M YIPOCTUTb
yrpassieHne aHTuBMpycom ESET NOD32 Ha paboymx cTaHLUmMSX.

HacTponkun yaaneHHoro agMMHNUCTPUPOBAHUSA AOCTYMHbI U3 FAaBHOMO
OKHa aHTuBMPpYyca ESET NOD32. MepenanTe K pasaeny «Hactponkm» >
«BBOJ, BCEro epesa pacliMpeHHbIX napaMmeTpoBs» > «PasHoe» >
«YpaneHHoe afMUHUCTPUpPOBaHUE».

ESET NOD32 Antivirus (7=
P esj
Hacrpoiika e
[+ 38ILVITA OT BHDYCOS W LIMHOHCKYX Mporpamn | YASNEHHOS BAMAHMCTRMPABAHHE
~ OBHoBnerie [FIMoaKnoTEES K CEpBEpY YARNEHHOrO AAMHHACTPMPOBEaHIS
(- Cryebireie nporpams! -
WrTepdeiic WHTEPEEN MEXAY NOAKIKIMEHHANA K CEpBepy (M1H, ]
E-Paztoe (® OcHosHO# cepsep
Mpokon-cepsep . o
o () fononHmTensH cepaep
VAaneHHoS aAMMHACTpHpOBEHHE O e
VIHTENPALYA € NOTOSEIMA KIMEHTEMA p— -
‘ | ‘ 22 |
[OCTYN K CEPBEDY YAANEHHOTD AMMMHACTPMPOBEHVA S3LLHLLEH NapOnEn
Mapons:
HUKOT 213 HE MOAKTKOUSTHCR K CEPSEDY M0 HESAILVILERHONY COSAUHEHIIO
¥oK Orwera Mo yMonuaHKQ

[ns TOro 4To6bl BKAOYUTD peXxnm yganeHHoro aaMMHMCTpUpoBaHug,
B OKHe HaCTpoeK yCTaHOBUTE ¢na>|<0|< «MoaKNUYNTbCA K cepsepy
yAa/NleHHOro afAMMHUCTPUPOBAHNAY. 3aTEM MOXXHO HACTPOUTb
HKenepevmcieHHble napamMeTpbl.

- «Appec cepBepa» — CeTeBOW afpec cepeepa yAaNeHHoro
aAMUHUCTPUPOBAHUS.

*  «MopT» - NOpT, MCMONb3yeMbI A1 NOAKIIOYEHNS K CepBepy
yOAJIEHHOro aAMUHUCTPUPOBaHNSA. PEKOMeHAyeTCs OCTaBUTb
NOPT NO YMOYAHWNIO —2222.

°  «MHTepBan MeXAay NoaKI4eHUsaMU K cepeepy (MUH.)» —
4yacToTa, C KoTopow aHTKBMPYC ESET NOD32 nogkntoyaercs
K CepBepy yAaJIeHHOro aAMUHUCTPUPOBAHNA 419 OTNPaBKU
[JaHHbIX. lpyrmmum C10BaMu, nosie COAepXXnT BPEMEHHOMN
MHTepBasn OTnpaBkn MHPOPMaL MK Ha cepBep. ECn ycTaHOBEHO
3Ha4yeHve O, JaHHble OTNPaBAAOTCS C UHTEPBAJIOM B 5 cekyHA,.

*  «JloCTyn K cepeepy yAaNeHHOro agMUHUCTPUPOBaHUSA
3almLLeH naposiem» — No3Bo/seT BBECTU Naposb As
NOAK/IYEHMS K CepBEPY YAaNIEHHOMO aAAMUHUCTPUPOBAHNA
(ecnn 310 HEOBEXOAMMO).

HaxkmuTe kHonky OK, 4To6bl NOATBEPANTL M3MEHEHWS N MPUMEHUTL
napameTpbl. OHKM ByayT NCNONb30BaHbI AHTUBMPYCOM ESET NOD32
015 NOAKNOYEHWSA K cepBepy YAaNeHHOro aMUHUCTPUPOBAHUS.

4.9 JluueH3usa

BeTka «JlnueHsua» ciy>XuT A yrnpasieHns IMLEH3NOHHbIMMN
Kto4amMu K aHTueupycy ESET NOD32 v apyrvm npoayKtam

ESET. Mocne npnobpeTeHns npoaykTa BMecTe C K/toYaMu
npeaocTaB/ATCA UM N0/b30BaTeNsd 1 Naposb. g Toro

4TO6bl {O6ABUTb MW YAANUTD INLEH3MOHHbIV KHOY, HAKMUTE
COOTBETCTBYIOLLYIO KHOMKY B OKHE MeHeaKepa nLeH3nn. MeHeaxkep
JIMLLEH3MI AOCTYNEH B filepeBe PaclUMPEeHHbIX MapaMeTpoB B pasjesne
«PasHoe» > «JIMLLeH3UUn».
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ESET NOD32 Antivirus

Hacrpoiika

3BT OT BMPYCOB 1 LUMMOHCKIX MOTaMH
£ OBHOBNEHME
CryxeBHele NporpanMe!
ViTepdieiic
B} Pasnoe
Mpokcu-cepeep
- Maugrsm
i+ YRaneHoe agMHHHCTPHDOBaHYE
£ MHTErPaLMA € NOUTOBLIMA KNMEHTaMA

E=D
Mauerism
e Bnapeney, Kon.. Wcrederi...
Yaamme | [ Saxazars...
[ @®ok | [ omesa | [noymonsauc
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JIVLLEH3MOHHBIN K/THOY ABNSETCS TEKCTOBbIM GaiioM, CoaepXKaLm
NHPOpMaLMIO 0 NpruobpeTeHHOM NpoaykTe (Bnaaenew MLEH3NN,
KOZIMYECTBO INLIEH3WNIA 1 JaTa UCTeYeHUS CpoKa AeNCTBUA IULEH3UM).

OKHO MeHeyKepa NINLLEH3MIA MO3BO/IAET 3arpy»kaTb U NpOCMaTpMBaTh
COAEPXKMMOE INLLEH3NOHHbIX K/THOYEl C MOMOLLbIO KHOMKM
«[,06aBUTbL». COAEPXKMMOE JINLIEH3MOHHOIO K/llo4a 0ToBpakaeTcs

B OKHE MeHezpkepa. 118 TOro 4Tobbl yaanuTb Ganibl AMLEH3IUN 13
CANCKA, HAKMUTE KHOMKY «YAaNIUTb?».

ECnn cpoK AeNCTBMSA TNLEH3UOHHOTO K/tOYa UCTEK M HeOBXOAMMO
NPOAO/IKMUTL MCMOJIb30BAHME MPOAYKTA, HAKMUTEKHOMKY
«3akasaTtb». B pesysibTaTte OTKPOeTCa COOTBETCTBYIOLLMIA pa3aen Be6-
canTa KomnaHum ESET.



5. OnbITHbIY NONb30BaTe/b

[laHHasa rnaBa CoAepXXUT onmcaHne GyHKLUUM aHTMBMPYCa

ESET NOD32, KoTOpble MOryT OKa3aTbCA MNOMe3HbIMU AN
60/bLUMHCTBA OMbITHbLIX MOIb30BaTENeN. DTW NapamMeTpbl U GYHKLMN
[OCTYMHbI TOJIbKO B pACLUMPEHHOM pexxume. 1515 nepekitoyeHmns

B PaCLUMPEHHbBIA PEXXUM HKMUTE KHOMKY «[epeknoyYmTbCs

B PACLUMPEHHbIN peXXUm» B IEBOM HUXKHEM Y1y [N1AaBHOTO OKHA
nporpamMmmbl Uan HXXMUTe Knasuwm CTRL + M Ha Knasmatype.

5.1 HacTpoiika npokcu-cepBepa

B aHTMBMpyce ESET NOD32 HacTporKku Npokcu-cepeepa
pacrnonoyeHbl B BYX pa3/IMYHbIX pasgenax gepesa paclMpeHHbIX
napameTpos.

MapameTpbl MpOKCU-CepBEPa MOXXHO HACTPOUTb B pasgene
«PasHoe» > «[TpoKcu-cepBep». DTV HACTPONKM NPOKCU-CepBepa
ABNSAIOTCA O6LLMMU /15 BCero aHTuBMpyca ESET NOD32.

STu napameTpbl UCMO/b3YIOTCA BCEMU MOAYIAMM NPOrpamMmbl,
KOTOpbIM TpebyeTca NoAKoYeHne K VIHTepHeTy.

19 HaCcTpoMKM NapameTpoB NMPOKCK-CepBepa Ha 3TOM YPOBHe
yCTaHoBUTe Gaxok «Mcnonb3oBaTh NpoKCU-cepBep», a 3aTeM
BBEAWTE afpec NpoKCK-cepBepa B nose «MpoKcu-cepeep», a TakxKe
HOMep nopTa NpoKcK-cepeepa B nose «MopT».

ESET NOD32 Antivirus 7=
Hactpoiika
3BWUMTA OT BUPYCOB W WMMOHCKIX Mporpati | [POKCH-CEPEEP
F UEHnBJ;EHMa [ Wenonssosats npokcv-cepsep
CrywebHsie MporpaHHE!
MNpokch-cepeep .
Vhrepdeiic Mopr:
: s
£ Pashoe S
) oosocepese AYTEHTUdHALIS Ha NPOKTH-CepEEDe
etz
i VMR MONB30BATENA; Mapons:
- YAaneHHoe anMMHUCTPUpOBaH e
VHTErPaUMS € NOMTOBSIMA KIMEHTaMA
[ ®oc ][ omesa | [noymonsausc

Ecnn TpebyeTcsa ayTeHTUdMKALMSA HA MPOKCM-CepBEPE, YCTaHOBUTE
bnaxok «“AyTeHTUPUKALUS HA NPOKCU-CepBepe», a 3aTeM yKaxKuTe
npaBW/bHOE UMS NMOJIb30BaTesIs 1 NapoJib B COOTBETCTBYIOLLMX
nonsx. HakmmuTe KHoMKy «HamTu Npokcu-cepeep», 4To6bI
aBTOMaTMYeCKM OnpeaennTb U BCTaBUTb NapaMeTpbl MPOKCH-
cepsepa. byayT ckonMpoBaHbl NapameTpbl, KOTOPbIE UCMO/b3YIOTCA
Be6-6pay3epom Internet Explorer. Cnefyet 3aMeTUTb, H4TO faHHble
ayTeHTUdMKaLUM (MMS NONb30BaTENS U NAPO/b) MPU 3TOM He
KOMMPYIOTCS, 1 MONb30BaTe b O/IKEH YKa3aTb X BPYYHYIO.

Kpome Toro, napameTpbl NPpOKCU-CepBEpa MOXHO HACTPOUTb

B pasgese «[ono/IHUTeIbHble HACTPOMKUN O6HOBIEHUSAY

(BeTka «O6HOB/IEHMEY 1ePEBA PACLUMPEHHBIX MAPAMETPOB).

STW napameTpbl NPUMEHSAIOTCA TObKO A5 AAHHOIO Npoduns
0B6HOB/IEHMS U PEKOMEHAYIOTCA A8 MCMONb30BAHMS HA
nepeHOCHbIX KOMMbIOTEPAX, KOTOPbIM HEOHXOAMMO NOJTyHaTb
06HOBIEHMS CUTHATYP BUPYCOB M3 PA3NYHbBIX MECTOMOOKEHWIA.
[lononHuTenbHble cBeAeHMA 06 3TUX NapaMmeTpax CM. B pasgene 4.4
«OBHOBNEHME CUCTEMDI»,

L2 =

JonoaHnTensHeIE HacTpokn

Pooxca HTTP | Noxanrancems

@ Wenonssosats ofilume NapameTpbl NpoKoU-CEpEEpa

() He wcnonssosats npokon-cepeep
() CoegnHeHe Yepes NpoKCU-Cepsep
Mpokcu-cepeep: Mopr:

Mra nonesosarena: Maponk:

] [ Omvena

5.2 MMnopT 1 3KCnopT napamMeTpoB

VIMIOPT 1 3KCNOPT TekyLLen KOHPUrypaumm aHtuemnpyca ESET NOD32
[OCTyNeH TONbKO B PACLLUMPEHHOM pexx1me B pasgene «HacTponkm».

Kak npu nmnopTe, Tak 1 Npu 3KCNOPTE UCNO/b3YIOTCA Ppan/ibl
dopmata XML. Mpoueaypbl UMAOPTA M 3KCMOPTA NOME3HbI 415
pe3epBHOIO KOMMPOBAHWNS TeKyLLEeN KOHPUTypaLnm aHTUBMPYCA
ESET NOD32 npu HeobxoAMMOCTM MCNONb30BaTb €e B Aa/IbHENLLEM
(no nto6o npuymnHe). Kpome TOro, 3KCMOPT NapamMeTpoB Mosies3eH,
€C/IN HYXKHO NepeHecTr onpoboBaHHY0 KOHGUIYpaLMIO aHTUBMPYyCa
ESET NOD32 Ha HecKoJ/ibKo cncTem. B sTom ciy4vae Ha Apyrux
cUCTEMAx HYXKHO MPOCTO MMMOPTMUPOBaTbL Gamn XML.

Lo e

Terywas KoHdwmrypaws ESET NOD32 Antivirus moxeT ObiTh coxpaseHa
B thaiine opmaTa XML 1 Npi HeoBX0AWMOCTH BOCCTAHOBNEHS NOSHE,

WMnopT u 3KkCNopT NapameTpos

MMMopT M SKcnopT

J MIMNOpPTHPOBATE NapaMeTPel

| SKCMOPTUPOSETE NapaMeETPbl

Wna daiina:
C:\Users\vista\Desktop'settings. xml D
5.2.1 DKCNopT NnapameTpoB

DKCNOPTMPOBATb HACTPOMKI O4EHb Nerko. 115 coxpaHeHWa TekyLen
KOHbUrypauum aHTeupyca ESET NOD32 nepenauTe K pasgeny
«HacTpomku» > «<MMNOPT U 3KCNOPT NapamMeTpoB». Bbibepute NyHKT
SKCNopTMpoBaTbh NapameTpbl 1 BBeauTe MM harna KOHGUrypaumu.
M Cnonb3ymTe NPOBOAHMK AN YKA3aHNA MeCTONonoxKeHna damnna
KOHGUrypauunm.

5.2.2 MmnopT napameTpos

Mpoueaypa MMNOpTa NoxoxXa Ha npoueAypy 3kcnopTa. Mepengute
K pasgeny «MIMMNopT 1 3KCMOPT NapaMeTpoBY», a 3aTeM BbibepuTe
NYHKT «MMNOpTUpOBaTb NapameTpbl». HaXMuTe KHOMKY

«... N yKaxknTe parn KOHUrypaumm, KOTopbli He06X0ANMO
MMMNOPTMPOBATh.
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5.3 KomaHaHas cTpoka

Mopay/b 3aWmThl OT BUPYCOB aHTMBMpYca ESET NOD32 moxkeT 6bITb
3anyLieH 13 KOMaHAHOM CTPOKM BPYYHYHO (C MOMOLLLbIO KOMaHbl ecls)
WV B NaKeTHOM pexknMe (C momoLLblo danna bat).

[lng 3anycKka CKaHMpPOBaHUAMO TpeboBaAHMIO U3 KOMAHAHOW CTPOKM
MOTyT BbITb MCMOb30BaHbI NepeyncieHHble HKe napameTpsbl
N apryMeHTbl.

O6wme napameTpbl:
- help

- version

— base-dir = MAMKA
— quar-dir=TAMNKA

nokasaTtb CMpaBKy W BbITY

nokasaTb CBeeHWs O BepCUU 1 BLINTU
3arpysuTb moayan ns MAMKNM

MAMNKA KapaHT1Ha

- aind NoKa3sblBaTb MHANKATOP aKTUBHOCTM
-- auto CKaHMPOBATb BCE XKECTKME ANCKM
B PEXKMME O4NCTKM

O6beKTbl:
- files cKaHMpoBaTb hansbl (Mo yMonyaHmio)
- no-files He CKaHMpoBaTb Ganbl
— boots CKAHWMPOBATb 3arpy304Hble CeKTOPbI

(no ymonyaHuio)
— no-boots He CKaHMPOBaTb 3arpy304HbIe CEKTOPbI
— arch CKaHVpOBaTb apxuBbl (MO yMONYaHwo)
— no-arch He CKaHWMPpOBaTb apXM1BbI

— max-archive-level =YPOBEHb makcnmanbHbii YPOBEHb
B/IOXKEHHOCTW apX1BOB
— scan-timeout = MHTEPBAJ1 CKaHMPOBAaTb apXmMBbl He J0/blue
yKkasaHHoro MMHTEPBAJIA B cekyHAax.
Ecnv Bpems ckaHMpoBaHMs
npeBblILIAeT 3TOT MHTEpBa,
CKAHMPOBaHWe apx1Ba nNpekpaLaeTcs
1 NepexoamuT K cneaytollemy damnny
CKAHWMPOBAaTb TO/IbKO NepBble
(PASMEP) 6aiiT B apxusax (no
YMOHAHMIO «0» — He OrpaHUYeHo)

— max-arch-size=PASMEP

- mail CKaHMpOoBaTb Gan/ibl 31eKTPOHHOM
noyThl

- no-mail He CKaHMPpOBaTb Gan/ibl 31eKTPOHHON
noyThl

- sfx CKaHMpoBaTb
camopacnakoBbIBaOLLMECs apXUBbl —

- no-sfx He CKaHMpOBaTb
camMopacnakoBbIBaOLLMECS apXUBbl —

- rtp CKAHMPOBATb yNaKoBLLMKMN B peXKmMe
peasibHOro BpeMeHu

- no-rtp He CKaHMPOBaTb YMAKOBLLMKM

B peXXnme pea/ibHOro BpemeHu

— exclude =TMATKA nckaodnTh MATMKY 13 ckaHMpoBaHUS

— subdir CKaHMPOBAaTb B/IOXKEHHbIE ManKu
(no ymonyaHuio)
— no-subdir He CKaHMPOBATb BJIOXKEHHbIe Nankm

— max-subdir-level =YPOBEHb makcumanbHbin YPOBEHb
B/IOXKEHHOCTM Nanok (Mo ymMon4aHuio
«0» — He orpaHM4eHo)

- symlink cnefoBaTh MO CUMBOIMYECKUM
ccbinkam (no ymonyaHmio)
- no-symlink nponyckaTb CUMBONNYECKME CChINKN

— ext-remove = PACLLUMPEHWNSA

— ext-exclude = PACLUMPEHNA nckntounts pamnbl
¢ PACLLMPEHNAMM/ (4epes
[BOETOYMA) N3 CKAHMPOBAHMA

MeToabl:

— adware CKaHMPOBAaTb Ha Hanuyune
peKnamMHOro/WnMoHCKoro/
onacHoro Mo

— no-adware He CKaHMPOBAaTb HA Han4me
peKnamMHOro/WnMoHCKoro/
onacHoro Mo

- unsafe CKaHMPOBAaTb Ha Hanuyune
noTeHunanbHo onacHoro MO

- no-unsafe He CKaHMPOBAaTb Ha Han4me
noTeHunanbHo onacHoro MO

- unwanted CKaHMpPOBAaTb Ha Hanuyune
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MOoTeHUKMaIbHO HexenaTenbHoro Mo
He CKaHMpOBaTb Ha Hannyve
MoTeHUWaNbHO HexenaTenbHoro Mo

- no-unwanted

— pattern MCNONb30BaTh CUTHATYPbI

— no-pattern He MCNONb30BaTb CUMHATYPbI

- heur BKJTIOUYMTb 3BPUCTUKY

- no-heur OTKJTKOYUTb 3BPUCTUKY

— adv-heur BKJTIOYMTb PACLLUMPEHHYHO 3BPUCTUKY
— no-adv-heur OTK/OYNUTb PACLUNPEHHYIO 3BPUCTUKY
Ou4umcTka:

- action=[JENCTBUE BbINONHUTL JEMCTBUE Hag,
3apakeHHbIMUN 06beKTaMu.
BO3MOXHbIE eNCTBUS:

none (Hn4yero), clean (O4YUCTUTD),

prompt (3anpocuTb)

— quarantine KOMMPOBAaTb 3apaXkeHHble hansibl
B KapaHTUH (LONONHUTENBHO
K AENCTBUIO)

— no-quarantine He KONMMPpOBaTb 3apaXkeHHble banbl
B KapaHTUH

XKypHanbl:

- log-file=®ANN 3anucbiBaTbh MHGOPMALLNIO O COBbITUYN
B DAMN

- log-rewrite nepesanucbiBaTb Gara XxypHana
(no ymonyaHuio — 406aBNAThL)

- log-all perncTpmpoBaTtb MHGOPMaLUIO
0 He3apaxkeHHbIx parnnax

— no-log-all He perncTpmpoBaTb MHGOPMALNIO

0 He3apaxkeHHbIx dparnnax
(no ymonyaxuio)

BO3MOXHble KOAbl 3aBepLUeHns:

0 —yrpo3sHe 06Hapy»eHO

1 —yrposaHanaeHa, Ho He yaaneHa

10— oCTanncb HeKOTOpbIe 3apaXkeHHble Ganbl
101 - owmnbka apxma

102 - owwnbka goctyna

103 — BHyTpeHHss owmnbka

NMPUMEYAHME:
3HaveHVe Kofa 3aBeplueHns 6onblue 100 03HavaeT, YTo Gpann He 6bin
OTCKAHMPOBAH 1 MOXET BbITb 3apa’keH.

5.4 ESET Syslnspector

ESET SysInspector — 3To npuioXeHue, KOTopoe TLaTe/ibHO NpoBepseT
KOMMbOTEP M 0TOHpakaeT cobpaHHble AaHHble B 0606LLeHHOM BuAe.
Takas nHGopMaums Kak AaHHble 06 YyCTAHOBNEHHbIX ApariBepax

N NMPUNOXKEHUAX, CETEBbIX COEAMHEHMAX U BXKHbIX 3aMUCsAX B peecTpe
MO3BO/ISET ONPefeINTb MPUYMHY HEOXXMAAHHOIO NOBELEHNUS

CUCTEMbI, KOTOPOEe MOI/10 UMeTb MecTO, HanpumMep, BC1eACTBUe
HECOBMECTUMOCTM MPOrpaMMHOro Wav annapaTHoro obecneyeHuns
WA 3apaXkeHn st BpeAOHOCHbIMW NPOrpamMmMamMu.

KomnaHwsa ESET npensiaraet cpefcTso Sysinspector B ABYX
BapuaHTax. OTaenbHoe npunoxexue (Sysinspector.exe) MOXKHO
3arpysuTb € Beb-canTa Komnanum ESET. IHTerpupoBaHHas Bepcus
BK/IlOYEHA B MaKkeT aHTMBKMpyca ESET NOD32 4. [1ns Toro 4Tobbl
OTKPbITb pasgen Sysinspector, nepenamnTe B paCLUMPEHHbIN PeXnM
0TO6PaXKeH A (J1EBbIV HUXKHWIA YO OKHA) U BbIGEPUTE MYHKT
«Cny)xebHble nporpamMmmsbi» > Sysinspector. ®yHKUNOHA/IbHblE
BO3MOXHOCTM W 3/IEMEHTbI yNipaBieHns 06enx Bepcunii OaMHaAKOBbI.
EAMHCTBEHHOE OT/IMYME 3aK/04aeTCs B cnocobe 06paboTim BbIXOAHbIX
[aHHbIX. OTAebHOe NPUIoXKeHWe No3Bo/IAeT 3KCNOPTUPOBATb
CHUMOK COCTOAIHMA cUCTeMbl B XML-parin n coxpaHUTb ero Ha AUCK.
5T0 BO3MOXXHO W B UHTErPUPOBAHHOW Bepcum Sysinspector. Kpome
TOro, MOXHO BOCMO/1b30BaThCA YA06HON hyHKLIMEN COXpaHeHWA
CHUMKOB COCTOSIHUS CUCTEMbI HEMOCPEACTBEHHO B OKHE «AHTUBUPYC
ESET NOD32 4» > «Cny>e6Hble nporpamMmmbl» > «Sysinspector»
(nononHUTeNbHbIE CBeAeHMA CM. B pasgene «5.4.1.4. Sysinspector kak
YyacTb aHTMBMpYCca ESET NOD32»).

MopoxaunTe, noka cpenctso ESET Sysinspector ckaHupyeTt
KOMMbIOTEP. DTO MOXKET 3aHATb OT 10 CeKYHA, O HECKONTbKUX MUHYT
M 3aBUCUT OT KOHbUrypaumm 060pya0BaHMS, ONepaLNoHHOM
CUCTeMbI M KONYECTBA YCTAHOBNEHHbIX MPUIOXKEHUN.



5.41 UHTepdelic nonb3oBaTens U paboTa B NPUIOXKEHUN

[N8 NpoCTOTbl MCNONb30BAHMS [1ABHOE OKHO Pa3feNieHo Ha YeTbipe
4acTW: CBEPXY HAXOAATCS INEMEHTbI yIpaBAeHNs NPOrpaMmMon,
CleBa — OKHO HaBUraLmm, cnpasa no LEeHTPY — OKHO OnucaHus,

a crnpasa BHM3Y — OKHO NOAPODBHbIX CBeAEeHWN .

@c ET NOD32

-VISTA-VIRTUALPC-090124-2332.7ip - ESET Syslnspector

Gaiinv [lepesov Coucorw.

ESET Sysinspector

ESET NOD32 Antivirus

v ownmpa Touro
L i b rpomem prca 1.4 flova (s

Pazgen cocronrus: 3arpyennbie npouecce: b svchost.exe
D] s21pyxennbie npouecce: Mpouece My PID Vs nonssosare
Cetestie nopwniouesA
Baxcie 3anuch peecrpa 3arpyxennie npouecc! i
B s system o E
B Apaiisepa system 4
B Konrmsecune daiim » (17 searchindexer.exe 236 NT AUTHORITYASYS
[ Coeaerma o cncreme . =
. Coeacinn o daiine 7 smss.exe 352 NT AUTHORITVASYS
B 0 nporpanme » [ csrss.exe 415 NT AUTHORITYASYS
» & wininitexe 156 NT AUTHORITVSYE
» B crss.exe 164 NT AUTHORITRSYS
» Ml winiogon.exe 500 NT AUTHORITVSYS
{ * [ services.exe 528 NT AUTHORITYSYS
7 > @ Isass.exe 544 NT AUTHORITYASYS
> B Ism.exe 552 NT AUTHORITYASYS
» & svehostexe 72 NT AUTHORITYSYS ~

« I v
=7 e:\windows\system32\svchost.exe

BryTpenee uwa suchost.exe -

rrep—— Microsoft® Windows® Operating System |
Bepcua gaitna 6.0.6000.16386 [vista_rtm 061101 -2205)
Ha3sgaHue KOMNaHHK Microsoft Corporation

Host Process for Windows Services

Cocroanne sanmcn v || Onucanwe gaiina

o o >

e

5.4.1.1 DneMeHTbl ynpaBaeHus NporpaMmmMon

B 3TOM paspesie onucaHbl BCe 3/1IeMeHTbl yrpaBieHuns, OCTyNHble
B ESET SysInspector.

«dann»

Mo3BONSIET COXPAHUTL TEKYLLMIA OTHET A1 MOC/IEAYIOLLErO U3yYeHMS
WM OTKPbITb PAHEEe COXPAHEHHbIN OTYeT. ECM 0TYeT npefHa3HavyeH
ONd ny6anKaumMm, pekoMeHayeTcs co3aaTh ero B dopmare,
noaxoAALLEeM A8 OTNPaBKK. B oT4YeTe TaKoro TMna oTcyTCTBYeT
KoHdMAeHUManbHas MHGoOpMaLmS.

MpumeyaHue: Ymobbl npocmompemb COXpAHeHHble paHee omyembl
ESET SysInspector, 0ocmamo4yHo npocmo nepemawiums Ux 8 2AaéHOe OKHO
npozpammbl.

«[lepeBo»
Mo3BoONAET pa3BepHYTb UM CBEPHYTb BCE Y3/1bl.

«Crnucok»

CopepxnT GyHKLMK, obneryaroLime nepemMeLLeHne B npegenax
nporpamMmbl, a Tak)e npodne GyHKLUK (HanprmMep, 414 noncka
NHpOpMaLMK B IHTEpHETE).

BHUMaHwme! SnemeHmel, 8bi0eneHHbIe KpaCHbIM UBEmom, s18ASHmcs
Heu3gecmHbIMU, N03MOMY NPO2PamMmMa nomeyaem Ux KaK NOMeHuudanbHo
onacHvle. Ecau 3AemeHm 8bldeneH KpAacHblM, 3Mo He 03Haydem, 4mo

€20 MOXXHO y0anump. eped yoaneHuem y6edumeckb 8 mom, 4mo dalinbl
delicmaumenbHO ONACHbI U He S8ASKMCS HE0bX0OUMbIMU.

«Cnpaska»
CoepXXnT cBeieHNs O MPUNOXKEHUN U ero GYHKLUSX.

«MoppobHee»

[lononHsaeT cBefieHns, oTobpaXkaemble B APYrmx CeKLMAX FMaBHOIoO
OKHa, yrnpoluias TeMm cambiM paboTy C NporpamMmMoi. B «6aszogom»
pexxrMe Nonb3oBaTesb UMeeT 4OCTYN K UHDOopMaLmm, Heobxoanmon
AN MONCKA peleHnin CTaHAAPTHbIX NpobaemM B cucteme. B «cpedHem»
pexxunme ESET Sysinspector oTobpakaeT cBefeHus, KOTOpble
MCNONb3YHOTCA pexe, a B «NoAHOM» 0TObparkaeTcs BCA MHGopmaumns,
HeobxoamMmas Ang pelleHnsa Hanbonee HeCTaHAAPTHbLIX Npobiem.

«DUNBTPaLUA 31EMEHTOBY

Mcnonb3yeTca ans novcka nofo3puTebHbix Ganios nam sanmncein
B peecTpe cucTembl. C MOMOLLbHO MOI3YHKA MOXHO GUIbTPOBATH
3/1EMEHTbI M0 MX YPOBHIO pUCKa. EC/IM NOM3yHOK yCTaHOBNEH

B KpaiHee f1eBoe nosioxkeHue (yposeHb purcka 1), oTobpakatoTcs

BCe 3/1eMeHTbI. NPy NepeMeLLeHnm Mo3yHKa Brpaso NporpamMmma
6yLeT OThOUNETPOBbIBATH BCE 3N1IEMEHTbI C YPOBHEM PUCKA, MEHBLLNM
TeKyLLLEro YPOBHSA, Y 0TO6PA3UT TOJIbKO Te 3/1eMEHTbI, YPOBEHb

MOA03PUTEILHOCTU KOTOPbIX BblLLIE OTO6PAXKAEMOrO YPOBHS.
ECNV NON3yHOK HAXOAMTCS B KpanHeM NpaBoM MOOXKeHMM, NporpaMmMa
oTo6parkaeT TObKO ornpeAeNneHHO BPeOHOCHbIE 3/1EMEHTbI.

Bce anemMeHTbl C ypoBHEM pUCKa 0T 6 4,0 9 MOTyT HbITb ONACHBIMMW AN18
cucTemMsbl. ECIM He MCNob3yeTcs HU OAHO peLleHme Ang obecneyeHns
6e30MacHOCTM OT KOMMaHWU ESET, peKoMeHAyeTCs NoC/Ie HAXOXKAEHM S
nNporpamMMHOM TaKOro 3/1eMeHTa NPOBEPUTb CUCTEMY OHAANH=-
ckaHepoM ESET. OHnamH-ckaHep ESET pacnpocTpaHsaeTcs becnnatHo
W A0CTyNeH Ha cTpaHuue http://www.eset.eu/online-scanner.

MpumMeyaHue: YposeHb pucka 3nemeHma Aezko onpedeasiemcst nymem
CpasHeHUs usema 3neMmeHma c usemom Ha NoA3yHKe ypoeHe!] puckos.

«Mounck»

OYHKLMA NONCKA MCNONb3yeTCs AN ObICTPOro HAXOXKAEHWNS
KOHKPETHOTO 3/1eMeHTa MO ero Ha3BaHMIo UM HaCTU HAa3BAHUS.
Pe3ynbTaThl NOMCKA 0TOHPpaAXKAOTCS B OKHE ONMUCAHMS.

«Bo3Bpat»
C NOMOLLLbIO CTPeNIOK Ha3aA v Bnepes MOXXHO NepexoiuTb B OKHe
onmncaHusa K paHee oTobpaxkeHHOM MHGOpMaL K.

«Paspgen coctosHUA»

OTobpakaeT TeKyLMA y3e B OKHe HaBUTaLLUN.
5.4.1.2 Hasurauus B ESET Sysinspector

ESET SyslInspector pacnpegensieT pa3HoobpasHble TUMbl HGOpMaLLUK
B HECKONbKO 6a30BbIX Pa3fesnos, Ha3biBaeMblx y3namm. YTobbl
NolyYNTb LLONONHUTE/IbHbIE CBeAEeHNS O KAKOM-TM60 13 pa3fenos,
pasBepHMTE BNIOXEHHbIE y3/1bl COOTBETCTBYIOLLErO y31a. YT0bbI
OTKPbITb (pa3BepHyTb) y3e, ABXKAbI WEeNKHUTE N0 Ha3BaHMio y3na
6o wenkHuTe 3Hayok B uan 5 pagom ¢ HaseaHuem y3na. Mpu
nepemeLLeHn No ApeBOBUAHON CTPYKTYPE y310B B OKHE HABUraLMK
0 KaXA0M U3 HUX LOCTYMHbI pa3/iMyHble CBeAeHNs, oTobpaxkaemble

B OKHe onucaHusa. Npuv nepexofe K KOHKPETHOMY 3/1eMeHTY B OKHe
onmMcaHnsa B okHe NoApobHOM MHDOPMaLMm OToBpakaroTcs
OOMONHUTE/IbHbIE CBELleHUS O HEM.

Huyke NnpefcTaBneHbl ONMCAHMSA INaBHbIX Y3/10B B OKHE HaBUraumm
N OTHOCALLENCS K HUM MHbOPMALMKM B OKHAX OMMCAHNS U MOAPO6HbIX
CBeEeHUN.

«3anyuweHHble npoueccbi»

oTO0T y3e/1 COAEPXKUT CBeeHMA O MPUNOXKEHUAX N nMpoLleccax,
BbIMOJIHAEMbIX BO BpeM$ CO34aHMSA 0T4eTa. B OKHe onncaHus MoryT
6bITb OOCTYNHbI AOMONHUTENbHbIE CBEAEHNSA O KaXKA0M M3 NMpoLeccos,
HanpmMep Ha3BaHUA AUHaAMUYECKUNX enbnnoTex, MCnoib3yeMbIX
npoLueccom, N nx MeCctoHaxoxxgeHme B CMCtemMe, Ha3paHune
NOCTaBLWKMKa NPpUNOXKeHUS, YypOBEHb PUCKa U T. M.

B okHe nofpobHoM nHdopMaL MM cofepkaTcs LONONHUTENbHbIe
cBefeHus 06 3nemMeHTax, BbIbpaHHbIX B OKHE OMMCcaHKNs, Hanpumep
pasmep danna unm ero xau.

MpumeyaHue: J1t06as onepayuoHHAs cucmema cocmoum u3

HECKOAbKUX 8AXKHbIX KOMINOHEHMOo8, Komopble NOCMOSIHHO 8bINOAHSOMCS

u obecnequsarom pabomy 6a308biX U KU3HEHHO 8AXKHbIX PYHKUUL 0As1 Opy2ux
N0Ab308aMeEAbCKUX NPUAOKeHUL. B omaeabHbIX cay4asx makue npouecchl
omobpaxkatomcs 8 npozpamme ESET Sysinspector ¢ nymem, Ha4UHaoWumcs
C cuMB0A086 «\??\». Smu cumeoAbl obecneyusarm onmumu3sayur 0o 3anycka
Makux NpoL.eccos U ¢ MoYKU 3peHust cCUCmembl 18ASIOMCS 6e30nNacHbIMU

U npasuAbHbIMU.

«CeTeBble coefiJUHEHNA?

B oKHe onmncaHms nepeymncieHbl MpoLEecchbl v MpUIOXKEHNS,
obMeHmBatoLWwumecs AaHHbIMIM Yepes CeTb C MCNOIb30BaAHMEM MPOTOKONA,
BbIGpAaHHOr0 B OKHe HaBurauum (TCP uamn UDP), a Takxke yaaneHHble
azpeca, C KOTOpbIMW 3TV MPUTOXKEHUS YCTaHABINBAKOT COeAMHEHNS.
MO>XHO Tak>Ke NpoBepuTb NPUCBOEHME AOMEHOB IP-agpecam.
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B okHe nofpobHOM MHPOPpMALMK CoAepKaTCsA LONOHUTE/bHbIE
cBefeHMs 06 3neMeHTax, BbiIbpaHHbIX B OKHE OMMCcaHMs, HanpumMep
pasmep panna nnm ero xauu.

«Ba)kHble 3anncu B peectpe»

CoepXXnT CMCOK ONpefeNneHHbIX 3anuncen peectpa, KOTOpble 4acTo
6bIBAOT CBA3AHbI C Pa3IMYHbIMK NpobnemMamMm B cucTeMe: Hanpumep,
ABTOMATMYECKM 3arpy>kaemble Nporpammbl, 06beKTbl MOAY S
noaAepXxku obospeBatens n T. m.

B OKHe onmcaHus TaKkke MoryT 6bITb MepeyncieHbl arbl,
CBSI3aHHbIe C OTAENbHbIMW 13 3TUX 3anucen. B okHe NoapOo6HbIX
CBeAEHMN MOXeET HbITb NpeacTaB/eHa LONOAHUTEIbHAA
MHbopMauns.

«Cnyx6bi»

B OKHe onmncaHnsa nepeyncieHsl Gasibl, 3apermcTpupoBaHHble
B KayecTBe cyxx6 Windows. B okHe noapo6HbIx CBeAeHUN
MOXHO NMPOBEPUTb CMOCOH 3amnycka cy>X6bl, & Tak)Ke HEKOTOPYHO
LLOMOSTHUTENbHYI0 MHPOPMALMIO.

«[lpaiiBepbi»
CnuncoK ApanBepoB, yCTAHOB/IEHHbIX B CUCTEME.

«Kputunyeckue daninbi»
B OKHe onmncaHnsa oTobpaxkaeTcs coaep>KMMOoe KpUTUHECKN BadKHbIX
darnnoB onepaunoHHom cuctembl Microsoft Windows.

«MHPopMaLmsa 0 cucteme»

Copep>xunT noapobHble cBefeHMs 06 060pyA0BaHUN WU MPOrpaMMHOM
obecneyeHunm, a TakKe CBeAeHNs O NepeMeHHbIX OKPYXXeHMS 1 NpaBax
nosnb3oBarens.

«CBepeHus o panne»

CrMCOK BaXKHbIX CUCTEMHbIX GarioBs 1 Ganios 13 nanku
Program Files. B okHax onucaHmns 1 Noapo6HbIX CBEAEHUIA MOXKeT
oTobpaXxkaTbca AONOAHUTENbHASA MHDOPMaLMA O Gannax.

«O nporpamme»

CBefeHna o nporpamme ESET Sysinspector.
5.41.3 CpaBHeHue

OYHKLUMA CpaBHEHMS NO3BOISET MOb30BaTe/I0 CPABHUTHL ABa
CyLLECTBYHOLLMX XXypHana. Pe3ynstaToM BbINOHEHMS 3TON KOMaHZbI
ABASETCSH HAOOP 3N1eMEHTOB, He COBMAAAIOLLMX B 3TUX XKypHaNax. 1o
NO3BOJIIET OTCNEXWBATb M3MEHEHMS B CUCTEME — TakMM 06pa3om
MOXHO, Hanpumep, 06HapPY>XNTb AesTeNbHOCTb BPeAOHOCHbIX
nporpamm.

Mocne 3anycka NpuaoXeHme co3AaeT HOBbIM XKypHas, 0ToObpaskaeMbii
B HOBOM OKHe. YTO6bl COXPaHUTb XXypHan B Garn, BbibepuTe NyHKT
«dann» > «CoXpaHUTb XXypHan». arinbl XypHana MOXKHO OTKPbITb
1 MPOCMOTPETb M03Xe. YTOObI OTKPbITh CYLLECTBYOLLNI XXYPHA,
BblGepuTe NyHKT MeHio «®ann» > «OTKPbITb XXYpHan». B rnaBHoM
OKHe nporpammebl ESET SysInspector Bceraa otobpakaetcs TONbKO
OAVIH KypHar.

MPUHLMN CpaBHEHMA ABYX KYPHA/I0B 3aK/IK0HAETCS B CPABHEHWUM
AKTVMBHOIO XKypHana ¢ >kypHanom n3 gpamnna. [ns CpaBHeHMS XypHANOB
BOCMO/b3yNTECh KOMAHAOM «Dain» > «CpaBHUTb XXypHan»

1 BbibepuTe NyHKT «Bbi6paTb ¢pain». BolbpaHHbIN XXypHan byaeTt
CPaBHEeH C aKTVBHbIM )XYPHaJIOM B [IaBHOM OKHe NporpamMmbl. byget
oTObpaXkeH TaK Ha3blBaeMbll CPAaBHUTE/bHbIV XXYPHas1, COAEpPXaLL N
pasnnyms Mexxay AByMS CPaBHUBAEMbIMU XKypHaNaMU.

MpumeyaHwme. [1n9 cpagHeHus 08yX KYpHAA08 8blbepume nyHKm «Patia» >
«CoxpaHumb XYpHaA» U coxpaHume XKypHan kak ZIP-¢atin. Bydym coxpaHeHbl
06a ¢atina. Ecau no3xxke omkpbimb makol ¢atia, asmomamuydecku bydem
8bINOAHEHO CpaBHeHUe COOepPXKAaULUXCcsl 8 Hem XKYPHAnoe.

Panom c oTobpa)kaeMbiMuM 3n1eMeHTamMu B Sysinspector nomelaroTcs
CMMBO/bI, 0603HaYAOLLME PA3NNYNST MEXKAY XKYPHANAMMW. DNIEMEHTHI,
OTMeYeHHble 3HaKOM ™, HAXOAATCS TOJIbKO B aKTUBHOM XypHase
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1 OTCYTCTBYIOT B XKypHasie, OTKPbITOM AJ1 CPABHEHWSA. DNIEMEHTHI,
OTMeYeHHble 3HakoM ¥, MpUCYTCTBYIOT TO/ILKO B OTKPLITOM XYypHasne
M OTCYTCTBYIOT B aKTVBHOM.

OnuncaHve BCex CMMBOJIOB, KOTOPbIe MOTYT 0TO6PaXKaTbCsl HANPOTUB
3/1EMEHTOB:

# HOoBOe 3HaYeHMe, OTCYTCTBYET B NMpeablAyLLEM XypHane;
Os pasgesne ApeBOBUAHON CTPYKTYPbl COAEPXKATCA HOBbIE 3HAYEHUS;

= yAaneHHoe 3Ha4YeHMe, NPUCYTCTBYET TONbKO B NPeablayLLen BEpCUM
KypHana;

& & pasgene ApeBOBMAHOI CTPYKTYPbI COAEPXKATCS YAANEHHbIE
3HaYeHus;

% 3HaYeHMe UKW hann GbiIn U3MEHeHbI;

B paszesie peBOBUAHON CTPYKTYPbl COAEPXKATCSA M3MEHEHHbIe
3HAYEHNA UK bansbl;

S ypoBeHb pUCKa CHU3UICSA UK Bbi BbILLE B MPeblayLien Bepcum
XypHana;

M ypoBeHb puUCKa yBEMYMICA UK BbiT HUXKE B MpeblayLien BepCum
XypHana.

B ceKLMY B IEBOM HDKHEM YI/ly OTOB6paXkaeTcs onmncaHme Bcex
CMMBOJIOB, @ Tak>Ke Ha3BaHMS CPABHMBAEMbIX )KyPHAOB.

COCTOAHHWE 3aMWCH b4

TesyLupi 3ypHaT Sysinzpector-VISTA-VIRTUALPC-050124- 2345 xmi [3a
Mpegmayuss xypran: Sysinspector-VISTA-VIRTUALPMC-090124- 2332 xmi
CpzEsems: [PezyaeTaT cpsEresMR]

<,

CpaBHWTE Neredbl 3HaYKoB

+ Jofzsenerrui ofeesT

= ¥aanewsmi ofvee

o ¥aanenssii S

S ColToRHRE 55110 NOHKAERD

[ Jofsenersme ofeesmel E EETHY
) ¥oanerrme ofkesTyl v3 BETHH

2 Jofaeasmsme wne Y13 sseme
ofLeT B EETHE

A Cormormse Suuio NOELILEHD [ ¥gznerrme Safim & geTee

Jto60W CpaBHUBAEMbIN KYPHA MOXXHO COXPaHUTb B haiin 1 OTKPbITh
ero rnosxe.

Mpumep.

Co3panTe XKypHan, CoaepXKaLLmi UCXOLHY MHGOpMaLMIo 0 cucTeme,
1 coxpaHuTe ero B Gana C Ha3BaHWeM «npeablaynin.xmi». Nocne
BHECEHU s M3MEeHeHW B CUCTeMy OTKpoMTe Sysinspector n co3ganTe
HOBBbIN XypHasn. CoxpaHuTe ero B Gam C HazBaHWeM «TekyLLMn.xm».

YTObbI OTCNEAMTD PA3INUNA MEXAY STUMUN ABYMS KYPHANAMU,
nepenanTe B MeHto «®@amn» > «CpaBHUTb XXypHaa». Nporpamma
CO3[1aCT CPAaBHUTE/bHbIN XXYyPHa, COAepXKaLLUM PA3INYUAMUN MEXIY
CpPaBHMBAEMbIMU XXyPHANAMMU.

TOT e pe3ynbTat MOXKHO MNOYyYUTh C MOMOLLbIO C/lefy oL X
napameTpoB KOMaHOHOM CTpOKMWU:

Syslsnpector.exe mekywul.xml npedbidyuut.xml

5.4.1.4 Sysinspector kak yactb aHTuBUpyca ESET NOD32 4
[ina Toro 4Tobbl OTKPbLITL pa3aen Sysinspector B aHTUBMUPYCe

ESET NOD32 4, BbibepuTe NyHKT «Cny>xebHble NporpamMmbi» >
Sysinspector. DnemMeHTbl ynpasieHus B OKHe Sysinspector
MOXOXW Ha 3/IEMEHTbI B OKHE )KypHasia CKaHMPOBaHUSA UIN B OKHE
3anjaHnMpoOBaHHbIX 3a4a4. Bce onepawmm co CHUMKaMKM COCTOAHUSA
cncTembl (Co3aaHune, NPOCMOTP, CPABHEHME, YAANIEHWE U IKCTOPT)
BbIMOJTHAIOTCA NOCPeACTBOM OHOI0 UK ABYX LLLEHKOB MbILLN.



OKHO SysInspector cofep>XUT OCHOBHble CBeeHUS 0 CO3L4aHHbIX
CHUMKaX COCTOSIHUSA, TaKMe Kak BpeMsl, KpaTkoe npumMedaHune, ums
CO3/,aBLUero CHUMOK MoJib30BaTe 1S, a TalkoXke COCTOAHNE CHUMKA.

[ins cpaBHeHUs, A,o6aBNeHUA 1 yAaNeHUNA CHUMKOB MCNOMb3yMTe
COOTBETCTBYIOLLME KHOMKM, PACNOJIOKEHHbIe B OKHe Sysinspector
MoA, CMUCKOM CHUMKOB. DTN GYHKLMM Takoke MOXHO Bbl3BaTb

M3 KOHTEKCTHOrO MeH!10. 1715 NpOCMOTpa BbIBpPaHHOro CHUMKA
COCTOSAHNSA CUCTEMbI BOCMO/Ib3YNTECh KOMAHLOW KOHTEKCTHOIO MEHO
«MpocmoTpeTb». YTOObI 3KCMNOPTUPOBATL CHUMOK B hawn, WeSKHUTE
€ro NpaBou KHOMKOW 1 BbibepuTe «DKCNOopT». HidKe NnpuBefeHo
noApobHoe onncaHme Kaxxaom ns GyHKLUN.

«CpaBHUTb» — CPaBHEHME ABYX XXYPHAIOB 1 MPOCMOTP Crmcka
pPasNNYmin MeXAy TeKYLLMM XXYPHANOM M ero bonee CTapomn Bepcren.
[lna cpaBHeHMS HeO6X0AMMO BbI6paTh BA CHUMKA COCTOSHUS.

«[lo6aBUTb» — 06aBNEHME HOBOW 3anncK. Mepes co3gaHnem
3anuncy TpebyeTcs BBECTU K HEIM KOPOTKOe npuMeydaHue. B ctonbue
«COCTOsIHME» OTOBPAXKAEBTCS X0 CO34aHMSA CHUMKA COCTOSHMSA
CUCTEMbI B MPOLLEHTAX; BCE YK CO3AaHHbIe CHUMKM COCTOAHMA
nomMeyeHbl HAANUCbio «CO34aHO.

«Ypanutb» — yOoanuTh 3anmcu 13 cnmcka.

“OTOGPBBMTb” — BbIBO BbI6DaHHOFO CHMMKA Ha 3KpaH. BmecTto
3TOr0 MOXKHO ABaXKAbl LLLETKHYTb Bbl6paHHy}0 3annchb.

«JKCMOPT...» — COXPaHeHWe BbIbpaHHOro CH1UMKA B popmaTe XML
C BO3MOXHOCTbIO yNakoBKW B apxuB ZIP.

5.5 ESET SysRescue

CpefCcTBO CO34aHNsA aBapunHOro KomnakT-aucka ESET (ERCD)
npefHasHa4YeHo A1 Co34aHMNA 3arpy304HOro AMCKa, cogepykatlero
aHTMBMpyc ESET NOD32 4 (ENA). [MaBHbIM NpenMyLLECTBOM 3TOTO
[OM1CKa ABNAGTCSA TO, YTO NpunoxeHve ENA 3anyckaeTcsi He3aBuC1MmMo
OT OMepaLMOHHOM CUCTEMbI KOMMbIOTEPA, MMes MPU 3TOM JOCTYN K
XKeCTKOMY ANCKY M BCelr hannoBom cmcteMe. 3TO NO3BONSET yAANATb
Takue 3apaXkeHns, KOTopble B 06bIYHOM CUTyaLMu (Hanpumep, Npu
3anyLeHHOoM onepaLMoHHON CUCTEME U T. M.) YAANUTb HEBO3MOXKHO.

5.5.1 MuHUManbHble TpeboBaHUA

CpencTso ESET SysRescue (ESR) paboTaeT B cpefie npeayCcTaHOBKM
Microsoft Windows (Windows PE) Bepcuu 2.x, CO34aHHON Ha 6a3e
cnctembl Windows Vista. Windows PE aBngeTcs 4YacTbio cBOH60AHO
pacnpoCcTpaHsAeMOoro nakeTa aBToMaTmMyeckom yctaHoBkn Windows
(Windows AIK), nosTomy nepep co3gaHmem ESR Heo6xoamMmo
ycTtaHoBMTb Windows AlK. B CBSi3n € TeM, 4TO NoAAep>KKa cpeAbl
Windows PE orpaHunymBaeTcs ee 32-pa3psigHou Bepcmen, ESR
CO34aeTcs TONbKO B 32-pa3psfHbix Bepcnax ENA. Cpenctso ESR
noaaepxusaet naket Windows AlK Bepciu 1.1 1 Bbile 1 LOCTYMHO
B cocTaBe nakeTta ENA Bepcun 4.0 1 BbiLLe.

5.5.2 Co3paHuMe KOMNaKT-AUCcka aBapumnHoOro
BOCCTAHOBJ/IEHUS

Mpw yCnoBMmM COOTBETCTBUSA MUHMMAbHBIM TPeBOBaHUAM
K CO3AaHMI0 KOMMaKT-Amcka ESET SysRescue (ESR) npouecc
ero co3faHus 4OCTaTo4HO NPOCT. 14 3anycka mactepa
ESR nocnepnoBatenibHO BbibepuTe B MEHIO MYHKTbI «Myck» >
«Mporpammbi» > ESET > «AHTUBMpYC ESET NOD32 4» >
ESET SysRescue.

Ha nepBoM 3Tane mactep onpeaenseT HaAn4me B cucteme
ycTaHoBneHHoro cpeactesa Windows AlK n nogkito4eHHOro

K KOMMbOTEPY NOAXOASALLEr0 yCTPOMCTBA 3aMNMCK 415 CO3AaHNSA
3arpy>aemoro HoCuTens.

Ha cnepytolem atane npeanaraeTcs Bbi6paTb HOCUTENb AN
pasmeLeHns Ha Hem darnos ESR. Momumo CD, DVD nan USB, o6pas
ancka ESR MoxkHO coxpaHuTb B hamn ISO. BnocneacTesnm 3ot pamn

c 06pa3zom ISO MOXKHO 3anmncaTb Ha KOMMAKT- Uan DVD-AUCK unu
MCMo/b30BaTh €ro Apyrnm cnoco6om (Hanpumep, B BUPTyasibHOM
cpene VmWare nnm Virtualbox).

Ha nocnegHem 3tane, nocsie ykasaHus Bcex NapameTpos,
nosib30BaTesto NpefoCcTaBAAeTCs BO3MOXHOCTb MPOCMOTPETb OTHET

0 pabote mactepa ESET SysRescue, npoBepuTb MPaBMIbHOCTb
napameTpoB 1 NPUCTYNUTb K CO34aHMI0 AMCKA. JOCTYMNHbI CieaytoLme
BapuaHTbl:

«lankuy;

«AHTMBMpPYC ESETY;
«[1OMONHNTENbHOY;
«3arpy3oyHoe ycTponcTeo USB»;
«3anuncb».
5.5.21 Manku

«BpeMeHHas nanka» — 370 pabouuni katanor 4na damnnos,
HeobXoAMMbI NpK co3aaHnm amcka ESET SysRescue.

«Manka c ISO» — 3To nanka, B KOTOPYH COXPAHAETCS MONYHEHHbIN
ISO-dpann.

B crnvcke Ha 3TOM BKNAAKE NMepedncieHbl BCe I0Ka/bHbIe 1 CETeBble
[MCKM C yKaszaHreM CBOH6OAHOro MecTa Ha HUX. Ecn kakue-To

13 NanoK pacrnonaratTcs Ha AUCKe C Hef,OCTaTKOM CBO60AHOIO
MecTa, peKoMeHayeTCs BbI6paTh ApYroi ANCK, HA KOTOPOM MecTa
[lOCTATOYHO. B MPOTMBHOM Clyyae HeaoCTaToK CBOBOAHOMO MecTa He
MO3BO/INT CO34aTb 06pa3 Amncka.

«BHeLLHMe NPUIoXKEHUN»
Mo3BONIAET yKa3aTb AOMOJHUTE/bHBIE MPOrpaMMbl, KOTOpble ByayT
3anyLLeHbl MW YCTAHOB/EHbI MOC/IE 3arpy3kun C HocuTens SysRescue.

«BKJIF0YATb BHELUHME NPUJIOXKEeHUA» — No3BoNseT 406aBNATbL
BHeLLHVe NporpamMmMbl B HA6op nporpamm SysRescue.

«BblbpaHHas nanka» — nanka, cogepxxatias nporpaMmmebl, KOTOpble
HY>KHO 806aBUTb Ha AMCK SysRescue.
5.5.2.2 AHTUBMpYC ESET

Mpuv cozgaHmm KomnakT-ancka ESET SysRescue MOXXHO BbIbpaTb 04MH
13 ABYX UCTOYHWNKOB dannos ESET gas komnungropa:

«Manka ENA» — dannebl, yxe cogepxalimecs B nanke, B KOTOpYHO
YCTaHOB/EH NPOrpaMMHbIN NPOAYKT ESET;

«MSI-ann» — dbansbl, KOTOpble COAEPXKATCSA B yCTAHOBLLMKE MSI.

«Mpodnb» — NCTOYHUKOM MMEHM MOJIb30BATENS U NMapos MOXeT
NOC/Y>KMUTb OMH U3 ABYX C/IeflyIOLLMX BAPUAHTOB:

«YcTaHoB/IeHHbIA ENA» — 1Md Monb30BaTens M Naposb KONUpYTCs
13 yCTAHOB/IEHHbIX NPoAYKTOB (aHTUBMPYC ESET NOD32 4 unu
ESET NOD32);

«OT nosab3oBaTensa» — MUMs NONb30BaTeNd U NapO/ib BBOAATCH
B COOTBETCTBYHOLME TEKCTOBbIE NOJ14, PACMO/TIOXKEHHbIE HUKE.

MpumeyaHune. Aumusupyc ESET NOD32 4 u anmusupyc ESET NOD32
Ha komnakm-oucke ESET SysRescue 06HosAasitomcs u3 MiHmepHema uau
u3 nakema besonacHocmu ESET, ycmaHoeAeHHO20 Ha KoMnblomepe,

Ha Komopom 3anyckaemcsi komnakm-ouck ESET SysRescue.

5.5.2.3 JononHutenbHo

Ha Bkiagke «Jono/IHUTENIbHO» MOXHO HAaCTPOUTb NapameTpbl
KoMnakT-amncka ESET SysRescue B COOTBETCTBMM C 06bEMOM
onepaTMBHOW NAMSATU KOMMbLOTepa. YTobbl 3anncaTb coaep>KMmoe
KOMMAKT-AMCKA B OnepaTuBHY0 NamaTs (O3Y), BbibepuTe NyHKT
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«512 MB 1 6onbLue». ECnv BbI6paTh NyHKT «“MeHblue 512 Mb»,
npwn pabote WinPE 6yneT NOCTOAHHO MPONCXOAMTb 0bpalleHne
K KOMNaKT-ANCKY BOCCTAHOBNEHMS.

«BHeLIHWe apaliBepbl» — B 3TOM pasene MOXHO A06aBUTb
ApariBepbl 4719 0c060ro 060pynoBaHmsa (06bIYHO A9 CETEBOM KApTbl).
XoTta cuctema WinPE co3gaHa Ha ocHoBe OC Windows Vista SP1,
noAfepXmBatoLLen caMmoe pasHoe annapatHoe obecrneyeHune, MHOMAA
0bopyfoBaHMe He pacno3HaeTcs 1 ApanBep AN Hero NpuxoanTCs
[06aBNATb BpyYHyt0. CyLlecTByeT ABa cnocoba gobasneHns
ApariBepa Ha aAnck ESET SysRescue: Bpy4Hyto (KHoMKa «,06aBUTb»)

1 aBTOMaTm4yecku (KHomnka «ABTOMOUCK»). Mpun Ao6aBAEHNN
[panBepa Bpy4Hy HeOBX0AMMO yKa3aTb MyTb K COOTBETCTBYOLLEMY
inf-darny (B 3To Nanke TaKk>ke A0/HKEH HAXOAMUTLCA Sys-barin).

B pexxnmMe aBTOMaTN4eckoro o6aBeHNs ApariBep HAaX0AMTCA

B ONepaLMoOHHON CUCTEME AAHHOMO KOMMbOTEPa aBTOMATUYECK M.
ABTOMaTMyecKkoe AobaBieHne peKOMeHAYeTCA MPUMEHATL TONbKO

B C/ly4ae, ecn SysRescue Mcnosb3yeTcs Ha KOMMNbloTepe C TaKon

»Ke CeTeBOM KapToW, Kak U Ha KOMMbOTepe, Ha KOTOPOM 6bl/1 CO34aH
anck SysRescue. Mpu cozgaHum ancka ESET SysRescue gpansep
nobasnsaeTcs B cOOpKy, NO3TOMY NO/b30BaTE/NIO BNOCAEACTBUM He
NPUXOANTCS €ro NCKaThb.

5.5.2.4 3arpysoyHoe USB-ycTpoicTBO

Ecnu B Ka4ecTBe HOCUTENst Ha3HavYeHWa 66110 BbiI6paHo USB-
YyCTPOWCTBO, Ha BKAaAKe «3arpy3ovHoe USB-yCTpONCTBO» MOXHO
BbIGpaTh OAMH 13 AOCTYMHbIX USB-HOoCKUTeNen (eCn AOCTYMHO
Heckobko USB-yCTpOWiCTB).

MpeaynpexpaeHue: BoibpaHHoe USB-ycmpoticmeo bydem
omgopmamuposaHo npu co3daHuu ESET SysRescue, 4mo o3Havyaem, 4mo ece
0dHHble ¢ He20 6ydym yoaneHsbl.

5.5.2.5 3anucb

Ecnu B KayecTBe AMCKa Ha3HaYeHMs BbIbpaH KOMMAKT-AUCK UN
DVD-AMCK, Ha BKNAAKe «3anncb? MOXHO 3a4aTb LOMOMHUTE/bHbIE
napameTpbl 3annUCK.

«Ypanutb ISO-pann» — ycTaHoBUTE 3TOT HaxKoK, YTO6bI
yaanuTb ISO-dparnbl nocse co3aaHma KOMMNAaKT-AUCKA aBApUIHOTO
BOCCTaHoOBNeHNA ESET.

«BKKOYMUTb yaaneHue» — no3BosifeT cenatb Bbi6op Mexay
6bICTPOM M NOJTHOM OYUCTKOM ANCKA.

«YCTPOMCTBO 3anNncm» — BblbepuTe ANCK, KOTOpbIA byaeT
MNCMOb30BaTHCA A5 3aNUCK.

MpeaynpexaeHue. mom napamemp ycmaHosAeH No YyMOAYAHUIO.
[Mpu ucnonb3osaHuu nepesanuceieaemo20 komnakm- uau DVD-0ucka ece
OdHHble Ha Hem bydym cmepmbl.

B paspene «<HocuTenb» npeacTasieHbl CBeAEHNA O JUCKe
B IMCKOBOJE.
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«CKOPOCTb 3anNncm» — BbI6EpPUTE HYXKHYH CKOPOCTb 13
pacKpblBatoLLerocs cnmcka. Mpu Bbibope CkopoCcTy He0H6X0AMMO
VYUTbIBATb BO3MOXXHOCTW 3aMMUCbhIBAIOLLLErO YCTPOMUCTBA U TUM
KOMMaKT- nnm DVD-gucka.

5.5.3 Pa6oTta c ESET SysRescue

[ns 30PeKTUBHOro MCNONb30BaHUSA GYHKLNM aBAPUMHOMO
BOCCTAHOB/eHUS C HocuTenen CD, DVD n USB Heobxoammo
3arpy3unTb KOMMNbIOTEP C COOTBETCTBYOLWEro HocuTens. Nopsaok
3arpysKkm HacTpavsaeTcs B napamMmetpax BIOS. Kpome Toro, Ha atane
3anycka KOMMbloTepa MOXKHO BbI3BaTb MEHIO 3arpy3Kku; 06bI4HO OHO
BbI3bIBAETCS C MOMOLLBIO KJ1aBuULW F9 — F12, B 3aBUCMMOCTU OT BEPCUN
cucTeMHom nnatel 1 BIOS.

[Mocne 3arpysku 3anyckaetcs nporpamma ENA. Mockosnbky

cpencTBo ESET SysRescue ncnosb3yeTcs nnib B 0CO6bIX CIyHasx,
HeKOTOpble MOAYAN 3aLNTbl U GyHKUMK ENA He TpebytoTca 1 nx
CMUCOK BKIOYAET TONbKO QYHKLMM CKAHNPOBAHMA KOMMblOTEPA

1 06HOBNEHMSA, @ TAKXKE HEKOTOPbIe pasaesibl HACTpoeK. BO3MOXHOCTb
06HOBIeHNA 6a3bl AAHHbBIX CUTHATYP BUPYCOB SiIB/ISETCA Hanbonee
BaXKHOW dyHKLMen ESET SysRescue. MNepes Ha4as oM CKaHMPOBaHMSA
KOMMbtOTEPA peKOMeHAyeTCs 06GHOBUTb MPOrpamMmy.

5.5.3.1 MNcnonb3oBaHue ESET SysRescue

MpeactaBmm cebe CMTyaLmMIo, KOraa KOMMNbiOTEPbI B CETY 3apaXkeHbl
BUPYCaMK, MopakatoWwmmMm ucrnonHsemole danbl (EXE). Cuctema
ENA cnocobHa n3ne4ymTtb Bce MHOULMPOBAHHbIE Gabl, Kpome
danna npoBoaHuKa explorer.exe, KOTOPbIV He MOXeT BbITb U3ne4veH
[fake B 6e30MacHOM pexxume.

D70 CBSI3aHO C TeM, 4To dann explorer.exe, Kak O4MH N3 OCHOBHbIX
KOMMOHEHTOB cnucTeMbl Windows, 3arpy>kaetcs U MCMonb3yeTcsa gaxe
B 6e3onacHoM pexxnme. Cuctema ENA He MOXET BbIMONHATb HUKAKMX
OeVCTBUN C 3TUM Ganiom, NO3TOMY OH OCTAETCS 3aPaXkeHHbIM.

B Takom cuTyaumm npobnemMy MoXKeT pelmnTb CpeacTBO ESET
SysRescue. 1ns pabotbl cpeactea ESET SysRescue He TpebyeTcs HM
OAMH KOMTMOHEHT OnepaLmnoHHOM CUCTEMbI KOMMbOTEPA, MO3TOMY
OHO CMoCcobHO 06pabaTbiBaThb (0UMLLATb, yaANATb) Nt06ble haiibl
Ha aucke.



6. Moccapun

6.1 Twunbl 3apaxeHun

3apaxeHvie npeAcTaBaseT 0601 NOMbITKY NPOHUKHOBEHWSA 310HAMEPEHHOTO
MO Ha KOMMNbOTep NONb30BaTeNS U MPUYNHEHWE Bpeaa.

6.1.1 Bupycbl

Mpu 3apa>keHnn KOMMbIOTEPA BUPYCaAMM MPOUCXOANT nopya barnos.
Ha3BaHWe KaTeropum BO3HUK/I0 BCIeACTBMUE CXOACTBA TAKUX MPOrpamMm
C 61M0NI0rMYeCKMMU BUPYCAMU, TaK KAK OHW UCMOJb3YHOT CXOLHYHO
TEXHWUKY 415 nepefayy CBOero Kofa C KOMMbtoTepa Ha KOMIMbIOTEP.

KommbloTepHble BUPYCbhl aTakytoT B OCHOBHOM UCMOIHSIEMblE
barnbl M AOKYMEHTbI. 11 PA3MHOXEHUS BUPYC NPUCOEANHSAET
CBOE «Teno» K KOHLY 3apakaemoro darna. Bot kpaTkoe onvcaHue
LMK PA3MHOXKEHMS: NMOC/e 3anycka 3apaxeHHoro darna Bupyc
aKkTMBMpyeTca (3TO NPOUCXOAMT Nepes akTMBaLMEeR Camoro
NPUIOXEHWS) 1 BbINONHAET aTakylolme AecTBus. ToNbKo noce
3TOr0 MPOUCXOAMT 3amyCK CAMOTO NMPUIOXKEHMS. BUpyCcHE MOXeT
3apasnTb KOMMbIOTEP, NOKA N0/b30BaTeNb (MO OWNEKe Nan
HamepeHHO) CO6CTBEHHOPYYHO He 3aMyCTUT 3/1I0HAMEPEHHYO
nporpamMmmy.

KoMmMbloTepHble BUPYChbl MOTYT Pa3InyaThCsl MO aKTUBHOCTU

1 CTEMEHWN ONACHOCTU. HEKOTOPbIE 13 BUPYCOB 0CO60 OMAaCHbI, Tak
KaK MOTYT YHUYTOXATb $arbl Ha KoMnbtoTepe. C A4pyroli CTOPOHbI,
HeKOoTOpble 13 BUPYCOB He MPUBOASAT K CEPbe3HbIM MOBPEXAEHMAM.
OHM NPOCTO A0CAXKAAIOT MNO/Ib30BATENO CBOEW AeATENbHOCTHIO,
KOTOpas Npu3BaHa LeMOHCTPUPOBATb HABbIKMN MX Pa3paboTHMKOB.

Ba>KHO 3aMETUTb, YTO BUPYCbl MOCTENEHHO CTAHOBATCS PEAKOCTbIO
MO CPABHEHWMIO C TPOAHCKMMM NPOrpaMMamMu MW LIMUOHCKUM
MO, Tak KaK OHY KOMMEepYeCKN Manod3hdeKTUBHbI A1

aBTOPOB 3/I0HAMePEHHbIX MPOrpaMm. Takum 06pa3om, TEpMUH
«BMPYC» 324aCTY0 HEBEPHO MCMOJb3YeTCs A1 APYrnX TUMoB
3apaXkeHuni. B HacToALLee BpeMs OH NMOCTENEeHHO BbIXOAUT U3
ynoTpebaeHus, U Ha CMEHY eMy NMPUXOAUT 60/1ee TOUYHbIA TEPMUH
«3710HamepeHHoe MO».

EC/I1 KOMMbIOTEP 3apaXkeH BUPYCOM, HEOBXOAMMO BOCCTAHOBUTH
3apaskeHHble Gansbl B X MCXOAHOE COCTOAHME, T. €. O4UCTUTD MX
C MOMOLLLbIO AHTMBMPYCHOM NPOrpaMMbl.

Mpumepsbl BUpycoB: OneHalf, Tenga n Yankee Doodle.

6.1.2 Yepsu

KomnbloTepHble YepBM — 3TO 3/I0HaAMEPEHHbIe MPOrpaMMbl, KOTOPbIe
aTakyoT KOMMbIOTEPbI M pacnpoCTpaHAOTCA Yepes ceTb. OCHOBHas
pasHuLa Mexzay BMpycamu 1 YepBAMM 3aK/104aeTCs B TOM, YTO YepBu
MOryT BOCMPON3BOAMUTLCS U PACNPOCTPAHATL Camum cebsi no ceTn. OHM
He 3aBUCAT OT GannoB-HocuTener (v 3arpy304HbIX CEKTOPOB).

YepBK pacnpoCTpaHAOTCA C MOMOLLbIO BHEI(TDOHHOI;I NnoYTbl NN
ceTeBbIX NakeToBs. C Yy4€TOM 3TOro YepBm MOTyT ObITb pasgeneHobl
Ha [iBe KaTeropumn:

°  MOYTOBbIE - pacChlIAIOT cebs Mo agpecam, HanLeHHbIM
B aAipeCHOVMKHWIe No/ib3oBaTens;

° ceTeBble - NCMONb3YKOT CeTeBble YA3BUMOCTU ﬂpI/IJ'IO)I(EHI/IVI.

YepBW HAMHOrO 60/1ee MOABUXKHbI, YeM KOMMbIOTEPHbIE BUPYCHI.
Bnaropaps VIHTepHeTy OHM PacnpoCTPaHSATCS MO BCEMY 3eMHOMY
LIapy 3a CYMTAHHbIE Yachl MOC/Ie 3aMnycka B CeTb. B HEKOTOPbIX
C/lyyqasx cyeT naeT AaXke Ha MUHYTbI. OTa XapakTepHas CnocobHOCTb
pacnpocTpaHAThCs 6bICTPO M HE3ABUCUMO AeNaeT YepBel 04eHb
OMaCHbIMM, 3HAYMTE/IBHO OMacHee, YeM BMPYChbl U Apyrive TUMbl
3/10HaMEPEHHbIX MPOrpamM.

[leiCTBYIOLLNIA B CUCTEME HEPBb MOXET AOCTaBUTb MHOXECTBO
Heyn,06CTB NO/b30BaTeNO: OH MOXET yAANATb Galibl, CHUXKATb
NpON3BOANTENIBHOCTb CUCTEMbI UM MelaTb paboTe nporpamm. Ero
NpVpoAa NO3BOJAET eMY BbICTYNAaTh B KAYECTBE «TPAHCMOPTHOMO
CpencTBar» Afg 3apaxkeHnn Apyrmux TUMNOB.

Ecnm KomnbioTep 3apaXkeH KOMMbOTEPHbIM YEPBEM, peKOMeHAyeTCs
VAANNTb MHOULMPOBAHHbIE Gansbl, TAK KAk OHM coaepykaTt
3/10HaMepeHHbIN KOA.

MpumMepbl LULMPOKO U3BECTHbIX YepBen: Lovsan/Blaster, Stration/
Warezov, Bagle n Netsky.

6.1.3 TposiHCKue nporpamMmmbl

M cTOpUYeCcKn TPOSAHCKMMU MPOrpaMmMamMm HasblBaeTCs
060cobneHHasn rpynna 3n0HaMepeHHbIX MPOrpamm, KOTopble
BbIMNAAAT KaK nosie3Hble. Nonb30BaTe b, He 3Has 0 310HAMEPEHHOM
KOAeE, MPOM3BOANT 3aMyCK TaKoM Nporpammbl. OAHaKO CTOUT
3aMeTUTb, YTO Ha CeroAHSALLIHMI leHb 3TO OnpeaeneHune ycTapesno,

N TPOSIHCKME MporpaMmbl 60/blUEe He HyXAakTcs B No406HOro poaa
MacKmMpoBKe. Llesibio Takmx NporpamMm siIBASKOTCS Kak MOXKHO 6onee
NpOCTOe MPOHNKHOBEHME B CUCTEMY W BbINOIHEHME 3/I0HAMEPEHHOO
KoAa. TepMUH «TPOSIHCKMI KOHb» cTan 0603HayaTb 06LWMPHBIV Knacc
3apakeHWn, KOTOpble He MOMaAakT B KNaCCUPUKALMNIO 0BbIYHbIX
BMPYCOB.

Tak KaK 3Ta KaTeropus BecbMa obLVpHa, ee 4acTo pas3brBaloT Ha
HeCKO/bKO noakaTeropuit. LUMpoKo M3BEeCTHbI CeaytoLme:

= downloader (nporpamma-3arpy34mKk) — 310HaMepeHHas
nporpamMma, KoTopas 3arpys<aet Apyrve yrposbl U3 IHTepHeTa;

= dropper (nporpaMmmMa-6om6a) — T1n TPOAHCKOW MPOrpamMmbl,
KoTOpas paspaboTaHa Asig3apaXKeHnsa KOMMbIOTEPOB APYTrMMU
onacHbIMM NporpaMmMamu;

»  backdoor (yTunuTa yoaneHHoro aaMmMHUCTPUPOBAHNA) —
NpUIOXKEHWE, KOTOPOE OBMEHNBAETCS JAHHBIMM C aTaKytoLern
CTOPOHOW, MO3BONAS MONAYYUTb AOCTYN K CUCTEME WU KOHTPO/b
Haz Hewn;

= keylogger (knaBMaTypHbIl LWMNWOH) — NPOrpaMmMa 3anucbiBaeT BCe,
4TO HabupaeT Nosb3oBaTesb Ha KNaBMaType, 1 OTMPaBASET 3Ty
MHOOPMALMIO YAASIEHHOW aTaKyHOLLEeN CTOPOHE;

+ dialer (nporpamMma 03BOHA) — NpOrpamMma, KoTopas nblTaeTcs
HabupaTb HOMepa TenedOoHOB, 3BOHKM HA KOTOPbIe onia4ymBaeT
BbI3bIBaOLWMIA aBOHEHT. [pM 3TOM MOMb30BaTENO NOYTHU
He3aMeTHO, 4YTO CO34aH0 HOBOE coefiHeHe. MNporpamMmsl
[03BOHA MOTYT HAHEeCTW Bpej, TO/IbKO M01b30BaTe19M MOAEMOB.
K cyacTbto, MOAEMbI y>Ke He paCnpoCTpaHeHbl CTOJTb LLMPOKO,
KaK paHblue.

TposiHCcKkas nporpamma obbl4HO NpeacTaBAseT CO60N UCMONHSAEMbIN
dann c pacwmpeHnem exe. ECiv Ha KOMMbloTEpe 06HaPYXKeH dawn,
NpUHaANeXaLlnin K KaTeropum TPOSIHCKMX NMPOrpamMMm, peKOMEHAYEeTCS
VOANNTb €ro, Tak Kak OH € 60/1bLLON BEPOSTHOCTbIO COAEPXKUT
3/T0HAMEPEHHbIN KOA,.

MprMepbl LMPOKO U3BECTHbIX TPOAHCKUX nNporpamm: NetBus,
Trojandownloader.Small.ZL, Slapper.

6.1.4 PyTKuUTbI

PyTKMTOM Ha3biBaeTCs 310HaMepeHHas nporpammMa, Kotopas
npefoCTaBaAseT aTakyroLLen CTOPOHE BO3MOXHOCTb MOyYeHNs
MOJTHOrO YAa/IeHHOTo A0CTYNa Yepes VIHTepHeT KO BCeM pecypcam
KOMMbKOTEPA, HE MPOSBSAA NPY 3TOM CBOErO MPUCYTCTBUSA B CUCTEME.
Mpw gocTyne K cMcTeme Yepes 6peLn B ee 6€30MacHOCTY PYTKUTbI
MNCNONb3YIOT PYHKLMM ONEPaLMOHHON CUCTEMBI, HTOBbI M36exaTb
06Hapy>KeHUS AHTUBUPYCHBIMW MPUIOXKEHUSIMWN: UCMONb3YIOTCS
MexXaHM3Mbl MAaCKMPOBKM MPOLLECCoB, GarIoB 1 JAHHbIX CUCTEMHOTO
peecTpa. 10 3TOM NPUYNHE UX AKTUBHOCTb HEBO3MOXXHO OBHAPYXXMNTb
CTAHAAPTHbIMUW CPeACTBAMMU CUCTEMDI.

Ona I'Iqu)VU'IaKTVIKV] aATakn C MOMOLLbIO PYTKNTOB HeobxoaAnmo
NMOMHWUTbL O ABYX YPOBHAX o6Hapy>|<eH|/|;|, OMMNCaHHbIX HMXKe.
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1. O6Hapy>KeHVe Npu NomnbITKe MPOHNUKHOBEHMS B CUCTEMY.
EC/IM 3710yMbILWINEHHMK HE MOXET MPOHUKHYTb, OH 6e30MaceH.
MHOr1e CMCTeMbl 3aLLMUTbl OT BUPYCOB CMOCOGHbLI MPefoTBPaTUTh
NMPOHUKHOBEHWE PYTKUTOB Ha 3TOM YpOBHe (Tak Kak OHM MOTyT
6bITb 06HapY>KEHbI B COAEPXKMMOM HaNNOB, KOTOPOE BO3MOXHO
NpoBepuUTH).

2. O6Hapy»eHwue Npy NONbITKE CKPbITbCS BO BpeMst 06bIYHON
NpoBepKu c1ucTeMsbl. lMonb3oBaTenn aHTuBmpyca ESET moryT
MCMN0/Ib30BaTb TexHONOrnto Anti-Stealth, kotopas nossonser
BOBpEMS 06HaPY>XUTb U yAANNTb aKTUBHbIE PYTKUTbI.

6.1.5 PeknamHbie nporpamMmmbi

PeknamHoe MO — kpaTkoe Ha3BaHMe NPorpamMMHoOro obecneyeHuns,

noAaep1BaeMoro peknamoin (adware).- Mporpammbl, AEMOHCTPUPYHIOLLNE

nosib3oBaTesto peknamy, nonagatoT B 3Ty KaTeropuio. Yate Bcero
npu3Hakamm paboTbl peknaMHoro MO CTaHOBATCA BCM/bIBAOLME

OKHa pekiambl B Be6-6pay3epe nam cMeHa AOMaLIHen CTpaHuLLbI.

PeknamHoe MO 3a4acTyto pacrnpocTpaHaeTcs COBMEeCTHO

¢ 6becnnaTHbIMM NakeTamMm NporpaMMHoOro obecrneyveHmns. 310

NMO3BOJISIET VX CO34aTeNIAM MOKPbIBATb PACXOAbl HA pa3paboTky

MOIe3HbIX, KaKnpasw/io, Mporpamm.

Camo no cebe peknamHoe MO He 0MacHO, HO OHO AoCTaBaseT
Heyn06cTBa Nonb3oBaTensamM. ONacHOCTb 3aK/104aAETCs B TOM,

4TO B pek1aMHOM MO MOryT 6bITb peanv3oBaHbl 4OMNONHUTE/bHbIE
YHKLNN CnexxeHns, NOA0BHO LWMMOHCKUM MPOrpaMmMam.

Ecnm nonb3oBaTesib pellaeT UCnosib3oBaTb CBO60AHO
pacnpoCcTpaHaeMblii NPOrpaMMHbIA MPOAYKT, MY CTOUTb YAENNTb
0c060€ BHMMaHMe yCTAHOBKE NPOrpamMmbl. Yallle BCero nporpaMmma
yCTAHOBKM NpeaynpexaaeTt o Haanyum peknamHoro Mo. 3ayacTyo
Mo/ib30BaTe/Ib MMEET BO3MOXHOCTb 0TKA3aTbCsl OT €ro YCTAHOBKM

N YCTAHOBUTb HEOBXOAMMYIO MporpaMmmy 6e3 pekiamHoro Mo.
Of1HaKo MHOrAA NporpaMMbl Heb3s YCTaHOBUTL 6e3 peksaMHOn
YaCTW UM X GYHKLMOHA OKA3blBAETCA HEMOHbIM. DTO MPUBOAUT
K TOMY, 4TO peknamHoe MO Nofy4aeT 4OCTYN K CUCTEME Ha «3aKOHHbIX?
OCHOBAHMAX, TaK KaK N0/Ib30BaTe/Ib COrNACK/ICA Ha ero YCTaHOBKY.
B 3TOM C/ly4aeT fiyylie 3apaHee 06e30MacuTb cebs, 4em noToM
noXaneTb.

Ecnm Ha KomnbloTepe 06HapyskeH dan, KOTOpbI OTHOCKTCS
K peknamHomy MO, pekoMeHayeTcs yAaANTb ero, Tak Kak oH
C 60NbLLON BEPOATHOCTHIO COLEPXKUT 3/I0HAMEPEHHBIN KOL.
6.1.6 LLInnoHCKKMe nporpamMmmbl

KK 3TOM KaTeropmm OTHOCATCA MPOrpamMMbl, KOTOPbIE OTAPABASIOT
JINYHbIE AAHHbIE 3/10YMbILLIEHHMKY 6e3 BefoMa W cornacus nx
Bnagensla. OHU UCNOMb3YIOT GYHKLMUN CNEXEHNUS 415 OTNPaBKM
CTAaTUCTUYECKOM MHBOpMaLMy (HanpyumMep, CMCOK NOoCeLLaeMbix
Be6-CanToB, agpeca 3N1eKTPOHHOM MOYTbI B aAPECHbIX KHUMAX UIKn
Habupaemblin Ha KaBUaType TeKCT).

ABTOPbI LLIMMOHCKOrO NPOrpaMMHOro obecrneyeHms yTBEPXKAALOT,

YTO 3TW TEXHONOT MK HAMPABEHbI HA U3yYeHKne NoTpebHoCTen

1N IHTEPECOB NO/b30BaTe/1eM 1 NMO3BOSIOT Iy4LLe YPaBAATh
peknamon. Mpobnema 3aKntoHaeTcs B TOM, HTO HET YeTKOW rpaHuLbl
MEXKAY NOME3HbIMU 1 3I0HAMEPEHHbBIMU MPUNOXKEHNAMM, U HUKTO He
rapaHTUpyeT, 4To cobupaemas nHdopmaLmsa He GyaeT MCNob30BaHA
BO Bpef. [laHHble, Mosly4eHHble LUMNOHCKMMU NPUIOXKEHUSAMMA,
MOryT coaepykaTb Naponn nosb3osatens, PIN-koabl, Homepa

CY4ETOB U T. 4. LLINnoHCcKoe nporpamMmmHoe obecreyeHme 3a4acTyto
nocTaBAseTCs B KOMMIEKTe CO CBO6OAHO pacnpocTpaHsaeMbIMu
nporpaMMammu. 3To NO3BO/ISIeT aBTOPAM BO3MECTUTb PACXObl Ha
pa3paboTKy MporpamMm Uau NPOBOAUTL CTUMYALMIO Npoga MO.
YacTo nonb3oBaTen UHHGOPMUPYOTCS O MPUCYTCTBUM LUMMOHCKOIO
nporpaMMHOro o6ecrneyeHus BO BpeMs YyCTaHOBKN OCHOBHO
nporpamMmbl. [p1 3TOM B N1aTHOM BEPCUM MPOrpaMMbl 3TOrO
nporpaMMHoOro obecreveHus HeT.
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MprviMepamum XOpOLLO M3BECTHOIO MPOrpamMMHOro obecneyeHns,
KOTOpOE MNOCTaBAETCA B KOMMIEKTE CO LWMUOHCKUM, ABNAIOTCA
KJIMEHTbI NMPUHTOBbIX (P2P) ceTeln. Mporpammbl Spyfalcon

1 Spy Sheriff (1 MHOrve apyrue) npuHaanexar kK 0co60om
noaKaTeropuu WnmMoHckoro MO. O6 3TUx nporpamMmax 3asBaseTcs,
YTO OHM NpefHa3HavyeHbl 419 60pbbbl CO WNMOHCKMM MO, HO Ha
CamMOoM [eJie OHV CaMU ABISAIKOTCS TaKOBbIM.

EC/n Ha kKoMnNbloTepe 06HapyskeH $an, npuHaaiexaLinn

K LUMMOHCKMM NMporpamMmam, pekoMeHAyeTcs yaainTb ero, Tak kak
OH C 60/1bLLON BEPOSTHOCTbIO COAEPXKMT 3T0HAMEPEHHbIN KOA,.
6.1.7 lMoTeHLMaNbHO onacHble NporpamMmMbl

CyLlecTByeT MHOXECTBO NPOrpamm, npefHasHa4eHHbIX 415 YNpoLLeHns
aAMUHNCTPUPOBAHUA CETEBbIX KOMMbIOTEPOB. OAHAKO B pyKax
310yMbILLUNEHHMKA OHWN MOTYT 6bITb MCMONb30BaHbI BO BPEAOHOCHbIX
uensx. Mo 3Ton NpUYMHe OHM OTHECEHbI B OTAE/IbHYIO KaTeroputo

B knaccndukaumm ESET. Monb3oBaTenn MOryT yKasaTtb, A0/HKHA
CMCTeMa 3aLLNTbI OT BUPYCOB OBHAPYXXMBAaTb Takme Nporpammbl

VNN HeT.

KoMMepueckne, nermTUMHbIe NMPUIOXKEHNA MOTyT 6bITb
I(J'IaCCMd)MLI,VIpOBaHbI KaK noTeHumanbHo onacHoe Mo. B Ty
KaTeroputo BXoAAT Takmne nporpamMmbl, Kak cpeactsa yaasieHHOro
Aoctyna, NpuaoXKeHnda Anga s3noma naponeﬁ M KNnaBuaTypHble
LUMMOHbBI (npOFpaMMbI, oTCieXXnsarolimre nocsieoBaTe/ibHOCTb
KNaBwuLL, HaXKMMaeMblIX MoJsib30BaTe/1IeM Ha |<naBV|aType).

Ecnuv Takas nporpaMmma obHapy»eHa Ha KOMMbloTepe, HO
no/sib30BaTe b He yCTaHaBAMBan ee, cyieflyeT 06patuTbCs

K aAMWUHNCTPATOPY CETW 3a KOHCYAbTaLMen Uan yaanuTsb ee.
6.1.8 MoTeHLMaNbHO HeXenaTe/bHble MporpaMmmbl
MpunnoxkeHns, oTHOCALMECS K MOTeHLMaNbHO HexenaTtesbHomy M0,
He 0643aTeNbHO ABNAIOTCA 3/I0HAMEPEHHbIMU. OAHAKO OHU MOTYT
TeM UM MHbIM 06Pa30oM CHUXKATb NPOM3BOANTENBHOCTb CUCTEMDI.
Takune NpuIoxKeHns 06bI4HO TpebytoT corlacnsa Noib3oBaTens Npu
yCTaHoBKe. [1oc/ie nx yCTaHOBKU NOBeAeHMe CUCTEMbI U3MEHARTCA
(Mo CpaBHEHMIO C TEM, KaK OHa Besa cebs A0 YCTAHOBKM 3TUX
nporpamm). Han6onee 3aMeTHbIMU U3MEHEHNAMM ABNAIOTCA
cnegyrome:

©  OTKPbIBAIOTCA HOBbIE OKHA, KOTOPbIX HE 6bl10 paHee;

°  aKTUBUMPYIOTCS M BbIMOMHAKOTCSA CKPbITbIE MPOLLECCh;

°  MOBbILIAETCSA YPOBEHb UCMO/Ib30BAHMNS CUCTEMHbBIX PECYPCOB;
°  MOABAAIOTCA M3MEHEHWA B pe3yibTaTax noucka;

°  NpUNoXXeHn4a NnoakNt4arTCca KyaaleHHbIM cepBepaMm.
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