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1. ESET Smart Security 4

Mporpamma ESET Smart Security 4 aBnseTcs nepebiM NpeacTaBUTeNIEM
HOBOTO, MOJTHOCTbO MHTErPUPOBAHHOMO MOAXOAA K KOMMbIOTEPHOW
6e3onacHoCTU. bnarogapa NpUMeHeHMIO HOBENLLIEN BEPCUN

a4pa ckaHpoBaHus ThreatSense® nporpamma AeMOoHCTpupyeT
CKOPOCTb Y TOYHOCTb CKAHMPOBAH WS, CBOMCTBEHHYIO AHTMBMPYCAM
ESET NOD32, B CO4ETAHWM C BbICOKMM YPOBHEM TEXHOMOT I
nepcoHanbHoOro 6paHamMayapa v Moays 3aLnTbl OT HeXenaTesbHOM
noyTbl. TaknMm 06pasom, NpoAyKT NpeacTas/iseT cobon pa3BuTyto
cucTeMy npeaynpexaeHus atak v 3almTbl KOMMIboTepa OT
BpeOHOCHOro Koaa.

Cnctema ESET Smart Security He moxoy<a Ha HeyK/THXXMI KNyBoK
pa3HOPO/HbIX NPOAYKTOB B OAHOM NakeTe, YTO 06bIYHO NpeasiaraeTcs
LpyrMmm noctaslumkamm MNO. Cuctema SBAAETCA pe3ynbTaToM AONTUX
YCUINI MO pa3paboTke MaKCMMaIbHOM 3aLLNTbl C MUHMMA bHbIM
BAMSIHWEM Ha NPON3BOANTENBHOCTb CUCTEeMbl. COBpEMEHHble
TEXHO/IOTUN C MPUMEHEHNEM MEeTOA0B MCKYCCTBEHHOIO MHTE//1eKTa
CNOCO6HbI MPEBEHTUBHO NPOTUBOAENCTBOBATL PACMPOCTPAHEHMIO
KOMMbIOTEPHbIXBUPYCOB, LUMMOHCKOrO MO, TPOSIHCKMX MPOrpaMm,
YyepBewn, peknaMHoro-TfoO, pyTKUTOB U Apyrux atak u3 MHTepHeTa

6e3 AOoNOIHUTENbHOW HArpy3KKM Ha CUCTEMY UMNepepbIBOB B paboTe
KOMMbloTepa.

11 YT1o HOBOro?

MHOrONEeTHWUIM OMNbIT HALLKMX CNeLMannCcTOB OTPaXeH B abCONOTHO
HOBOWM apxMTeKType nporpammbl ESET Smart Security, kotopas
o6Hapy>K1MBaeT 310HaMepeHHble NPorpaMMbl B Hanbosee NoaHoM
Mepe. CnoXkHerLmne pelleHnsa B 06nacTy 6e30nacHoOCTM cogepat
MOZY/IM C MHOXECTBOM [LOMONHUTENbHBIX GYHKLUWA. [lanee npvBeseH
KpaTK1i 0630p KaXA0ro 13 3TUX MoAy/Ien.

*  Mopaynb 3aLuTbl OT BUPYCOB M LUMUOHCKMX NPOrpamMm

B 3TOM Mozyne ncnonb3dyetca A4po CKaHMpOBaHMA Ha OCHOBe

« lNepcoHanbHbI 6paHaMay3p

MepcoHasnbHbIM 6paHaMay3p OTCAeXMBAET BeCb TpAbUK MeXay
3aLMLaeMbiM KOMMbIOTEPOM U APYTMMK KOMIMbOTEPAMU CETH.
MepcoHanbHbI 6paHamay3ap ESET coaepXXmT pacliMpeHHble
DOYHKLMN, NepeYNCIeHHbIE HUKE.

B0o3MOXHOCTb OnucaHue

Hwn3koypoBHeBoe OB6MeH faHHbIMW CKaHMpyeTCcs Ha

CKaHVpoBaHue ypoBHe Data Link Layer, 4To no3sonseTt

Tpaduka nepcoHanbHomMy 6paHamayapy ESET
OTpaXkaTb 6OMbLUIMHCTBO aTak, KOTOpble
MO/ 6bl MPONTU HE3aMEeYEHHbIMMU.

Mopaepyka MepcoHanbHbIN 6paHamayap ESET cnocobeH

nportokona IPvé

paboTaTb c agpecamu IPv6 n nossonsaet
no/sib30BaTeIgAM Co34aBatb nNpasuia
ON19 HUIX.

OTCcnexxnBaHue OTCneXXnBaHMe N3MeHeHn "

COCTOSIHUS B MICMONHAEMbIX dannax npov3BOAUTCA AN

MCNOMHAEMbIX npefoTBpaLLeHms nxX 3apaxkeHns. MOoXHO

dannos paspeLlmnTb U3SMEHEeHUS A5 OTAE/bHbIX
dannos.

CKkaHunpoBaHue BcTpoeHHas nposepka Tpaduka no

dannos, NPOTOKO/IAaM YPOBHSA NpuaoxeHuin HTTP(S)

nepeparoLmxcs 1 POP3(S). Vicnonb3yeTcs A4/4 3almThl

no HTTP(S) n POP3(S)

nonb3osarens npu paéote B IHTepHeTE
Y NOSTY4EHNM 3NEKTPOHHOM MOYTbI.

® Cucrtema lMpumeHseTcsa ona pacno3HaBaHUs
TexHonornun ThreatSense®, KOTOpoe MCMOb30BaNOCh PaHee
- obHapyxeHua xapakTtepa obMeHa AaHHbIMM
B OTMEeYeHHOW Harpagamu nporpamme 3amTbl oT Bupycos NOD 32. -
® BTOPXKEHUM M NpefoTBpaLLEeHNS Pa3/INYHbIX
Snpo ThreatSense® oNTUMMU3NPOBAHO M Yy4YLLEHO B COOTBETCTBUM CETEBBIX ATaK. MOSKHO 3aMDELLATH
Cc TpeboBaHMAMN HOBOWM apxmTeKTypbl ESET Smart Security. ) peL
NnoLo3puUTe/IbHble COeJUHEHMS.
Bo3MOXHOCTb OnucaHwue Mopaepxka [Monb3oBaTesib MOXXET HaCTPOUTb
WHTEPaKTUBHOIO nepcoHanbHbIN BpaHaMay3p Ha
YayuweHHas CMCTema 3aWmThl OT BUPYCOB peXxxumMa, pexkMMa Ha  BbINO/IHEHME AeNCTBUIN aBTOMATUYECKN
ouncTKa BbICOKOTEXHOMOMMUHO OUMLLAET U yAaNseT OCHOBE MOJINTUKU, WU B UHTEPaKTUBHOM pexunme. B pexxume

60/1bLLYI0 YaCTb 0BHAPYXXEHHbIX 3apaXkeHN I
6e3 yyacTna nosib3osartens.

DOHOBbIN peXXxnm
CKaHMPOBAHMA

CKaHMpOBaHMeE KOMMblOTEPA MOXET
OCYLLLeCTBNATHCS B POHOBOM pexume,
He3aMeTHOM /19 CUCTEMbI M MOJIb30BaTeNs.

YMEHbLUEHHbIN
pa3mep pannos
0B6HOBNEHWNI

OnTuMmM3aLma sapa no3BoanaAa COKpaTUTb
pasmep Gpannos 06HOBAEHMI MO CPABHEHUIO
cBepcuen 2.7. 3awmrta panios 06HOBEHNUN
OT MOBPEXAEHNI TAKXKE yIy4dLleHa.

3awuyTa nonyaspHbIX
MOYTOBbIX K/INEHTOB

B0O3MOXHO CKaHMpOBaHMe BXOASLLEN
noYyTbl He ToNbko B Microsoft Outlook,

Ho 1 B Outlook Express, Windows Mail,
Windows Live Mail n Mozilla Thunderbird.

pexxnmma obyyeHus,
ABTOMATMYeCKOoro
pexxnma

1 aBTOMATM4eCKoro
pexxumMa

C ICKTOYEHNAMMN

Ha OCHOBE MOINTUKM COBAMHEHNSA
06pabatbiBaloTCA B COOTBETCTBUM

C npaBuiaMu, npeaonpeaeneHHbIMm
rno/ib3oBaTenem Uav agMUHUCTPATOPOM
ceTu. B pexkrme 06y4yeHus npasuna
CO3Aa0TCA M COXPAHAIOTCA aBTOMATUYECKM,
YTO MOAXOAMT ANA CO3AAHMS HaYaIbHOW
KoHbUrypauum 6paHamayapa.

3amelleHune
BCTPOEHHOr0
nepcoHanbHOro
bpaHamayspa
cuctembl Windows

3ameHAas coborn BCTPOEHHbIN NepCOHA/bHbIN
6paHamayap cuctembl Windows, moaynb
B3aMMO/ENCTBYeT C LeHTpoM 6e30nacHoCcTm
Windows. 9T0 N03BOASET NO/Ib30BATENIO
3HaTb O TEKYLLEM YPOBHE 3aLLMTbl CUCTEMBI.
Cnctema ESET Smart Security oTkato4aeT
nepcoHanbHbI bpaHamaysp Windows npum
YCTAHOBKE MO YMOMYAHMIO.

MHOXeCTBO Menkunx
yAyYLWeHUN

— Mpamon goctyn K GannoBomn cmcteme
obecneyrBaeT BbICOKYIO CKOPOCTb
1N NPOM3BOANTENBHOCTb.

— BnokmpoBKa foCTyna K 3apaXkeHHbIM
dannam.

— OnTuMmM3aums nof TpeboBaHms LeHTpa
6e3onacHocTn Windows, BKto4as BEpCHIO
ansVista.




*  Moaynb 3aWunThl OT HeXXenaTeNbHOWM NoYTbl

Moayb 3aLLMTbl OT HeXxenartesbHoOM noYThbl ESET punbstpyet
HexxenaTesbHyIo MoYTy, NoBbilas ypoBeHb 6€30MacHOCTN CUCTEMDI
1 yao6CcTBO 06MEHa AaHHbIMW MO 3/1EKTPOHHOM MoyTe.

BO3MOXXHOCTb OnucaHue

OueHKa BXoasLmx
coobLeHnmn

Becb 06beM BXOASALLEN MOYTbl OLLeHMBaeTCs
no wkasne ot0 (coobLieHne He COaePXKNT
HeXxenaTesibHbIX 3/1eMeHTOoB) 40 100
(coobLeHme KpanHe HexxenaTesbHo)

11 B COOTBETCTBUM C OLLEHKOW NepemeLaeTcs
B Manky HeXenaTe/lbHbIX COO6LLEHNN,
CO3JaHHYIO MO YMOSYAHMIO NN YKA3aHHYO
nosb3oBatenemM. BO3MOXHO napannenbHoe
CKAHWPOBAaHMeE BXOASLLMX COOOLLEHWNI.

1.2 Tpe6oBaHus K cMcTeme

[lns KoppekTHOM paboTbl nporpamm ESET Smart Security

1 ESET Smart Security Business Edition cuctema go/mkHa
YAOBAETBOPATb aNNapaTHbIM M NPOrpaMMHbIM TPE6OBAHUAM,
OMUCaHHbIM HIKE.

ESET Smart Security:

onepaumoHHas cuctemMa  npoueccop 400 MTL, 32-pa3psaaHbii (x86)
Windows 2000, XP v 64-paspsaaHbiin (x64)
128 M6 onepaTMBHOM NamMATH
130 M6 cBO6OAHOIO MecTa Ha aucke
Super VGA (800 x 600)

MoapepxuneaeTcs — 6anecoBCKUN aHanms;
Habop TeXHONOrnin

CKaHMpoBaHMA

— CKaHMpoBaHMe Ha OCHOBE NpaBu,

— npoBepka no rnobanbHou 6asze
OTrne4aTKoB.

onepaunoHHas cuctema  npoueccop 1T, 32-pas3psaaHslin (x86)
Windows7, Vista NN 64-paspasHbln (x64)
512 M6 onepaTMBHOM NaMaTn
130 M6 cBOBOAHOIr0 MecTa Ha Aucke
Super VGA (800 x 600)

ESET Smart Security Business Edition:

ronHas MHTerpaums 3awmTa oT HeXKenaTebHOW NoYThl AOCTYMHA

B MOYTOBbIE K/IMEHTbI A/15 NONb3oBaTener nporpaMm Microsoft
Outlook, Outlook Express, Windows Mail,
Windows Live Mail u Mozilla Thunderbird.

onepauuoHHas cnctema
Windows 2000, 2000
Server, XP,2003 Server

npoueccop 400 MTu, 32-pa3psiaHblin
(x86) nnu 64-paspaaHblin (x64)

128 M6 onepaTMBHOM NaMaTn

130 M6 cBOHBOAHOIrO MecTa Ha Ancke
Super VGA (800 x 600)

OT60p OTa GYHKLMSA NO3BONSET BPYHHYIO
HeXenaTebHbIX KBaNMPULMPOBATbL COOBLLEHMS.
coobLeHnn

BPYYHYIO

onepawLmoHHas cncrema
Windows 7, Vista,
Windows Server 2008

npoueccop 17T, 32-pa3psaaHbii (x86)
nnv 64-paspsaaHbiin (x64)

512 M6 onepaTnBHOM NaMATH

130 M6 cBO60AHOIO MecTa Ha Ancke
Super VGA (800 x 600)




2. YCTaHOBKaA

Mocne npruobpeTeHns NporpamMmbl YyCTaHOBOYHbIN ¢darn ESET Smart
Security MOXHO 3arpy3unTb C Beb-camta komnaHum ESET. @annsbl
nporpamMMbl NOCTaBASAKOTCS B BUAE NakeTta ess_nt’ i
(ESET Smart Security) nnm essbe_nt**_*** msi (ESET Smart Security
Business Edition). 3anycTnTe ycTaHOBOYHbIN haii, n mactep
YCTAHOBKM MOMOXET YCTaHOBUTbL NporpaMmy. MNpeanaraercsa Asa
TMNA YyCTAHOBKM C Pa3HbIM yKa3aHWeM CBeeHUI 06 yCTaHOBKe:

1. O6bl4Has ycTaHoBKa

2. [lonb3oBartesibCkas yCTaHOBKA

ﬁ! ¥craHoeka ESET Stmart Security

Pexvm ¥CTAHOEKHK

BEIG0p pesMMa YT aHOEKH

BbifepuTe cTaHAapTHYHD yoeTaHoeky ESET Smart Security (obecneumeasTt HamnyJwes
COOTHOLWEHHE MPOMEE0AHTENEHOCTH M BE30NACHOCTH]) MK NONE30EATENECKYHD YT aHOBKY
{MOSB0NAST BLINOAHKTE AOMNONHHTENEHYH HACTPOFKY ),

Pexam YCTaHOEKH

(@) OfibluHEA (pEKOMEHAYEMEIE ONTHMANEHEIE HACTROFKK)

() NonbzoBaTensckan (NossonAeT Bonee AETANbHYHY HACTROMKY)

CnepytoLLMM LLAroM SBASETCS HACTPOMKA CUCTEMbl CBOEBPEMEHHOTO
o0b6HapyxeHus ThreatSense.Net. Cuctema CBOEBpeMeEHHOro 06HapyXeHns
ThreatSense.Net npegHasHayeHa A1 CBOEBPEMEHHOI0 U MOCTOAHHOIO
MHOOPMUPOBAHMA KOMMAHUW ESET 0 NOABAEHUN HOBbIX YIPO3.

OHa no3BonseT 6bICTPO pearupoBaTh M 3aLLMLLLATbL NOAb30BaTENEN.
CuctemanpenycmMaTpusaeT nepefady ob6pasuos 3/I0HaMepPeHHOro
Koaa B naboparoputo ESET. Tam OHM aHaNM3mnpyoTcs, obpabaTtbiBatoTcs
1 [,06aBNSAOTCA B 6a3bl AAHHbIX CUTHATYP BUPYCOB.

ﬁ ¥eranoeka ESET Smart Security

CWCTEMA CEOEBPEMEHHOIO 0GHapY ¥ eHWA

HaCTpOMTE NapaMeTpel cooBWEHMA CHETEME CEORBPEMEHHOTD
obHapyxeHHA ThreatSense Met

CHCTEMS CEQSEPSMEHHOrD DSHEDYN{BHMH -3TQ .l'IY‘-lI.I.IPIﬁ cnocob NoMoYE HaM

3thbEK THEHO SAIWMILATE BaC M ASPMATE B KYPCE HOELX PA3EMESHIWMICA EMPYCOE,
3Ta CMCTEMA MOMET NEPEASEATE HOBRIS BMPYCEl B NatopaTopkk ESET W
oflecneqreaeT DSDaTHW‘O CEAZE ANA ZalMTel BAWero KOoMNeDTepa,

BKNHOHMTE CHCTEMY CEOSEPEMEHHOMD 0BHAPYMEHHA

AononHUTENEHEIE
HACTROMKH. ..

AONOAHMTENEHYHD HHOOPMALMHDY 0 TEXHONOMHM CHCTEMEI CEOBEPEMEHHOMD
0BHaPYHEHHA H NPOCMOTRA NONOXEHHA 0 KOHPHASHUHANEHOCTH CM, B thafing CrpaskH
MOENE YCTAHOBKH,

[ < Hazaa I Aanee > | [ OTMEHE

[ < Hazan ] danes > | [ OTHEHa ]

21 O6bl4yHas ycTaHOBKA

O6bl4Has yCcTaHOBKA peKOMeHyeTCs A8 Nonb30oBaTesen,
npeanoyYnTaloLWmnxX ycTaHoBmTb ESET Smart Security c napameTtpamu
no yMon4aHuo. NapameTpbl N0 yMOAYaHWio obecneynsatoT
HaMBbICLLYIO CTerneHb 6e30MacHOCTU. DTOTBAPUAHT peKOMeHayeTcs
[15 TONb30BaTe/ e, KOTOPbIE HE XOTAT BbIMOJIHATL MOAPOGHYIO
HaCTPOWKY MPOrpamMmmbl BPYUHYHO.

Ha nepsoM (04eHb BaXKHOM) LWare yCTAHOBKM NpeaiaraeTcs BBECTU
MM$ NONb30BaTeNs M Naponb, HEOH6XoAMMbIe 415 MONYYeHUs
aBTOMATMYECKNX OBHOBAEHMI MPOrpaMmbl. [onyyeHne
0B6HOBNIEHNMMTPAET BadKHENLLYIO PO/ib B 06ecneyeHm HernpepbiBHOM
3alMThl KOMMblOTEPA.

AsToMaTHyeckoe obHOBREHHE

BEEAHTE CEOM HMA NONBS0EATENA H napone

ANA NonyHeHHA PEry NAPHEL: 0OHOBNEHKA BEEANTE MMA NONE30BATENA H NApoNs,
K0TOpEIE BEM NOMYYEHE B0 EPEMA NPHOGPETEHKWA NPOrPaMiEl, HacToATENEHD
PEKOMEHAYETCA CKONMPOBATE (ChrH-C) AaHHEIE M3 INEKTPOHHOMD PEFHCTRALHOHHOMD
MHCEMA M BCTAEMTE (CEFHHW) M B CODTESTCTEYHIWLME NONA HHMKE.

MrA nonesoEaTEna: Mapone:

Ecnm Bkl HE YEEPEHBI B NPAEMNEHOCTH 3Ht3‘-|EHMﬁJ WESHHTE Hx NOSHE,

[T] ¥eTaHOBMTE NapaMeTpel OBHOBMEHMA NoZwe

ﬂ)"cTaHoBka ESET Smart Security [E3al

OTMEHA |

Mo yMonyaHuto Gpaaxkok «BKAUUTb CUCTEMY CBOEBPEMEHHOIO
06Hapy>XeHUs» YCTAHOBJIEH, YTO aKTUBUPYET AAHHYIO GYHKLMIO
cucTembl. [1ng U3MeHeHMs napamMeTpoB nepefadm Nofo3puTenbHbIX
®annoB HAKMUTE KHOMKY «[LOMOAHUTE/IbHbIE HACTPOAKU».

CneflytoLLMM LLIArOM YCTAHOBKM AAB/ISIETCS HACTPOMKA 06HapYXKeHUs
noTeHLMabHO HeXeNaTe/IbHOro NporpaMMHoOro obecneyeHums.
MpUNOXEHMS, OTHOCALLMECS K MOTEHLMABHO HexenatensHoMy MO,
He 06513aTe/IbHO ABASIOTCS 3/I0HAMEPEHHbBIMW, OAHAKO OHU MOTYT
HeraTMBHO BINATb HA paboTy onepaLnoHHOM CUCTEMBI.

Takune NporpaMMbl YacTo MOCTABAAKTCA B NakeTe COBMECTHO

C APYr1MMU, NONIE3HBIMM MPOrPaMMaMM, N UX YCTAHOBKY TPYAHO
3aMeTUTb BO BpeMs YCTAHOBKM BCEro nakeTa nporpaMm. XoTs
npu yCTaHOBKeE TakMX MPUIOXKEHNI 0BbIYHO OTOBpaXaeTcs
yBeAOMJIEHME, OHM MOTYT BbITb IEFKO YCTAHOBEHbI 63 cornacms
nonb3oBaTtens.

ﬁ Yeranoeka ESET Smart Security

OBHAPYMEHWE NOTEHUHANLHO HEMENATENBHBIX
NPUNOXEHMH

MATEHUHANEHD HEXENATENEHEIE NPHACKEHHS - 3TO NPOFPaHHEl, KOTOPEIS hakTHHEIKH He
NPEACTABNART pPHCKa ANA Ge30nacHocTH, 3T APHACEHKA ofbMHD 3anpawxsannT
COrnacHe NoNE30EaATENA NEPes, ‘}"ETBHDBKDﬁJ HO MOMYT NOEAMATE HA APOHSEOAMTENEHOCTE,
YCTDHHHBDCTb M HAAEHHOCTE CHCTEMBl, HAH MSMEHKTE E€ NOBE 4EHHE,

BbIGERHTE 0AHH H3 NYHIKTOS -

o>

B cooTBeTCTBYIOLLMX NONAX BBEANTE CBOM MMS NOJIb30OBaTeNs
1 NapoJib, TO eCTb Te JaHHbIE, KOTOPble 6bInn nony4yeHbl Npu
FIpI/IO6p€T€Hl/II/I W peructTpaumm nporpammel. Ecav nmsa
nonb3oBaresia n Naposib ele Hem3BeCTHbl, YCTAHOBUTE ¢>na>|<0|<
«YCcTaHOBUTb NapamMmeTpbl 06HOBNEHUSA No3Xe». [laHHble
ayTEHTI/Iq)IAKaLI,I/II/I MoryT ObITb YKa3aHbIMO3XXe.

6

o>

PekomeHayeTcs BbIbpaTh NyHKT «BkIO4YNTL 0O6HapyXXeHue
NMoTeHLMaNbHO HeXenaTtesnbHoro MO», 4Tobbl paspewnTb
obHapy>xeHue nporpammMon ESET Smart Security Takoro Tmna yrpos.



MocnegHVM LWarom 06bl4HOM YCTAHOBKW ABNAETCA NoATBepXXAeHne

ﬁ ¥eranoeka ESET Smart Security
YCTAaHOBKW. 1718 3TOT0 HAXKMUTE KHOMKY «YCTAHOBUTb?.

WHTEPHET-COE AHHEHHE

ﬁ! ¥eranoeka ESET Smart Security HaCTPOMTE MO AKMHOHEHHE K FHTEPHETY

Bce roToBo K ¥CTAdHOEKE
BeIBepHTE NaPaMETPE], COOTESTCTEYHOWME THMY BAWEMD NOAKNKYEHHA K MHTERHETY,

MaCTep roTOR BLINONHHTE YCTAHOBKY THNA "OfkHHan ECNH Bbl HE YEEPEHBI, HCNONBSYHTE NapaMeTpel Internet Explorer,

£NA HAYANA YCTAHOBKK HAXMWTE KHOMKY "YCTAHOBMTE" . ECAM Bbl XOTHTE M3MEHWTE
HACTPORKH YCTAHOBKK, TO Ha%MMTE KHomky "Hasaa" vnk kHomky "OTmena", utobel MpaKck-cepeep
BBIATH W3 MACTEPa YCTAHOBKH,

) 71HE YESPEH, MCNONBZYETCA MM MPOKCH-CEPEED, A X0UY MCNONESOESTE T8 e

=~ napaMeTpbl, Kakke HononesyeT Internet Explorer (pekoMenayeToa).

() A HE MCNONEZYH MPaKEH-CEpESH

() A HENONESYHY NPaKEH-CEpESE

anee > | [ OTHEHS ]

[ stesan Jfyeranomme] [ Omena | EcAv ANna NoakMoHeHnsa K VIHTepHeTy MCMonb3yeTcs NpoKCu-cepeep,

[LN9 NONYYEeHUS perynspHbIX 06HOBAEHWI 6a3bl AAHHbIX CUTHATYP
BMPYCOB HEOH6XOAMMO NPABMIBHO HACTPOUTb €ro NapameTpsbl.

2.2 Tonb3osare/ibCckas yCTaHOBKA EC/IM TOYHO HEM3BECTHO, UCMOMb3YETCA M MPOKCU-CEpBEp ANs
NOAKNOYEHUSA K VIHTepHETY, 0CTaBbTe HACTPOMKY MOYMONYAHWNIO

Monb3oBaTesibckas yCTaHOBKa npeAaHa3sHa4yeHa as14 OnbITHbIX «fl He yBepeH, UCMOo/b3yeTcs JIn NPOKCU-CepBep A1 BbIXoAa

I‘IOﬂb3OBaTeﬂe|?l, KOTOPpble MOTryT BbIMO/THUTb TOHKYHO HaCTpOI?IK\/ B I/IHTepHeT. q XO4y UCMOJ1Ib30BaTh Te XKe NapameTpbl, Kakue

MPOrpaMMbl U XOTAT U3MEHWTb NapameTpbl PACLIMPEHHON HACTPONKM ncnonb3yet Internet Explorer» 1 HaOXXMUTE KHOMKY «[anee».

BO BPEMSA yCTAHOBKM. Ecnuv npokcu-cepBep He NCNob3yeTcsl, BblbepuTeCOOTBETCTBY LN
napameTp.

CHayvana Hy>kHo BblGpaTh NanKy A/ yCTaHOBKMU MPOrpaMMbl.
Mo yMon4aHmo NporpamMmma ycTaHaB/MBaeTCs B nanky
C:\Program Files\ESET\ESET Smart Security\. Jng T0ro 4106sI
WN3MEHUTb Nanky yCTaHOBKM, HAKMUTE KHOMKY «O630p»

(He DEI(OMEHLI,\/ETCFI). BEECTH NapamMeTphl NpoKCH-CEpEERa

ﬁ ¥eraHogka ESET Stmart Security

Mpokcy-cepeep

ﬁ! ¥eranoeka ESET Stmart Security MapaMeTpel NpOKCH-CepBEpa;

Aapec: MopT:
Bbifiop nankW ¥CTaHOBKK

| 3128

To Nanka, & KoTopyro GyaeT yoTaHaEmMEaTeCA ESET Smark Security.‘___
. V¥iMA NONb30EaTENA Napone:
£lNA YETAHOBKM B 3TY NANKY HIMMHTE KHOMKY " fanee”, fna MsMEHEHHA Nankm
YETSHOBKH, YEa¥HTE B8 BRYHHYHD MK HaXMHTE KHoNKy "O6s0p", Mcnonez0BaTk napameTpel Internet Explarer
Aapec: MopT:

Marka: I I

IC:'l,Program Files\ESET\ESET Smart Security', Ofz0p... =
= [pHMERHTE

[ = Hazaa I Janee = | [ OTHEHS ]

YTo6bl HACTPOUTL NApaMeTpbl MPOKCU-CEPBEPA, BbI6EpUTE MYHKT
«fl NCNOJIb3YI0 MPOKCU-CEPBEP» U HAXKMUTE KHOMKY «[lanee».

| <tosaa |[ dsnee> | [ omens | BeeauTe IP-agpec nunu aapec URL Nnpokcu-cepeepa B nose «Agpec.
B none «MopT» ykaXkuTe NOpT, N0 KOTOPOMY NPOKCU-CEpBEP
NPUHMMAET 3anpochl Ha coeamHeHue (3128 no ymonyaxumio). Ecim
Danee BBeanTe UM NosIb30BaTeNA U NAPOJIb. STOT 3Tan NpoKCK-cepBep TpebyeT ayTeHTUdUKALMN, BBEAMTE NPaBUJIbHbIE
MPUCYTCTBYET U B NpoLieAype 06bI4HOM YCTaHOBKM (CM. CTP. 5). MMS$ MONb30BaTeNs M NAPO/b, KOTOPble He0HX0AMMBbI 419 AOCTYNA
K Hemy. MapameTpbl MPOKCU-CepBEPA MOTYT 6bITb CKOMMPOBAHbI
rocne BBOAA MMEHM MO/b30BaTE/A U NAPO/A HAXKMWTE KHOMKY 13 napameTpoB 6pay3epa Internet Explorer. HakxmumTe KHOMKY
«[lanee», 4To6bl HACTPOUTb NOAKAOUEHME K MHTEpHETY. «MPUMEHMNTB?, 4TO6bI NOATBEPANTb BbIGOP.



f&h"cTaHoBKa EZET Stmart Security @

ABToOMaTHyecKoe oDOHOBNEHHE
=] Aﬂ/

MaCTEp YCTIHOBKH OCYULECTEMT MNSHWPOESHKE 33434 ABTOMATHUSCKOrD 0BHOBNEHHMA,
YToBkI H3MEHHTE B ASNEHEAWEN PACNHCAHHE 33434, HCNONE3YATE MNaHHPOBLLME,

HaCTpDHTb NapaMeTpeEl SETOMATHYECKOro OBHOENEHHA

THn oBHOBNEHHA

H3MEHHTE, .

KOMNOHEHTEI NPOrpanMe: MpeAno#HTE

H [ OTreHa

HaxkmuTe KHoMky «flanee», 4Tobbl NepenTn K OKHY «HacTponka
napamMeTpoB aBTOMaTU4eCcKoro o6HoBAeHUA». Ha 3ToM 3Tane
MOXXHO yKa3aTb, KaK JO/IKHA paboTaTb GYHKLMA aBTOMATUYECKOro
06HOB/EHMS MPOrpaMMHbIX KOMIMOHEHTOB. [Lns AocTyna

K pacLUIMPEHHbIM NapamMeTpam HaXKMUTe KHOMKY «U3MeHUTb?.

Ecnn HeT HeobX0AMMOCTU NOyHaTb O6HOBEHWS NPOrPaMMHbIX
KOMMOHEHTOB, Bbl6epuTe NyHKT “HUKOrAa He OBHOB/SATb KOMMOHEHTDI
nporpammbi». lMapameTp «3anpocuTb NOATBEPXAEHMWE Nepes,
3arpyskoi KOMMOHEHTOB» BK/IO4AET BbIBOZ OKHA MOATBEPXKAEHM S
nepeg 3arpy3Kkoi NporpaMMHbIX KOMMOHEHTOB. 1151 TOrO 4TO6bI
BKJ/IOYNTb aBTOMAaTUYeCckoe 06HOBeHME NPOrPaMMHbIX
KOMMOHEHTOB 6e3 3anpoca NOATBEPXKAEHNS, BbIGepUTe MyHKT
«BbINONHATL O6HOB/IEHWE KOMMOHEHTOB NPOrpaMMbl, €C/i
JOCTYMHO».

=S

ﬁ ¥eraHoeka ESET Srmart Security

OBHOBENEHMA MOrY'T BEITE BEINOAHEHE! SETOMaTHUECKH B3
EMEIL3TENECTEA NONBI0EATENH, MK NONBEI0EATENE MOXET 3343Th
YEEAOMNSHHE NEpe ofHoENEHHEM, Mocne 0BHOENEHMA KOMNOHEHTOE
NPorpamMel MOMeT I'Il:ITpEﬁl:IBaTbEFl Nepezanyck KoMNEHDTERAa,

CEHOBNEHHE KOMOOHEHTS MPOrpariel
() Hrrkaor aa He 0fHOENATE KOMNOHEHTE! NROTPattel
(@) 3anpocHTE NOATEENHAEHHE NEPEA 38MPY3KOR KOMIOHEHTOE

= EbINaHATE OBHOENEHHME KOMMNOHEHTOE NporpamMMel, ecnH
© ALCTYAHO

MepezanyCTHTE NOCNE OBHOBNEHHA KOMMOHEHTOE NPOrpasl
() HAKor Aa He NepesanyCkaTe KoMnsHTER
(@) Mpeano¥HTE NEPE3AMYCK KOMNEHITERE, BCAH HEeolxXoAHMD

-~ ECNM HEOBX0 AMMD, NMEPEZANYCTHTE KOMNEHTED Ge3
~ YBEADMNEHHA

[ om g [ CTHEHS

MPUMEYAHME: Mocne 06HOBNEHMA NPOrpaMMHbIX KOMMOHEHTOB
06bI4HO TpebyeTcs nepesarpyska KoMmnbtoTepa. PekomeHayeTcs
BblbpaTh BapnaHT «Ecin Heo6xoAnMo, nepesanyCcTUTb KOMMbIOTEP
6e3 yBefoMaEHUAY.
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Ha cnefytowem Lware Hy>KHO BBECTM MAPO/ib A1 3aLLUThI
napameTpoB NporpaMmbl. YKaXKmte naposb, KOTOPbIM 6yayT
3alMLLEHbl NapaMeTpbl MporpaMmebl. BBeanTe naposib MOBTOPHO
[NS NOATBEPXKAEHWS.

ﬁ}"CTaHOBKa ESET Srmart Security @

MNapaMeTpbl 3auM EHE] NaponeM

BEEAMTE NAPONE 3aWHTE NapaMeTROE KOHBHMYRALMH

[ 3awkTa NnapameTPOE KoHGHMYDALAKH Naponem

HoEtH naponk: |

(o ATEEPANTE HOBEIF Napons: |

[ < Hazaa I Janee = [ OTMEH ]

LWaru «HacTponka cucTteMbl CBOEBPEMEHHOIo 06HapyXXeHus»
1 «O6Hapy>XxeHue NoTeHUMaIbHO HeXenartenbHoro MO» coBnaaatoT
C COOTBETCTBYIOLLMMM LLAramu B npoueaype 06bl4HOW YCTAHOBKM U He
onucaHbl 3aech (CM. CTp. 5).
MocnegHVM LWAromM NpoLeaypbl NOb30BaTEIbCKOM YCTAHOBKM
ABNINETCA BbIOOP pexnma dbunstpaumm nepcoHanbHoro bpaHamayspa
ESET. lMpeaycMoTpeHbl NATb peXXNUMOB:

ABTOMAaTUYECKUN;

aBTOMATUYECKUIA C UCKIYeHUaMn (Npasuia, onpeaeeHHble
nosnb3oBartesem);

I/IHTepaKTVIBHbIVI;
Ha OCHOBE MNO/IUTUKW,

peXxum obyyeHus.

ﬁ)’CTaHUBKa EZET Srnart Security @

MNepcoHansHeid hadepson ESET
= j

BLIGEpHTE pEdHH GHUNETPaLHH

BETOMATHUECKHI PENHM -

MepcoHaneHeR harepeon Eset ByAeT agToMaTHYECkH 00paDaTEIBEATE BCE CETEERIE
COEAMHEHMA, CTEHASPTHEIE MCXOAALLME CETEBRIS COBAMHEHNA Oy AYT PASPELIEHE, &
NHOBEIE CORAMHEHHA, HE HHHUHHPOBEHHEIS H3HYTRM, 3anpellieHbl, 3TOT PEMHMM NOAXDAMT
AnA BONBWHMHCTES NONES0EaTENEA,

[ < Hazaa I Aanee > | [ OTMEHE

ABTOMATUYECKUIA PEXMM MNOAXOAMNT AN 60NbLIMHCTBA
nosib3oBatesieit. Bce CTaHAAPTHbIE MCXOAALME CETEBbIE COEANHEHNS
paspeluatoTcs (aBTOMATUYECKM aHANM3UPYIOTCA Ha OCHOBE
npefBapuUTeNbHO ONpeAeneHHbIX MpaBu). Jllobble HexxenatesibHble
COeANHEHNS, NHULMMPOBAHHbIE N3BHE, 3aMpeLLeHbl.



ABTOMaTUYECKUI PeXUM C UcKtodeHuamm (npaeuna,
onpepesieHHble NoJib3oBaTesieM). B 106aBNeHNE K 06bIYHOMY
aBTOMATMYECKOMY PEeXMMY MOXHO ONMpeaenaTb Nosb3oBaTebckme
npasuna.

MHTEepaKTUBHbIN PEXUM NpefHa3HAYeH A5 OMNbITHbIX
nonb3oBartenen. s ynpaBneHua CoOeMHEHUAMU MPUMEHSIIOTCA
onpeaeneHHble Nonb3oBaTesnem npasuna. ECn cooTBETCTBYOLLee
npaBwIo HeHanaeHo, NporpaMMa 3anpatlumnBaeT y nosb3oBaTens
HeobxoAMMOe AeNCTBIME: 3aNPeTUTb UK pa3peLLmnTh.

PeXXMM Ha OCHOBe MOJIUTUKM YNPaB/FeT COeANHEHNAMM HA OCHOBE
npaBul, CO3AAHHbIX AAMUHUCTPATOPOM. EC/IM COOTBETCTBYIOLLEE
npaBwsIo He HanAeHo, coeMHeHMe aBTOMaTUYeckn 61okumpyeTcs,
No/b30BaTe/Ib He YBEAOM/IAETCA. DTOT PEXMM PEKOMEHYeTCs TO/IbKO
ANS AAMUHNCTPATOPOB, KOTOPbIM HEOBXOAMMO YrpaBifaTh CETEBbIMU
NOAKAYEHUAMMN.

Pexxnm o6y4eHuMsa: NpaBmia CO34aK0TCA M COXPAHAIOTCA aBTOMATUYECKN,
YTO NOAXOAMT ANS CO34aHUSA HA4YaNbHOW KOHGUIypaLmm
6paHamayspa. BMellaTenbCTBa N0/b30BaTeNs He TpebyeTcs, Tak

KaKk cuctema ESET Smart Security coxpaHaeT npasuia Ha OCHOBe
npeaBapuTesbHO OnpeaesieHHbIX MapamMeTpoB. PeXxxnm obyyeHuns
Hebe3onaceH 1 A0/KeH UCMOb30BaTbCS TONLKO [0 TeX Nop, Noka

He Cco3[aHbl BCe NpaBmaa Ans HeOBXOAMMbIX COEANHEHWI.

Ha nocnegHewm ware 0To6pa>|<aeTcn OKHO C3arnpocom Ha
noaTeep>XaeHme yCTaHOBKN.

2.3 Wcnosb3oBaHMe UCXOAHbIX 3HAYEHUN napamMmeTpoB

Ecnu BbInoNHSETCA NepeycTaHoBKka cucTemMbl ESET Smart Security,
oTobpakaeTcs Graxkok «Mcnonb3oBaTh TEKYLLME NApaMeTPbI».
YcTaHoBUTE 3TOT GIAXKOK, HTOObI NepeHecTn NnapameTpsl
MNCXOAHOrONpoL,ecca yCTaHOBKM B TEKYLLMIA NpoLecc.

ﬁ! ¥Yecranoeka ESET Smart Security

PemumM yCTaHOBKH
BriGop peuMa YoTaHOBKMA

Ecnu Bbl XOTMTE MNEPEYCTEHOBHTE CUCTEMY, COXPAHME TEKYLLME NapaMeTpel,
YCTEHOBMTE 3TOT dinamon,

Ecni Bbl XOTHTE NEPEYCTAHOEMTE CUCTEMY W MSMEHWTE NEPaMETPbI, CHUMWTE 3TOT
dnaok v BEIGEPUTE DAMH U3 PEXMMOE YCTAHOBKH.

Wnone308aTe TEKYLUWE NAPEMET Dk
PextaM yCTaHoBKK

(@) OfbluHan (pekoMeH YEMEIE ONTMMANEHBIE HACTPORM)

MNonbsoBaTencokan (MossonsaeT bonee AETaNbHYID HAECTPORKY)

< Hazag ]Lganee> ; [ OTMeHa

24 BBOA MeHM nonb3oBaTensa u napons

15 TOro 4To6bI UCMONBL30BATH MPOrpPaMMy HAUYYLLIMM 06pa3oM,
HeobX0AMMO perynsipHo 06HOBNATbL ee. 3TO BO3MOXHO TO/IbKO Npu
Ha/IMYNK NPABUJIbHBIX UMEHW M0JIb30BaTesA U MApoJis, KOTOpble
YKa3blBAKOTCS B MapameTpax 06HOBEHMS.

Ecnv nma nonb3oBaTesnsi M Naposib He yKkasaHbl Mpuv yCTaHOBKe,

3TO MOXXHO CAenarth no3x)e. B raBHOM OKHe MporpamMmbl Bbl6epI/ITe
nocnenoBaTtes/ibHO NYyHKTbI «O6HOBNEeHUE” U “HaCTPOﬁKa UMEeHU
rnosb3oBaTesif U naponsa». B okHe «VIH¢opmau,m| O 1ML eH3nn»
BBeAMTe AaHHble, No/ly4YeHHble BMeCTe C NINLUEH3NEN Ha nporpamMmmy.

(7=

BEEAMTE MMA NONBI0BATENA M N3P0NkE, KOTOPkE Ghiik
MOYHEHB NPH PEFHMCTRALMH, HACT0ATENEHD
PEKOMEHAYETCA CKONMposaTe (Chr4C) AaHHES M3
PErHCTRAUMOHHOND CO0BLLEHHA 3ANEKTROHHOH NOYTHI X
BCTaEMTE (Chr+Y) X B COOTBETCTEYHOWME NONA HIXE,

HMrdopmauma o AMUEHE AR

MA NonbsoEaTENA;

Naponk:

2.5 CkaHupoBaHMe KOMNbloTepa rno Tpe6oBaHuUO

Mocne ycTaHoBKM cucTembl ESET Smart Security Hy>XHO BbINMOHUTb
CKaHVpOoBaHMe KOMMbOTEPa Ha Ha/MyKMe 3/10HaMepeHHOro

KoAa. Ans 6bICTPOro 3anycka CKaHMpPOBAHMS B IaBHOM MEHIO
nocneaoBaTeNibHO BbibepuTe NyHKTbl «CKaHUPOBaHME KOMMblOTepa»
1 «O6bl4HOE CKAHMPOBaHMe». [JoNOAHUTENbHYIO MHGOPMaLUIO

0 CKaHWPOBaHWM KOMMblOTEpa CM. B pasfesie «CkaHnpoBaHme
KOMIMbOTEPAY.
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3. PyKOBOACTBO A/11 HAUMHAKOLWMX

STa rnasa coAepXXMT 0630p OCHOBHbIX GYHKLMIA U HACTPOEK CUCTEMbI
ESET Smart Security.

3.1 BBefeHue B N0/1b30BaTeNbCKUIA MHTEPdENC MPOrpamMmbl:
pexumbl

TnaBHOe OKHO rnporpammbl ESET Smart Security pasgeneHo Ha Ase
obnactu. JleBbii ctonbew, coaepXXnT yaobHoe Ans MCNob30BaHNA
rnaBHOe MeHto NporpamMMmel. MpaBas 4acTb OKHA NpeAHa3HavYeHa ans
0TOBpaKEHUA NHDOPMALLMN B 3aBUCMMOCTU OT BbIBPAHHOIO NMYyHKTA
MEHIO B JIEBOWN YacCTu.

Hwke npuBeeHO onmncaHme KHOMOK 1IaBHOMO MeHHo.

«COCTOsIHME 3aLMUTbI» — B 3TOM pasjesne B MOHATHON Gopme
oTobpaXkaeTca MHOOPMALMA O COCTOSHUN CUCTEMbI 3ALLUTHI
nporpammbl ESET Smart Security. ECm BKIKOYEH paclUMpeHHbIn
peXxrM, 0TO6paXkaeTcs COCTOSHME BCEX MOAY/1eN 3aLLMTbl N0
OTAENbHOCTK. LLieIKHNUTE MO MOAYH0, YTOHbI MPOCMOTPETb
NoApO6HYO MHGOPMALMIO O ero TekyLeM COCTOSHUN.

«CKaHMpOBaHMe KOMMbOTepa» — B 3TOM pasfiesne nosb3oBartesb
MOXET HAaCTPOUTb M 3aMyCTUTb CKAHVMPOBaHMe KOMMboTepa
no TpeboBaHMIO.

«O6HOBJIEHME» — B 3TOM pas/e/ie NpefoCcTaB/ieH AOCTYM K MOAY/HO,
KOTOPbI ypaBfseT NpoLeccoM 06HOBNEHMS 6a3bl AAHHbIX CUTHATYP
BMPYCOB.

«HacTporKu» — 3TOT pa3zAen npefHasHaveH 418 yrnpasieHns
ypOoBHEM 6€30MacHOCTM KOMMbtoTepa. EC/IN BK/THOYEH paClUMpPeHHbINA
PeXurM, 0TOBPaXKATCA MOAMEHIO MOAY/IEN 3aLLMTbI OT BUPYCOB

N WMWOHCKUX NPOrpaMM, NepcoHanbHoro 6paHamayaspa v Moayns
3aWMTbI OT HEXENATeIbHON MOYTbI.

«C1y>Ke6Hble MporpaMMbI» — 3TOT paszes LOCTYMNeH TO/bKO
B PACLUMPEHHOM PEXMME U NpeAHA3HAYEH A8 A0CTyNa K hainam
XKYPHANOB, KAPAHTUHY U NAAHNPOBLUMKY.

«CnpaBka u nogaepXxka» — KHOMKa npefHasHavyeHa 415 nepexoaa
K CMPaBOYHOM CMUCTEME, K CTaTbAM 6a3bl 3HAHWI 1 Be6-canTy
KOMMaHuw ESET, a Takxke A/ LOCTYNa K CUCTeMe pasmeLleHuns
3anpoCoB B CNIY)KBY NoAAEPIKKMN.

NHTepdenc cnctembl ESET Smart Security no3BonsieT nosb3oBaTensim
nepektoYaTbCa MeXay 06blYHbIM U paclUMPeHHbIM peXXMMamMu
oTobpakeHms. ina nepeksiloyeHns Mexay pexxmmMamm
npeaHasHaveHa ccbiika «fokasarb», pacrnosioXKeHHas B HYXKHEM
JIEBOM YTy MIaBHOMO OKHA aHTMBMpyca ESET Smart Security.
Ha>kmuTe 3Ty KHOMKY, YTO6bI BbIOPaTh HEOOXOAMMBbIN PEXMM
oTOBpaXkeHUs.

(== ]
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BepchA SNpYCHOf 53361 ABHHEIX CATHATYR:

BT

B OBBINHEIR PEXAM  VI3MERUTE, .

O6bIYHbI PeXXMM MpefoCTaBfeT LOCTYM KO BCeM BYHKLUMUAM,
HeoB6X0AUMbIM AJ15 BbINOSHEHNA 06bIYHbIX Onepaumii. JocTyn
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K pacLMpPeHHbIM GYHKLMAM NpY 3TOM OTCYTCTBYET.
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O OBHoENEHNE
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Armusnpyc

3eLUMT2 OT BNPYCOE H LIMHONCKIX MPOTPaNM
3awTa GaiRNos0i CHCTEMbI B PEXUIME PERNHOTD BPEMER ¥ Biniowera
3aua gokymenTos + Brniosena
3awnTa nouToBOrD KAMEHTS + Brniouena

3auwa gocyna & Urreprer ¥ Brarouena

Mepcorianthsifi baiiepron MepconantHsiii haiiepeon

Mogyns punsTpawu ceresoro padiika ¥ Brmoeno

Arucnam
Meoayns sawe o7 cnama

3awa nouTos0rO KIMEHTa + Brniosena

ﬁ CnykebHbie nporpamMbl

0 Crpaeka i NOAAERXKKa

Hacrpoiika umerin

W napona ana
HacTpoiika MpokcH-cepaepa..

TMapamerpel AMNOpT2 1 3KCNOpT2...

BeOj BCero Aepesa pacLLMpeNH b NapaMETPGE...

e

BUlf: pacliupeHHsIi PEkum  MseHMTS...

Mpu nepeKItoYeHM B PACLUVPEHHbIV PEXXUM B [IAaBHOM MEH0
noaBAseTcs NyHKT «Cnyke6Hble nporpammbl». Pasgen «CaykebHble
nporpamMmbl» NpefoCcTaBaAseT A4OCTYN K NAAHUPOBLLMKY, KAPAHTUHY
1 bannam xypHanos cucTembl ESET Smart Security.

MPUMEYAHMUE: lanee B 3TOM pPyKOBOACTBE BCE YKa3aHMA OTHOCATCA
K paclMpeHHOMY pexxnmy.

3.1 MpoBepka paboTOCNOCO6HOCTU CUCTEMbI

[na Toro 4Tobbl NONYYNTb NHHOOPMALMIO O COCTOSHUM 3aLLUTDI,
BbI6EpMTE COOTBETCTBYHOLLMMA NMYHKT MABHOMO MEH0. B MpaBom YacTu

OKHa 0TobparkaeTcs cBoAHas MHPOPMALMA O COCTOSIHUM CUCTEMDbI
ESET Smart Security. Kpome Toro, oTobpa>kaeTcsi MeHto, coctosLLee
13 TpeX NMYyHKTOB: «3aLuMTa OT BUPYCOB U LLUMUOHCKUX MPOrpaMm»,
«[epcoHanbHbIN 6paHamay3p» 1 «Moaynb 3aLWmnTbl OT
HeXxenartesibHOM NoYTbI». BbibepuTe 110601 13 HMX,YTOBbI MONYHUTD
noApo6HY0 MHPOPMALIMIO O COCTOSAHWMM COOTBETCTBYIOLLLErO MOAYNA.

elEEs

UnTepdericy Hacrpoiikn~ Cepsncw Cnpaska~w
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KonuecTso obrapyxenHbix arak: 104
3796 (20090124)

NMinuersun geiicrsnrensia ao: 2.3.2009

Bepcun supyCHON Basbl A3 HbE CHTHaTYp:

ﬁ CryxeGHele NporpaMMe!

0 CnpaBKa U Nojaepxka

we protect your dighal worlds

Bug: pacumpenHsii pexnm  MsueriTs..

3eneHbl dnaXkok 0603HavaeT, 4To B paboTe Moaynen HeTnpobnem.
Mpv BO3HUKHOBEHWM NpobaeM 0TobpakaeTcs opaHXeBbln 3HA4YOK
yBeAOM/IEHMS NN KPACHBIV BOCKAMLATE/IbHbIN 3HAK, @ TAKXKe
[LONONHUTENbHbIE CBEAEHWNS B BEPXHEW YacTW OKHa. Kpome Toro,
npefnaraeTcs pewleHune npobaemsbl. 115 TOro 4Tobbl U3MEHUTH
COCTOSIHME OTAENbHOMO MOAYASA, LLENKHUTE NYHKT MaBHOMO MEeH0
«HacTpomku» 1 BbibepuTe HEO6XOAMMbIA MOAY/b.



3.1.2 YTo penartb, e cucTeMa He paboTaeT Hagexalmm
o6pasom?

Ecnm cuctema ESET Smart Security o6Hapy»kmBaeT npobnemy
B KAKOM-TM60 MOofy/1e 3aLLUMThbl, 3TO OTpaXkaeTcs B OkHe «CoCcTosiHUe
3aWmTbI». TaM Xe npeaaaraeTcsl BO3MOXHOE peLleHune npobiemsi.
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Wwrepdeiicy Hacpoicnw Cepemc Cnpaskaw

CoCToAHWE 3aLLMTRI

g n MakcrManbHaa cTeneHb 3almMThl He rapaHTUpoBaHa
HeBrroaerine =

Ceressie nogrnroueHma

Cramncuka AHTMEVIP)’CHEH 3aWwmMTa OTKAKYEHa

33LUTa & PEAUMME PERNIBHOTO BPEMEHM OTKAIONEHa NDABIOBaTENEM, KOMTbHOTEp &

HACTORLLEE BPEMA HE SALLMLLIEH OT YrPos. BIAIoHMTS NocToRHHYHo SaLLuTy daiinosoii
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O Ckaupoeaie MK
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O OGHoENEHUE
"
# Hactpoiika

! 3auiuTa OT BMPYCOB U LUMMOHCKIX MPOrPaMIL
+ Mepconansrisiii dafiepeon
+ Mogyns zawursi of cnama

B cryxesise mporpavi

Konuuectso oBHapyskerHbix aTak: 104
3796 (20090124)

Niuerans geiicTenTensna ao: 2.3.2009

0 R DI Bepcna BnpycHoli Basel AsHHLIX CHTHATYP:

BUA; PACLIMDERHEIN PEXUM  VISMEHNTS...

T

Ecnun pewnTb NpobiemMy C MOMOLLbIO NpeafiaraeMblx Mep He yaaeTcs,
Bbl6epunTe NyHKT «CrnpaBKa u nogaepXxka» aas 4octyna K amnnam
CNpaBKM UKW A8 NoMcKa B 6ase 3HaHWW. Ecam no-npexxkHemy

He yaaeTcs pelwnTb NpobaemMy, OTrnpaBbTe 3anpoc B CIYXKOY
TEXHUYECKOW NoAAEPXKKN KOMNaHMK ESET. Ha 0CHOBe Nofy4YeHHbIX
OT NOJIb30BATENA CBEAEHWI CNeuManncTbl Cy>KObl NOAAEPXKKN MOTYT
6bICTPO ONpPeAenuTb NPUYMHY NPOBAEMbI U MPEeaSIOKNTb €€ PeLleHmne.

3.2 HacTtpoiika 06HOBNEeHUI

Mpouecc 06HOBNEHNS 6a3bl JAHHBIX CUTHATYP BUPYCOB U KOMMOHEHTOB
Nporpammbl ABASETCS BaXKHENLLER YaCTbio 06ecrneyeHms 3aLnThbi
KOMIMbIOTEPA OT 3/10HAMEPEHHOTO KoAa. YaennTe 0coboe BHUMaHKe
M3YYEHMIO HACTPOMKM M paboTbl 3TOro NpoLecca. YTobbi
He3amea/IMTeNIbHO NPOBEPUTH A0CTYNHOCTb O6HOB/IEH WA 6a3bl
[AHHbIX CUTHATYP BMPYCOB, B NTaBHOM MEHIO NMPOorpamMmmbl HaXKMUTe
«O6HOBUTB?» N «O6HOBUTb 6a3y AAHHbIX CUFHATYP BUPYCOB».
Jmnanoroeoe okHO «HacTpoika MMeHM Nonb3oBaTesid U Napona»
npeaHasHa4yeHo /18 BBOAA MMEHM Mo/ib30BaTesa 1 Naposis, KoTopble
6b11M MOYYEHbl B MOMEHT NPUOBPETEHNA MPOrPAMMHOIO MPOAYKTA.

Ecnv nms nonb3osatens v Naposb Obinn yKasaHbl BO Bpems
YCTAHOBKM NporpamMmmbl ESET Smart Security, To OHW He 6yayT
3anpoLleHbl Ha 3TOM 3Tane.
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»  OBHOBMTE Basy AaHHbIX CMTHaTYp BMpycos (&)
Ycramoska oBHoBREHMA He TpeGyeTch — Gasa gaHHbix yxe 0BHOENEHa,

@ Hacrpoiika umenn nonssoeatens u napons... (0

Mocneanee ycnewnoe obrosnenne: 24,1, 2009 16:25:59

0 Cnpagka i noAnepXKa Bepcun Gasei fanmex curraryp ewpycos: 3736 (20030124)

B oBbIMBIi pexm  VsmernTs. .

we protect your digital warlds

OKHO «[JONONHUTE/IbHbIE HACTPOMKUY (419 OCTYNa HAKMUTE
KnaBuLy F5) cOpep>XnT 4ONONHUTENbHbIE NApaMeTpbl O6HOBEHMS.
«CepBep 06HOB/IEHUI»: B PACKPbIBAIOLLEMCS CNUCKE BbIGEPUTE MYHKT
«Bbl6MpaTbh aBTOMATUYECKUN». [111 HACTPOVKM LOMONHUTENbHbIX
napameTpoB O6HOBEHMS, HANPUMEP peXXMmMa 06HOBAEHNI, OCTYNA
K MpOKCK-cepBepy, NoAy4eHns 06HOBEHMIA C 10Ka/IbHOrO cepBepa

1 CO34aHMNA KOMUA CUTHATYp BUPYCOB (B cucTeme ESET Smart Security
Business Edition), HaXXMWTe KHOMKY «HacTpOMKu».

ESET Smart Security E
= (es
Hacrpoiika
- 3AllMTA 6T BHPYCOE H WAHOHCKMX Nporpamy | BeBpanHeIf npoduns:
- MlepcaHansHer ariepson Mo npodmnL. =] [ mpodmnn... |
Moyl 38UATSI OT tnama -
- OHOEHTL HaCTROFIH BLIGpaHHOrD Npodkna
CnykefHele Nporparms! Cepeep obrosnshii:
- WHTepheric [BeiBrpaTs apromatmsckn | [vaerire... |
PasHoe
e nonesosaTena: Mapons:
updvt sssssses
[C]He oTofipanaTs yesaomnenie of yerewron obHOBREHH
[ @®ok | [ omens | [N yuoniznao

3.3 HacTpowka poBepeHHOM 30Hbl

HacTpownka f,oBepeHHOM 30HbI IBNFETCA BaXKHENLLMM 3Tanom
dbopMMpoBaHMS 3aLLMTbI KOMMbIOTEPA B CETEBOW Cpeje.

Mpw HAcTpoViKe AOBEPEHHOM 30HbI NONb30BaTEb MOXET
npefoCTaBUTb A PYrMM NOAb30BATENSM CETU JOCTYM K CBOEMY
KOMMbOTEPY M ero pecypcam. MNepengunTe K pasgeny «Hactpomka» >
«MepcoHanbHbI 6paHaMay3p» > «M3MeHUTb peXXnm obecrneyeHuns
ceTeBoW 6@30MacHOCTU KOMMbloTepa». OTKPOeTCs OKHO
N3MeHeHUs pexxuma obecnevyeHmns ceTeBomn 6e30nacHoOCTU
KOMMbIOTEPA, B KOTOPOM MOXHO HAaCTPOUTb NapamMeTpbl pexxrmMa
3aLUNTbI B TEKYLLEN CETU UM 30HE.
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ﬁ CryxeGHele NporpaMMe!

© s o

[loONHHTENGHbIE HACTPOMKM NEPCOHANLHOTO BaRtepBoNa.,

we protect your dighal worlds

Bug: pacumpenHsii pexnm  MsueriTs..

OnpepeneHne OBEPEHHOM 30HbI BbIMOMHAETCS NMOC/e YCTaHOBKM
nporpammbl ESET Smart Security nnv nocie nogKnto4eHus
KOMMbtOTEPA K HOBOWM CeTU. TakM 06pa3om, Yallie BCero HeT
HeobxoAMMOCTM 334aBaTb JOBEPEHHYIO 30HY. 10 yMONYaHWIO
npv 06HAPY>XEHMM HOBOM30HbI 0TOBpaXkaeTcs 4ManoroBoe
OKHO,M03BO/IAOLLEE HACTPOUTb YPOBEHb 3aLWMTbl A1 3TON 30HbI.
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WM3meHnTb pexxum obecneuenns BesonacHoctw MK

BrifepHTE peskM oBecneyYeHHA ceTeB0H BESONAcHOCTH KOMNEHOTEPA!
MoaceTte: 10.1.109.0 } 255,255,255.0

@ TmaTensHan sawmMTa

K.OMMERITED NONES0EATENA OYAET HEADCTYTIEH ANA LRYTH:
KOMMBHOTEPOE B CETH (HANPMMED, Manky M MPHHTEREl 4nA obwero
ADCTYNAE HE Dy 4y T 0TOOPaXaTECA), ITOT PEMMM NO4XOLHT ANA
EECI'IDDBD,ELHDI'D CogAMHEHKA,

s (") PaspewnTe obwui goctyn

K.OMMERITED NONE30BATENA BYAET AOCTYNEH ANA APYTHX
KOMMBHOTEPOE B CETH (HaNpHMep, Oy 48T NNk ¥ NPMHTERE 4N
oflero ADCTYNS By AyT 0TOBPa%aTECA), IFTOT PEMHM NOAXDAHT
ANA A0MIWHEA MM ObMCHOA CETH,

i

JONoNHMTENEHEIS HACTDOMISH, .,

i [ OTHEHA

BHumaHue! HenpasuabHas HACTPOMKA AOBEPEHHOM 30HbI MOXET
noB/eYb 3aC060M CHUXKEHME YPOBHSA 6€30MacHOCTM KOMMbOTEpa.

MPUMEYAHMUE. Mo ymonyaHuto paboyme CTaHLUMN U3 OBEPEHHOMN
30Hbl 061a4at0T AOCTYNOM K darnam n npuHTepamM o6LLero nosb3oBaHMs
JIOKa/IbHOro KOMMbOTepa, BXxoAswme coefmnuHeHna RPC paspelleHsl,
cnyxkba yaaneHHoro paboyero ctona Takxke paspeLleHa.

3.4 HacTpoiika npokcu-cepsepa

Ecnuv ana noakntoveHns K IHTepHeTY UCMosb3yeTcs MpoKCU-cepBep,
3TOLO/IKHO 6bITb YKA3aHO B OMNOMHUTE/IbHbIX MapameTpax (knaBumiia
F5). lna focTyna K OKHy HACTpoeK NpoKCU-cepBepa B iepese
pacLMpeHHbIX MapaMeTpoB NporpamMmbl BbibepuTe «PasHoe» >
«MpoKcu-cepBep». YCTAHOBUTE GaXKOK «MCnosib30BaTh NPOKCU-
cepBep», BBeMTe IP-afpec 1 HOMep nopTa NpoKcK-cepBepa, a TakxKe
AaHHble ayTeHTUdUKaLUK Ans A0CTYNa K cepBepy.

ESET Smart Security 2=
Hactpoiika (=Ll
- HTEr LM B CHCTery « | Mpacr-cepecp
- B cosamHeH [¥] MienonesaeaTh npoKcH-CepBen
Moy ST o7 cnara [ — o
L BapecHas kHHra
OBHosneHHe 31z
CyweBHEIE Nporpanm! e
ik wypHanos - :
A Mo 308 aTEN; Napone:
KapamTim
MnaHHpoBLIK
-~ TTpE AYIPESKARHAA K YBEADMNEHAA
 Correna cosempamervors sévappe |
+: CHETEMHBIE DEHOBNEHIA
MHTepbeic
- MIPEAYMREKASHHA H YESACHAEHAA
CKPBITEIE OKHA YBEACHREHHI
HacTpofika aocTyna E
KanTeKcTHOE MeHio
£} PasHoe
Mpoken-cepeep
Muersin
- ¥ ABnEHHOS SAMMHCTOHDOBSHNE ||
 HTEr PaUKA C NOHTOBEINA KMEHTaMH
P F—T—
[ @®oc ][ omesa | [noyuensame

ECnn 3Tm cBeaeHMS OTCYTCTBYIOT, MOXKHO NONPO60BaTh aBTOMATUYECKM
onpefennTb napameTpbl NPoKCU-cepBepa Ass cnctembl ESET Smart
Security, HaXkaB KHOMKY «HanWTKU NpOKCU-cepBep».

MPUMEYAHMUE: NapameTpbl NpOKCU-CepBepa A5 pa3IUYHbIX
npodunen o6HOBAEHMS MOTYT pasnnyaTbcs. B 3Tom cnyyae
HaCTpOMTE NPOKCU-CepBep B pasaene AOMNONHNTENbHbIX HACTpOeK
06HOBNEHMS.

3.5 3awwmTa HacTpoek

HacTpownku nporpammbl ESET Smart Security MoryT 6b1Tb O4eHb
BaXKHbI C TOYKM 3pEHUS MOANTUKN 6@30MacHOCTN OpraHu3aLmnm.
HecaHKUMOHNPOBAHHOE N3MEHEHME NapaMeTpOB MOXET HapYLLNTb
CTabWIBHOCTb CUCTEMbI M OCNABUTDL ee 3aLmTy. 415 33U Thbl
napameTpoB NaposieM B MaBHOM MEHI0 NporpamMmebl BbibepuTe
«HacTponku» > «BBopg, BCero Aepesa paclMpeHHbIX napamMeTpoBs» >
«UAHTepdencr» > «3awmTa napaMmeTpoB» N HAKMUNTE KHOMKY
«BBeguTe naposib».

BBefuTE NAposb, BBEAMWTE €ro NOBTOPHO A5 MOATBEPXKAEHNS,
a 3aTeM HXXMUTe OK. 3TOT naposb noTpebyeTca Ans nto60oro
M3MeHeHMsa napamMeTpoB cucTemMbl ESET Smart Security B byayLuiem.
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4. PaboTta c cuctemom ESET Smart Security

4.1 3awmTa OoT BUPYCOB U LUMNOHCKUX NpOrpamMmm

3almTa OT BUPYCOB W LUMMOHCKNX NPOrpamMm npegHasHaveHa ana
OrpaXkAeHuns CUCTeMbl OT BPEAOHOCHbIX aTak C MOMOLLbKO MPOBEPKU
cofep>KMMoro ¢Gannos, COO6LLEHUI 31eKTPOHHOM NOYTbl 1 06MeHa
LAHHbIMY Yepe3 VIHTepHeT. EC/1M BPeLOHOCHBIN KOZ 06HapY>KeH,
MOZAY/b 3aLLMTbI OT BUPYCOB U LUMMOHCKMX MPOrpaMm obe3BpexmBaeT
ero, cHavana 61oKMpys ero UCNoAHeHWe, a 3aTeM o4MLLASA, yaanas
WA NepemeLLas Ha KApaHTUH.

411 3awmTa $pannoBomr CUCTEMbI B peXXUMe peasibHoro
BpeMeHu

3awmTa $GarnoBov CUCTEMbI B PEXKMME peasibHOro BpeMeHu
ynpasnseT BCeMU COBbITUAMM B CUCTEME, OTHOCALLMMMNCA K 3aLLuUTe OT
BMPYCOB. Bce pannbl CKAHMPYIOTCA HA Ha/TMYMe BPeAOHOCHOIO KOAA

B MOMEHT VX OTKPbITWSA, CO3AAHMSA UK 3anycka. 3awuTa Gannosomn
CcMCTeMbl B peXKiMe peasibHOro BpeMeHM 3amnyckaeTcs BO BpeMs
3arpysKku onepauyoOHHOM CUCTEMBbI.

4.1.1.1 HacTpoiiku KoHTpos $GalinoBo CUCTEMDI

3awmTa $hanoBov CUCTEMbI B PEXKMME peasibHOro BpeMeHu
npoBepsieT BCeTUMbl HoCcUTeNen. KOHTPOb BK/IKOYAETCS B 3aBUCMMOCTH
OT Pa3/INYHbIX COBBLITUIN. KOHTPO/b MCNO/b3YeT METOAbI TEXHONOM NN
CBOeBpeMeHHOro o6HapyxeHus (noapobHee cM. pasfen «<HacTpowika
METOL0B CKAHWUPOBaHUA). MEeTOA KOHTPO/IS MOXKET U3MEHATLCS

B 3aBMCMMOCTWM OT TOrO, CO3AAETCA /Y HOBbIN Gara UAN NPONCXOANT
paboTa C y>ke CyLLecTByoLWMM. [L1sS BHOBb CO3AaHHbIX Gannos
BO3MOXXHO NPUMeHeHMe yriy6ieHHbIX MeToL0B KOHTPONS.
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41111 Hocutenun pnsa ckaHnpoBaHus
10 yMON4aHUIO BCe [OCTYMHblIE HOCUTENV NPOBEPSAIOTCA HA Han4me
BO3MOXHbIX yrpo3 6e3onacHocTu.

«KecTkue oUCKU» — BCe XXeCTKMe ANCKU KOMMbioTepa.
«CbeMHble HocuTenmu» — ANCKeTbl, HakonuTenm USBu . 4.
«CeTeBble AUCKU» — BCe NOAK/IFOYEHHbIe CeTeBble ANCKU.

PekoMeHLyeTCs U3MEHSATb 3TV NapameTpbl TOMbKO B 0COBbIX CTy4anx
(Hanpwvmep, e CKAHMPOBAHME ONPEeAENEHHbIX HOCUTENEN NPUBOANT
K 3HA4YMTENbHOMY 3aMe/IEHNIO CKOPOCTY NEPeSAYM AHHBIX).

4.1.1.1.2 CkaHMpoBaHue npu onpepesieHHbIX YC10BUAX
(«CkaHupoBaTb Npu»)

Mo ymonyaHuto Bce darbl CKAaHUPYIOTCS NPU OTKPLITUN, UCNONHEHUM
WY CO30aHNN. PEKOMEHYETCA COXPaHATb YCTAHOBKM MO YMONYAHMIO,
MOCKO/IbKY OHM 06ecne4mBaoT MaKCMMasbHbIN YPOBEHb
6e30MacHOCTY KOMMblOTepa.

®yHKUMA «[locTyn K Anckete» obecrneynsaeT KOHTPO/Ib
COAEPXKMMOTO 3arpy304HOro CEKTOpa ANCKeTbl, HAXOAALLLenCs

B npusoge. PyHKLUNS «Bbik/IloYeHne KoMMnbloTepa» obecrneymsaeT
MPOBEPKY 3arpy304HbIX CEKTOPOB XECTKMX ANCKOB KOMMbioTepa

BO BpeMs ero BblK/Il0YEHNA. HECMOTPSA Ha TO, YTO 3arpy3o4Hble
BUPYCbl B HACTOALLEE BpeMA BCTpe4aloTca peaKko, pekoMeHayeTcs
BK/IIOYUTb 3TY PYHKLMIO.

4.1.1.1.3 JononHuTtenbHble NapamMeTpbl CUCTEMbI
cBoeBpeMeHHoro o6HapyxxeHus ThreatSense ans
HOBbIX U U3MEeHeHHbIX (paiinoB

BO3MOXXHOCTb 3apaXkeHns HelaBHO CO34aHHbIX N U3MEHEHHbIX
$arnos BbllLe N0 CPAaBHEHWIO C y>Ke CyLLeCTBYIOWUMU hannamu.

10 3TON NpUYMHe Takne Garbl CKAHUPYIOTCS C YHETOM
[LOMOMHUTE/IbHbIX NapamMeTpoB. OLHOBPEMEHHO C 06bl4HbIMM MeTOAaMM
CKaHWPOBAHWS, OCHOBAHHbIMWN Ha MNOMCKe B 6a3e AaHHbIX CUrHATYP
BMPYCOB, MPUMEHSIOTCA METO/bI PaCLUMPEHHOM 3BPUCTUKW. DTO
3HAYUTE/IbHO YBEIMYMBAET BEPOATHOCTb OBHAPYXXEHNSA BUPYCOB. Kpome
HefaBHO CO3AaHHbIX GanNoB, TaKoe CKAHMPOBaHMe BbINOMHAETCS AN
camopacnakoBblBatoLmxcs dannos (SFX) n Gainnos ynakoBLLMKOB

B PeXXUME peasbHOro BpeMeHw (BHyTPeHHe yNaKkoBaHHbIX MCMOMHAEMbIX
bainos). M0 yMONYaHMIO apXMBbl MPOBEPAIOTCS L0 AECATOrO YPOBHSA
BJIOKEHHOCTM BHE 3aBUCMMOCTU OT paKTM4HecKoro pasmepa panna. nsa
TOro 4TO6bI U3MEHWUTbL NapamMeTpbl CKAHNMPOBAHUSA apXMBOB, CHUMUTE
dnaxok «Mapamempbl CKAHUPOBAHUS APXUEA NO YMOAHAHUIO».

41114 [ononHuUTeNbHbIE HACTPOMNKMU

[na MYHMMM3aUUKM NoMex npu paboTe KOMMbloTepa 3aLimTa
barnoBo CUCTEMbI B peXMME peanbHOro BpeMeHu He CkaHupyeT
MOBTOPHO $ai/ibl, KOTOPbIE YyKe MPOBepPEeHbl, eC/IN OHU He Bbln
M3MeHeHbl. Dasbl CKAHWMPYHOTCSA MOBTOPHO CPasy Nocsie 06HOBIEHNS
6a3bl AAHHbIX CUTHATYP BUPYCOB. Takoe NoBeseHme HacTpanBaeTcs

C MOMOLLbI0 PYHKLUM «ONTUMU3MPOBAHHOE CKAHUPOBAaHUEN.

Ecnuv oHa oTKk/0YeHa, Bce han/ibl CKAHNPYIOTCS KXKAbIA pas npu
LOCTyNe K HUM.

Mo ymonyaHwmto 3awmTa GpannoBom CUCTEMbI B peXKMe peanbHoro
BpeMeHM 3anycKkaeTcs BO BpeMs 3arpy3kim onepaLvioHHON CUCTEMbI
1 NpeaHasHaveHa Ans HenpepbiBHOrO CKaHWPOBaHMS Garnos.

B 0cobbix cnyyasx (Hanpumep,B ciydae KOHGANKTA C ApYrM
MOAY/1IEM CKAHUPOBAHWSA B PEXMME PEAZIbHOMO BPEMEH M) 3aLmTa
$arnoBOM CUCTEMbI B peXXMMe peasbHOro BpeMeHM MOXKET ObITb
OTKJ/IOYEHA NyTeM OTK/II0HYeHUS MapamMeTpa «ABTOMAaTUYeCKui
3anyck 3aWuTbl GpanioBon CUCTEMbBI B PeXXUME peasibHoro
BpEMEHU».

10 yMONYaHMIo pacllMpeHHas 3BpUCTUKA He MCNO/b3yeTcs Npu
3anycke GanioB Ha UCNONHEHWe. TeM He MeHee B HeKOTOPbIX C1y4anx
MOXKHO BK/IOYUTb 3TY PYHKLMIO, YCTAHOBUB GNXKOK «PaclumpeHHas
3BpUCTMKA 3anycka ¢pannos». CnegyeT 06paTnTb BHUMaHWeE Ha

TO, YTO M3-3a MOBbIWEHHbIX TPeBOBAHNN K CMCTeMe pacluMpeHHas
3BPUCTNKA MOXET 3aMe/INTb BbIMO/IHEHWE HEKOTOPbIX MPOrpaMM.

4.1.1.2 YPOBHU OYNCTKU

3almTa B pexxvMe peasibHoro BpemMeHu npeaycmaTpusaeT Tpu
YPOBHS 04MCTKM (A15 [OCTYNA K HACTPOMKAM HAaXMUTE KHOMKY
«HacTpounku» B pasgene «3awmTta GpansioBon CUCTEMbI B peXKxume
peanbHOro BpeMeHu» 1 nepenguTe K BeTke «O4UCTKan).

© B peXume nepBoro ypoBHs nporpaMmmMa nokasblBaeT OKHO
yBe[OM/IEHNSA U NMpeasiaraeT Ha BbI6Op AeNCTBUS AN KaX4oro 13
C/ly4aeB 3apaXkeHns. Monb3oBaTesb A0/KEH BbI6paTh AeNCTBME
[NS KDKAOTO0 3apaXkeHns 0TAe/IbHO. DTOT YpOBeHb NpeAHa3HaveH
L7151 Hanbosee OMbITHbIX MO/Ib30BaTE/eM, KOTOPbIE TOYHO 3HAIOT,
KaKue Waruv cnedyet npeanpuHUMaTh B ClyHae 3apaXkeHus.

* B pexumMe ypoBHs Mo yMOMYAHMIO NPOrpamMma aBTOMATUYeCKN
BbIGMPaEeTH BbIMOHSAET NpeABapMTeNIbHO ONpeaeNieHHoe AencTBre
(B 3aBMCMMOCTM OT TUNA 3apaxkeHunsa). O6HapyxXeHue 1 yaaneHve
3apakeHHbIX GanoB CONpoBOXAAETCA MHGOPMALMOHHbBIM
cooblieHneM, pacnonaratoLMmMcs B MpaBoM HUXKHEM Y1y 3KpaHa.
OfHaKo aBTOMaTUYeCKne fenCTBUS He NpeAnpYHUMAIOTCS
B C/ly4ae 06Hapy)XeHWs 3apaXkeHs B apXMBax, KOTOPble COAepKaT,
NMOMMMO 3apakeHHbIX, anibl 6e3 BpefOHOCHOMO KOAA, a Takxke
eC AeNCTBUM 4S8 3TOTO C/lyHas He NpeasyCcMOTPEHO.



© B pexume TpeTbero, Hanbosnee «arpeccCMBHOr0» ypoBHS BCe
3apakeHHble 06beKTbl yaanaTcs. Tak Kak 3TOT ypOBEHb MOXEeT
NPpUBECTU K NOTepe Noje3Hon nHdopmaLmm, pekoMeHayeTcs
MCMOJIb30BATb €ro TO/IbKO B 0COBbIX C/Ty4aANX.
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AOCTYNHED: ASHCTEHH, ECIW BEINOMHKTE BRIBpaHHOE ASHCTEME He
YASCTEA, CHOBE BEIERASTCA OKHO NPEAYTPEMASHHA,
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4113 Korpa nsmeHsTb napameTpbl 3awWwuThl paiiioBomn

CMCTeMbl B peXuMe peasibHoro BpeMeHu

3awwmTa $pansioBor CUCTeMbl B peXXmme peasibHOro BpeMeHu

ABNSETCS Hanbonee CyLLeCTBEHHbIM KOMMOHEHTOM BCel CUCTeMbI
3aWnThbl. 103TOMY HEO6X0AMMO COB0AATL OCTOPOXKHOCTL MPU
M3MEeHEeHWM ee NapaMeTpoB. PeKOMeHAYeTCa 3MEeHATL ee napameTpbl
TO/IbKO B 0COBbIX C/Ty4asx. Hanpumep, 3To MOXHO fenath npu
BO3HWMKHOBEHUWN KOHPANKTOB C KAKUMU-TMB0 NPUNOXKEHUAMY NN
MOZAY/IIMWN CKAHNMPOBAHMSA B PeXXMMe peasibHOro BpeMeHU Apyrmx
AHTUBMPYCHbIX MPOrpaMM.

Mocne yctaHoBkM ESET Smart Security Bce napamMeTpbl HACTPOEHbI
ONTUMaNbHO M 06ecneynBatoT MakCMMasIbHbI YPOBEHb 3aLUMUTbI
cmcTemMbl. 115 TOro 4Tobbl BOCCTAHOBUTbL NAPaMETPbl MO YMOAYAHUIO,
HaXXMUTE KHOMKY «M0 yMOAYaHUIO» B HUXKHEN YaCTN OKHA

«3awmTa GparnsioBon CUCTEMbI B peXXMMe peasibHOro BpeMeHu»
(«[lononHUTENbHbIe HACTPOMKK» > «3aLLUTa OT BUPYCOB

M LUIMMOHCKUX Nporpamm» > «3aluta ¢panioBon CMCcTeMbl

B peXuMe peasibHoro BpeMeHu»).

4.1.1.4 MpoBepka 3awWwuTbl Gaio0BO CUCTEMbI B peXUMe
peasibHOro BpeMeHu

Ans TOro 4To6bl NPOBEPUTL GYHKLIMOHMPOBAHME 3aLMTbl HanI0Bon
CUCTEMbI B peXMME peasibHoro BpeMeHM, MCMOJb3yMTe MPOBEPOYHbIN
dawnn eicar.com. 3ToT Gpamn coaepkmT 6e3BpeaHbIn KO, KOTOPbIN,
0[lHaKO, 06HapY>XMBaeTCA BCEMM MPOrpaMmMamMm 3aLnTbl OT BUPYCOB.
®aiin cosgaH komnaHmen EICAR (EBpONEMCKMiA MHCTUTYT aHTUBUPYCHbIX
KOMTbIOTEPHbIX NCCNIe0BAHNIA) A5 TPOBEPKMN GYHKLMOHNPOBAHMSA
nporpamMmm 3anTbl OT BUpycoB. ®ann eicar.com JOCTyMNeH Ans
3arpyskm no agpecy http://www.eicar.org/download/eicar.com.

MPUMEYAHME: Mepep ocyLLeCTBNEHMEM NPOBEPKN HEOBXOANMO
OTK/IHOYNTb NEPCOHANbHbIN BpaHaMay3p. ECn 3TOT moaynb byaeT
BK/IIOYEH, OH 0BHaPY>KUT NOMbITKY 3arpy3KM BpeAoHOCHOro damnna
M MpesoTBpaTuT ee.

4.1.1.5 PeweHne npo61emM, BO3SHUKAIOLWMX NPy paboTe 3aluTbl
$arinoBom cuctemMbl B peXxume peasibHOro BpeMeHU

B 3TOM rnaBe pacckasbiBaeTcsd o npobnemax, KoTopble MOryT
BO3HMKATb NpW paboTe 3aunTbl GanI0BON CUCTEMBI B peXKMME
peasibHoro BpEMeHM, 1 0 CNocobax nx paspeLleHns.

3awmTa ¢ainsioBoi CUCTEMbI B peXKMMe peasibHOro BpeMeHu
OTK/IOYEHA

Ecnn 3awmTa GannoBomn cMCTeMbI B peXX1Me peasnbHOro BpeMeH!

14

HenpefHaMepeHHO 6bina OTK/IKOYEHA NOMb30BaTeNIeM, ee HY>XKHO
BKOYUTL. 115 TOFO YTO6bI BKAOYUTH 3aLLUNTY GarinoBon

CUCTEMbI B peXKMMe peasibHOro BpeMeHu, nepenanTe Ha CTpaHuLLy
«HacTpomkm» > «3almTa oT BUPYCOB U LLIMUOHCKUX MPOrpamMm»
N HOKMUTE «BKIOYNTBY B pasgene «3awmta ¢anioBon cuctemMbl
B peXXumMe peasibHOro BpeMeHu» rnaBHoro okHa nporpamMmbl.

Ecnu 3awmTa damnnoBom CMCTeMbl B pexkMe peasibHOro BpeMeHu

He 3aMyCcKaeTcs Npu 3arpy3ke onepauMoHHOM CUCTEMbI, BO3MOXHO,
OTK/I04eHa QYHKLMS «ABTOMATUYECKUI 3anyCK 3aLMThbl panioBomn
CUCTeMbl B peXXUMe peasibHoro BpeMeHu». [11 Toro 4To6bl
BK/IIOYMTD 3TY PYHKLMIO, NEPENANTE B OKHO «[LOMONHUTE/IbHbIE
HacTpouku» (knasuiwa F5) 1 BbI6epUTE B iepeBe PaCluMPEHHbIX
napameTpoB «3awumTa ¢GainoBoii CUCTeMbl B peXXUMe peasibHoro
BpeMeHu». B pazgene «[lonoJHUTE/IbHble HACTPOMKMUY B HUXKHEN
4acTW OKHa yCTaHoBUTe d1akoK «ABTOMATMHYECKUI 3anyCK 3aLuMThl
dainoBoi cuctemMbl B peXxMme peasibHOro BpeMeHu».

ESET Srart Security
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Ecnu 3awmTa ¢pannoBom CMCTEMbI B peXXUme peasibHOro BpeMeHuU
He 06HapyXUBaeT BUPYCbl

Y6eamTech B TOM, YTO Ha KOMMbIOTEPE HE YCTAHOB/IEHO [ipyroe
AHTUBMUPYCHOE NPUoXKeHWe. Mpu 0AHOBPEMEHHOI paboTe ABYX
CUCTEM 3aLWNUTbI OT BUPYCOB MOTYT BO3HUKHYTb KOHGNKTBI.
PeKkoMeHAyeTCa yaanaTh BCE MPOYME aHTUBMPYCHbIE NPUIOXKEHMS.

3awmTa $aisIoBoi CUCTEMbI B peXXKMMe peasibHoro BpeMeHu
Ha 3anyckaeTcs

Ecnv 3awwmTa He 3anyckaeTcs npm 3arpyske CMCTeMbl, HO

byHKUMS «ABTOMATMHYECKUI 3anyCK 3aLmTbl panioBomi CUCTEMbI
B peXXumMe peasibHOro BpeMeHU» BK/Il04eHa, BO3MOXHO, BO3HUK
KOHOAWKT C APYrUMn NPUIOXKEHUSIMW. B 3TOM Clydae obpaTumTech
32 KOHCYNbTaLMen K CneumanmcTam cay>kKbbl TeXHNUYECKON
noanep>km ESET.

41.2 Host Intrusion Prevention System (HIPS)

Host Intrusion Prevention System (HIPS) 3aWwuLaeT oT NonbITOK
BHELLUHEro BO34eNCTBMSA, CMOCOBHbIX HEraTUBHO MOBAVATL HA
6e30nNacHOCTb BaLlero KoMmnbtoTepa. 419 MOHWUTOPUHIa NPOLLeCCOB,
darnos n KntoYen peectpa HIPS ncnonb3yeT coveTaHne TEXHONOM K
noBefeH4YecKoro aHaamsa ¢ BO3MOXHOCTAMUM CeTeBOro Gunbtpa,
4TO N03BONAET 3IPDKEKTMBHO AeTEKTMPOBATL, 610KMPOBATL U
npefoTBpaLlaTb NOA06HbIE MOMNbITKM BTOPXKEHMS.

413 3awmTa NOYTOBOro K/IMeHTa

3aLmTa 3neKTPOHHOM NoYTLl 06ecneYnBaeT KOHTPOIb 6e30MacHOCTK
obMeHa AaHHbIX No NpoTokony POP3. cnonb3oBaHWe NOAKIKHYAEMOrO
mMoayns cuctembl ESET Smart Security Ang nporpammbl

Microsoft Outlook no3BonseT KOHTPOAMPOBATb BeCb TpaduK
NOYTOBOrO KJIMeHTa no npotokonam POP3, MAPI, IMAP 1 HTTP.

Mpv NnpoBepKe BXOAALLMX COOBLLLeHMI NporpamMmMa UCMob3yeT BCe
MeTOAbI FNy6OKOro CKAHNPOBAHWSA TEXHOIOr MY CBOEBPEMEHHOO


http://www.eicar.org/download/eicar.com

obHapy>keHWs ThreatSense. 370 N03BOASET O6HAPY>KMBATb MOMbITKM
NMPOHWUKHOBEHWSA BPEAOHOCHbIX MPOrpamMm Aake 40 Toro, Kak
[aHHble 0 HMUX NonagatoT B 6asy AaHHbIX CUTHATYP BUPYCOB. MpoLecc
CKaHMPOBaHMs 0bMeHa faHHbIX Mo npoTokony POP3 nponcxoanT
HEe3aBNCMMO OT TUMa UCMO/b3yeMOro KIMeHTa.

4.1.31 Mposepka POP3

MpoTtokon POP3 aBnsaeTCa caMblM pacnpoCcTpaHeHHbIM MPOTOKOOM
noay4YeHns cOOBLLEHNI MOYTOBLIMU KANeHTaMn. Cnuctema

ESET Smart Security obecne4mBaeT 3alLMTy 3TOro NpoToKona

BHE 3aBUCUMOCTM OT UCMOJIb3yeMOro KJneHTa.

Mogaynb, 06ecnevmBatoLLmin 3Ty GYHKLMIO, 3arpy>KaeTcs Npu 3anycke
onepauyoHHOM CUCTeMbI 1 OCTAeTCA aKTUBHbBIM B CUCTEMHOM NaAMSITU.
[ng HopManbHOM paboTbl MOAYAS y6eanTech B TOM, YTO OH BK/THOYEH.
Ana npoBepku npoTokona POP3 nepeHacTpomKka nof KOHKPeTHOro
NOYTOBOrO KMeHTa He TpebyeTcs. Mo yMON4aHMI0 CKaHUPYeTCs BeCb
TpaduK, NpoxoaaLL M Yepes nopT 110, 04HAKO MOXKET BbITb HACTpoeHa
1 NpoBepKa Apyrvx nopToB. HoOMepa nopToB Npu nepevymncsieHnmn
pasfenstorcs 3anaTbiMU.

LndpoBaHHbIN TpPadUK He NPOBEPAETCS.
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dunbTR POP3(POP3s

HacTpofica noayna ckaHmpoBaria POP3

SEWMTE OT BHPYCOR H LMHOHCKHY MPOrpart
SAUHTS & PERHIE BEANEHOTG EPSHEHA
L 38ATS AoKyHEHTOR

() JaWHTa NOUTABArD KHERT

| E-MouToeble KAKeHTEl

[] B nkosMTI NpoBEMKY AHCEM
[opTbI, MOy BMbIe NPOTOKONGM POP3 {4epes sansyio):

110

CosmecTimocTs
AWHTA A0CTYNa B MHTEpHET
Crarmpogarme MK no Tpefioeanio
i Wckrouerna

DL TRELNA NPOTOKNDE
TMepCoHENbHBIA harispean

Moayne 3alWHTE OT CNana
OBHDENEHHE

CyweBHble MporpaHHE!

VHTepderc

Pastioe

HacTpofica noayna cranmposania POP3s

eyt dineTpaLM POP3S
He nposepaTe npaTokon POP3s

(@) MNpoeepaTe NpoTokon POP3s Ha yKasaHHENX NOpTax

Menonk3y et MpoToKonaM POP3s NopTEL:
395
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4.1.3.1.1 CoBMeCTUMOCTb

B HEKOTOPbIX MOYTOBLIX KIMEHTAX MOTYT BO3HNKATL NPO6aEMbI

npu GunsTpaLmmn naketos POP3 (Hanpumep, Npu MeaeHHOM
CoeAVHEeHWM C CepBepPOM MpPOLLEeCC NOMYyYeHMUS COOBLLIEHNIA MOXKET
npepbiBaThCA). B 3TOM C/lyyae nsmeHuTe crnocob KOHTpona Tpaduka.
CHWKeHMe YpOBHS KOHTPOSt MOXET YBEIMYNTb CKOPOCTb O4UCTKMU.
[Nna HACTPOMKM ypOBHS KOHTponsi POP3 BOCNO/Ib3yMTeCh KOMaHAOM
«3almTa OT BUPYCOB U LUMUOHCKUX MpOrpamMm» > «3awmTa
3/IEKTPOHHOM NOYTbI» > «POP3» > «COBMECTUMOCTb».

Ecu BKOYEH pesknM «MakcuMasnbHas 3¢ppeKkTUBHOCTbY,
BPEAOHOCHbI KO YAANACTCA U3 3apPaskeHHbIX COOBLLEHN,

a MHpOopMaLMA 0 3apaxkeHny BCTaBNFeTCA Nepe UCXOAHOM TeMo
nvcbma (ecnm BkaoYeHbl GYHKLMN «YAANUTBY NN «OYUCTUTDY?
NNB0 BK/IHOHEH YPOBEHb TILATE/IbHOM OUYUCTKU UM O4NCTKM

Nno yMO/4aHuio).

Pexxknm «CpepHAa COBMECTUMOCTb? M3MEHSET CNocob nonyyeHms
coobuweHnn. CoobLLeHMa NoCTeNeHHO OTNPABAAOTCS NOYTOBOMY
K/IMEHTY WU CKAHMPYHOTCA TOIbKO MOC/IE MNOYYEHNS MOCIeLHEN HACTU.
OpHaKo Npm 3TOM BO3paCTaeT pUCK 3apaxeHMs. YPOBEHbOYMCTKM

1 NpUMeHeHWe yBeAoMeHNI (TeKCTOBOM MHbOpMaLMK, NPUKPenisemMon
K TEMe WU Tely COO6LLEHMA) OCTAIOTCA TEMU XKE, YTO 1 ANF pexxmMmMa
Hanbosnbwer 3pbeKTUBHOCTH.

B pexuvmMe «MaKCcMMaibHasi COBMECTUMOCTb» MPOrpamMma BbIBOAUT
OKHO C yBEAOM/IEHNEM O MOJTy4EHMM 3aPAKEHHOTO COOBLLEHNS.

Mpwv 3TOM He L06aBASETCS YBELLOMIEHUI K TEME UN Teny
coobLieHus, a BUPYCbl aBTOMATUYECKM He yaandaoTca. YaoaneHuve
3apaXkeHns AO/MKHO MPOU3BOAMTHCS MO/Ib30BATEIEM BPYUHYIO

B MOYTOBOM KJIMEHTE.
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- 38ILIHTA 0T BHBYCOS H WNHOHCKY nporpany | HACTROFiKa coBMecTHMOCTH
- 38LUHTS B PERHHE PEaNEHOTD EpSriHH
- 38lUHTS ROKYHEHTOS
EJ- 38LUHTS ROHTOBEF G KIMEHTS
MoHTOBbIE KAMEHTE!
EJ-FORS, POP3s

He BCe NOYTOBBIE KNMEHTE! CNocofHL! pafioT Tk coBMECTHO ¢ hhnsTpom POPS,
HEXOAALFMCR B OFBIUHOM [ERAHE, CTEAYHOILIME HACTPOAKA NAPEHETROR NOSEONAT
HACTRONTE YROEEHE COBMECTHMOCTH H H30EX AT BOMOMHE KoHpAHEToB, Oanake
NOBBILIEHHE YPOBHA COBMECTHMOCTI MOMKET MPHBECTH K CHUKEHAID Shiier THEHOE TH
HTEPHET-HOHHTORA H HEBOSHOKHOCTH HCND/Ib30BATE HEKOTOPIE HE €0 HYHKLHF,

=
U Vexcmonnas
s

3allHTa ADCTYNG B HHTEPHET
Crarmposarie MK no Tpefosao
“Weknrousnnn
- DANETRAMA MRGTORONOE
- FIBpCoHanHEIA dafiepson
- MOAY e 38T OT s
- DBHOE REHHE
Chyskeibie nparpants!
[ iHTepdefic
PasHoe

MakcHmaneHas
COBMECTHHMOCTE.

HALTR POPS YCTAHOBNEH ANA AGOTE € HAKCHMANEHEI YROBHEN ShhEKTHEHOCTH, 3Ta
HACTROFICE NOAXDAMT ANA BONEWHHCTES KOHBHTYDAUHF, H 26 CREAYET HINDMb30BaTE MO
yHOMMEHID,
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41.3.2 NHTerpaumnsa c NoYTOBbIMU KJIMEHTAMU

WHTerpauns cuctembl ESET Smart Security M NOYTOBbIX K/IMEHTOB
YBe/MYMBAET CTeMEHb aKTUBHOIO NPOTUBOAENCTBMSA BPEAOHOCHOMY
KOAY, pacnpocTpaHaeMoMy Yepes COObLLEHMA SNEKTPOHHOM NOYThI.
EC/IM NOYTOBBIN KIIMEHT COAEPXKMUTCS B CMMUCKE NOALEPKMBAEMDIX,
MOXXHO BK/TIOUNTb PEXXMM MHTErpaumm ¢ cuctemom ESET Smart
Security. Mocne BKAOYEHNS peXmnma MHTerpaLmm naHenb
WHCTPYMEHTOB MOAY/A 3aLLNTbl OT HeXKelaTe/IbHOM NOoYThI

ESET Smart Security BCTpanBaeTCs B MOYTOBbIN K/IMEHT, 4TO
obecneymBaeT 6onee 3GpHeKTUBHYIO 3aLLUTY 06MeEHA AaHHBbIMMN

MO 371eKTPOHHOW NnoyTe. NapameTpbl MHTerpaLmm 4OCTYMHbI

B pasfesne «HacTpomkm» > «BBopA, BCEro AepeBa pacluMpeHHbIX
napamMmeTpoB» > «Pa3Hoe» > «MHTerpauus C NoYTOBbIMU

KAneHTaMu». [1ManoroBoe OKHO NO3BOJIAAET MOJ1b30BATE/IO BK/IKOYNTD
MHTerpaumio C oA nep>KMBaeMbIMU MOYTOBbIMU KnveHTaMu. Cnnucok
noAAep>KMBaeMblX MOYTOBbIX KIMEHTOB COAEPXKUT Takue NporpamMmel,
Kak Microsoft Outlook, Outlook Express, Windows Mail, Windows Live
Mail u Mozilla Thunderbird.

Ecnm npm paboTe C NOYTOBBIM KIIMEHTOM MPON3BOAUTENBHOCTD
CUCTEMBI CHUXKAETCS, yCTaHoBUTE GAaXKOK «OmKAYUMmb NposepKy
npu usmeHeHuu codep>Xumozo nanku "Bxodsawue"». Takme npobnembl
MOTYT BO3HWMKATb Npw 3arpyske coobuieHnn ¢ y3na Kerio Outlook
Connector Store.

3aLMTY 31eKTPOHHOW MOYTbI MOXHO BK/IIOYUTh, YCTAHOBUB
bNaxxok «BKAOUUTD 3aLMTY 3/IEKTPOHHOWM NOYTbI» B pasaese
«[lono/iHUTe /IbHble HacTponkn» (knaeuwa F5) > «3awmra ot
BUPYCOB U LINMOHCKUX NPOrpamMm» > «3auimnTa 371eKTPOHHOM
nouTbI».

ESET Smart Security

Hacrpoiika

(=) 3AI4H1TA OT BHPYCOB M WNAOHCKX Mporpamy | JLLHTE NOUTOBOND KAMEHTS

JalNTa B PEKIHE PEATIHOTD BpEMEHH

BRAKUHTE SAWHTY 3NEKTPOHHOA NoUTE

HacTpofica. .

0BABAGHHE YEEATHNZHHIE K MoNyHEHHSIM H RGHHT aHHGI CooBLCHHAN

HacTpofika HeT0A0E CKaHHpoBaHAR;

BlULMTa AOCTYNE B HHTEPHET
- CKaHMpaBaHne MK no Tpefosario
Mernraqetna

DHASTPAUHA MROTORONDE

MepconansHeir dariepsen

- Moy b 33WMTE| 0T CNama

OBHOB neHe

Crywebibie nporpamMs!

- Whrepdeiic

PasHoe

TIpEAYRENASHIA 1 YEEADHTHHA

/AT BLEX CKaHHPOBAHHSIX NhEen -

(] ACSETEHHE TPHIGUISHI B T0ME T TaNy4SHHSIS H TPOHHT SHHbIX
33paKEHHON CODBLEHHT

{OBIBNEHHE Y5 ADMIEHHA K DTNPABNEHHEM CODBLLEHHAN:

[7] A\o6iaBneHHE MpHiMeUaHH B NGNE Terbl DTIPABRSHHBIX 38PEMEHHbIX ConEWEHHIi

LLs610H A0 3B A K ToMS 3apaEHHE MHEaN:
[virus %VIRUSNAME®:]

|
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41.3.21 [Oo6aBneHue yBefoOM/IEHUM K TEKCTY COOBLLEHUN

3J/1eKTpPOH HOM NOoYThI

Kaxxgoe cooblueHme, nposepsemoe cuctemon ESET Smart Security,
MOXET HbITb OTMEYEHO NPUKPENIEHHbIM K TeMe UM TEKCTY
coobueHns yBegoMaeHnem. 3ta GyHKLMA NOAHVMMAET YPOBEHb
[10BepYA CO CTOPOHbI aApecaTa, a B cJly4ae BO3HNKHOBEHUS
3apakeHWs NpeaoCcTaBaseT BaKHYI0 MHGOPMALMIO O CTeneHn
3apaXkeHns N 0NACHOCTU, UCXOAALLEN OT OTNpaBuTens.

MapameTpbl 3TOM GYHKLUMM AOCTYMHbI B pa3gene «JonoaHuTeNbHble
HACTPOMKU» > «3alLUTa OT BUPYCOB U LUMMUOHCKMX MNporpamMm» >
«3awmTa NoYTOBOro KAMeHTar. MporpamMmma coaepXmnT GyHKLMIO
«lo6aBneHue yBeAOM/IEHUN K NOIYYEHHBIM U MPOYUTAHHbIM
coobLeHusaM», a Takke «[lobaBneHne ysesoMaeHnm

K OTrpaBseHHbIM cO06L,eHUsAM?. [10/1b30BaTe/Ib MOXKET yKa3aThb,
[06aBNATb 1 yBEAOMIEHMS KO BCEM COOBLLEHMSAM, TONBKO

K 3apaKeHHbIM COOBLLEHMAM NN He ,06aBNSTb YBEAOMIEHWI
BoobuLe. Cnctema ESET Smart Security no3BOASeT N0/Ib30BaTE/HO
£06aBNATb yBEAOMIEHUS K TeMe coobLeHns. [1ns 3TOro UCnonb3ymnTe
dyHKUNN «[lo6aBNeHUe NpUMeYaHU B NoJie TeMbl MNOSyHeHHbIX

M NPOYUTAHHbBIX 3apaXXeHHbIX COO6LEeHUN» 1 «[JobaBneHne
NpyYMeyYaHui B NnoJie TeMbl OTMPAB/IEHHbIX 3apaXKeHHbIX
Ccoo6LeHun».

CopepXXnmoe yBefOMAEHUI MOXXHO HACTPOUTb B Nose «LLiabnoH»,
[063aBNEHHOM K TeMe 3apaXKeHHbIX NUCeM. BbllleynoMaHyTble
M3MEHeHY S NOMOrakT aBTOMAaTM3MPOBaTh NPoLecc GuasTpaumm
3apakeHHbIX COOBLLEH NI 371eKTPOHHOW NOYTbI M NO3BONSIOT
no/ib30BaTe/t0 OTOMPATh MOYTY C yKa3aHHOM TEMOW B OTAENbHYIO
nanky (ecam 3To NoAAEPXKMBAETCA MOYTOBLIM K/IMEHTOM).

41.3.3 YpaneHue 3apaxxeHum

B cnyvae ob6Hapy>KeHNs 3apaXKeHHOro CO0B6LLEHNS 31EKTPOHHOM
NOYTbl BLIBOANTCS OKHO yBeAOMIeHNs. OKHO YyBeAOMIEHNS
COAEPXKUT MMS OTNPaBUTeNS, aApec ero 31eKTPOHHOM MNOYThbI

1 Ha3BaHWMe yrpo3bl. B HYKHEN YacT OKHA HaxoasTcs GyHKUMH,
KOTOpble MOXHO MPUMEHNTb 06HAPY>KEHHOMY 0OBEKTY, @ UMEHHO:
«OUUCTUTB?, «YpanuTb» 1 «MponycTuTb». B 60nbLINHCTBE

C/ly4aeB pekoOMeHAyeTCs BbIOMpaTb BApUAHT «O4UCTUTDL? UK
«YpanuTb». B 0COObIX CUTYaALUSIX, €C/IN eCTb dKeNlaHne MPUHATD
3apakeHHbIN 06beKT, BbibepuTe «MponycTuTb?. ECM BbIOpaH pexum
«TwaTtenbHas O4YUCTKA», NHOOPMALIMOHHOE OKHO He NpefocTaBaseT
BO3MOXHOCTb BbI6Opa AeNCTBUS.

414 3awmTa goctyna B UHTepHeT

Moaknto4eHne K VIHTepHeTY ABASETCS CTaHAAPTHOM BO3MOXHOCTbIO
COBpPEMEeHHOro KoMmnbtoTepa. K coxkaneHunto, IHTepHeT aBnseTcs
OAHVM 13 OCHOBHbIX HOCUTE/IeN 310HaMepeHHOro Koaa. Mo aton
npuYMHe He0bXoAMMO yAeNaTb 0c060e BHUMaHMe 3aLmTe 4oCTyna
B /IHTepHeT. HacToaTe/IbHO peKOMeHAyeTCs YCTAaHOBUTb G1aXkKok
«BKNIOYUTD 3aLLUTY AoCTyna B UHTepHeT». OTOT napamMeTp
pacnosnoyeH B pasaene «[lononHUTenbHble HacTponku» (F5) >
«3almTa oT BUPYCOB U LUMUOHCKUX NpOrpamMm» > «3atura
pocTyna B IHTepHeT».
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3aluHTa A0CTYNA & HHTEPHET

~ 38T OT BHPYCOE M WMHOHCKMX MPOTPEHH
) JaLUHT B PEMMME PEAMEHOMD EpeeHi
- JALHTA ADKYHEHTOD

BRAMHHTE 33WLHTY A0CTYNE B MHTEpHET

HacTpofica. .

HacTpofia MeToA0E CkaHHpOBaHHA:

Criannposatie MK no Tpebosaro
Wckniouenis

DUNETPAUNA NpOTOKONOE

MepcaansHei dariepson

# MOAY b 33UHTE! OT Cnama

- OBHOB NEHHE

- CRyKeBHEIE NPOrparts!

- MHTe iz

- PazHoe
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4141 MpoTtokonbl HTTP, HTTPs

3awmTa foctyna B IHTepHeT 3aKk/1to4aeTcs B KOHTpOJ/ie npoLecca
obMeHa faHHbIMUY Mexay Be6-bpay3epamu 1 yaaneHHbIMU
cepBepamMu B COOTBETCTBUM C NpaBuaamMm npoTokosos HTTP

N HTTPs (wndpoBaHHbIM Tpadmk). Cuctema ESET Smart Security

no YMOMYaHMWIO HACTPOeHa Ha paboTy Co cTaHAapTaMu, KOTopble
noALepXXmBaoTCa 60NbLLIMHCTBOM Be6-6pay3epoB. OfHaKO
HeKOTOpble 13 NapamMeTpoB NpoBepkn Tpadurka HTTP MoryT 6biTb
M3MeHeHbl B pasfene «3alurta octyna B IHTepHeT > «[1poTOKO/Ibl
HTTP, HTTPs». B rnaBHOM OkHe dunstpa HTTP nonb3oBartesnb MoXeT
YCTAaHOBUTb UM CHATb GNXKOK «BKNtounTb nposepky HTTP». Kpome
TOro, MOXHO yKa3aTb HOMepa MOPTOB, KOTOPbIE UCMOJb3YIOTCS Mpr
obMeHe gaHHbIMK No NpoTokony HTTP. Mo ymMon4aHuto onpeaeneHsbl
cnepyowme Homepa noptos: 80, 8080 1 3128. NpoBepka NpoToKo/a
HTTPs MOXeT OCyLLeCTBAATLCSA B MEPEUUCTIEHHbIX HUXKE PeXKnMaXx.

«He npoBepATb NpoToko/ HTTPs»:
06MeH LWMPPOBAHHBIMW AAHHBIMW HE MPpOBepseTCs.

«MpoBepATb NpoTOKOA HTTPS Ha yKa3saHHbIX NopTax»:
nposepka AaHHbIX HTTPS oCyLLLeCTBASEeTCSH TO/IbKO Npu
MCNOIb30BaHMM yKa3aHHbIX MOPTOB.

«[MpoBepaTb NpoTokoa HTTPs A1 NpUaoXXeHUM, OTMEeYEeHHbIX
KaK MHTepHeT-6pay3epbl, HAa YKa3aHHbIX NOpTax»:

NpoBepKa TOJIbKO TeX MPUIOXKEHWI, KOTOPble COAEPXKATCA B CMIMCKE
MHTepHeT-6pay3epoB 1 NCMOMb3YIOT MOPTbI U3 CNMCKA «Mopmobl,
ucnonb3yemble npomokonom HTTP».
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PHALTR HTTP
HaCTpofika moayns ckaHvposanis HTTP:
BKNMUHTE NpoBEpKY HTTP

MopTsi, Menonssyersis npoTokanom HTTP (4epes sanaTym);

- 38ILMTS 0T BHDYCOE H LINHOHCKYX MPOrPEHH
[+ 38IUHTS B PEMMME PEANEHOTQ EDEHEHH
- B8ILHTS AOKYHEHTOE
JalMTa NOMTOBOr G KIHEHTS
) 3aWHTA A0CTYNA & HHTEPHET
[S8H TTPs a0, 8080, 3128
- ¥npaBnerme agpecann
“ BKTHBHEE peskn
Crarmposarie MK no Tpefosao
“Weknrousnnn
- DANETRAMA MRGTORONOE
- MEpeoHansHeI dafepson
- MoAynk 38WHTEI 0T cnama
- DBHOE REHHE
CnywebHeie NpOrparHel
[ iHTepdefic
PasHoe

HacTpofica moaynA cranuposania HTTPs
Peskir neTRaum HTTPs
He nposepsTe npoToKkon HTTPS

(@) MposepaTs NpoTokon HTTPS Ha yKE3aHHE:: NOPTax

MopTs1, Menonssyerneis npoTokanon HTTPs:

443
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4.1.4.11 YnpaBneHue agpecamm
B 3TOM pasfesnie MOXHO ykasaTtb agpeca HTTP ans 610KMpPOBKK,
paspeLueHns Uan UCKIOHEeHNS 13 MPOBEPKU.

[nsa GopMMpPOBaAHMA CMNCKOB aAPECOB MCMOMb3YNTE KHOMKM
«[06aBUTb?, “U3SMEHUTBY, «YAANUTb? U «DKCNOPT». Beb-canTbl

13 cnmncka 3ab1I0KMPOBAHHbIX a4pecoB byayT HeaoCTYMNHbI. Beb-
CaNTbl M3 CNUCKA UCKJTKOYEHHbIX 3 pecoB ByayT MCMONb30BaThCS

6e3 NpoBepKM Ha BpeAOHOCHbIV KOA. ECN BKAKOYUTb QYHKLMIO
«Paspewumb docmyn monbko oA HTTP-adpecoe u3 cnucka paspelweHHbIX
adpecoe», byyT AOCTYMHbI TONbKO BeH6-canThbl C aapecamm 13 cnmcka
paspeLleHHbIX, a 0CTa/bHble agpeca 6yayT 3ab610KMPOBaHbI.

Bo BCex cnuckax gonycTuMo NCno/ib30BaHWe CMMBO/OB

wabnoHa «*» (3se3gouka) n «» (BOnpoCUTe/IbHbIN 3HaAK).

CnMBON 3BE3404KIN 0603HaYaeT Ntobyto NoceoBaTebHOCTb
CYIMBOJI0B, @ BONPOCUTENbHbIV 3HAK — Nt06or cMmBon. PaboTaTb

C CoepXMMbIM CMUCKA NCKTHOYEHHbIX aApecoB HeobxoaAnMo c ocobom
TWATENbHOCTbIO, TAK KaK OH JAO/IXKEH COAEepXKaTb TO/IbKO MPOBEPEeHHbIe
1 6e3onacHble agpeca. B cBA3M C 3TMM HEOHBXOAMMO TOYHO 3HaTb
npaBnaa NCNo/b30BaHNA CUMBOJIOB LABI0HA B 3TOM CrMCKe.

[na TOro 4Tob6bl AKTUBMPOBATb CMMCOK, YCTAHOBMTE GaXKOK «Cnucok
akmueeH». ECin TpebyeTcs nonyyatb yBeAOM/IEHNA NPU BBOAE aipeca
13 CMMCKA, YCTAHOBUTE GAXKOK «Yeedomasimb npu coenadeHuu adpeca
C wabnoHom u3 cnucka».

ESET Smart Security 2=
= (esCh
Hactpoiika
SEUNT OT BHPYCOB M WIMMOHCKHK Mporpant | ¥MIRaBneHke HTTP-aapecami
SEWATS & pENHE PEANLHOrO EpEMEHM | C Mmoo cruckos HTTP-3APeCns 1 wabnoHDE MOKHO YiasaTs, Kakme aapeca ByayT
S —— BNOKHPEATBER, KaKHE PASPELIEHEI, & KaKHE HE By AYT MPOSEPATECA, OTASMEHEIE CMCKH
CrPYTNHROBEHE! N0 THIEH,

SUUHTE NOHTOBATD KNHEHTa

51 AHTE ADETYA B AHTEpHET | crwrco aapecne, anm caTopsn oTRmEHD draETpORaNE R

. E-HTTP, HTTPs
: T — [T Paspewnt aneTyn TonbKka AnA HTTP-3ARSC0B M3 CNHCKS Pa3PEIEHHEI SAPECOE
H ACTHEHSI PEoM Crvcor aapecos

++ Crearposanye MK o TpeSopaniio |- ¥BEASHAATE M9H CoBMaAEHH aAPECa ¢ wabnoHon v

[¥] Crvcor akTHenamposaH it

i Wckrouerna
DL TRELNA NPOTOKNDE
TMepCoHENbHBIA harispean
Moayne 3alWHTE OT CNana
OBHDENEHHE
CyweBHble MporpaHHE!
VHTepderc
Pastioe

Aofasns.. |+ [ —— Yaanare |+ SKcnopT. ..

[ @®oe ][ omesa | [noyuensame

x|

ESET Smart Security

Hactpolika

[=1-3aWATa 0T BNPYC0E M WnHoHCkAX nporpamy [ Bpayzepel MHTep!
FaLUHTA B PEXMME DEAMEHATD BPENEHH B YCHIEHHA BEONECHOCTH YKEWHTE, KaKHE NPHICKERHA HCONE3YIOTEA B K3HSCTES
Saumra AckymenToE HHTEPHET-OPaY3Ep0B, YETEHOBHE COOTEETCTEYHOWNA (hNaxoK, ECTH KaKoe-nHoo
SalyHTA NOUTOBOrG KIHENTS MpHNOKEHHE HE 0003HAHEHD KaK HHTEPHET-Bpay3ep, CKaHMPOBSHHE NEPEAABAEMEX
[l 3aUiMTa AOCTYNA & HHTEpHET
- HTTR, HTTPs
i+ ¥MDSBNERHE SADSCaNH
Bef-Gpayzepe!
- CKaHHpaBaHne MK no Tpefosario
Mernraqetna
DHNETPAUMA NROTOROADE
[ MepeoHansHeii dafepson
[-Moaynb 3alMTE! OT CNams
OfHoEneHHe
[ CnywefiHeie nporpamis!
(- MHTepderic
[+ PasHoe

/4719 TOr0 HTOBbI Pa3PEWHTE NPONEMsl, CEAZAHHbIE € PO3BOAHTENBHOCTEHO HIH
COBMECTHIOCTSI, MOIHO OTKIFOLHTS CKAMHPOBAHHE COASPKIMOTG TPHIICKENKI, YCTaHOBHE
ConTEETCTEYHILHA hakaK.
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CNMCOK NPUNOXKEHWI, KNAaCCUULMPOBAHHDBIX KAk BE6-
6pay3epebl, 4OCTYNEH B NOAMEHIO «Be6-6pay3epbi» B BeTKe
«HTTP». DTOT pa3gen Takxke COAepP>KMUT NOAMEHIO «AKTUBHbIN
pPeXunm», KOTOpoe onpefenseT peXkumM NpoBepKu A8 UHTepHeT-
6pay3epoB. OyHKLMA “AKTUBHBIA PEXUM» BeCbMa NnosesHa Ans
NoTHOV NpOBepKM BCero Tpadumka. ECam oHa oTkAoYeHa, obMeH
OAHHBIMU KOHTPONIMPYETCS B MAKETHOM peXKumMme. 3TO CHUXKaeT
3pdeKTUBHOCTb MPOBEPKM Nepeaayn aHHbIX, HO obecrneyvBaeT
JIYYLLUYKO COBMECTUMOCTb C NepevymncIeHHbIMY NPUNOXKeHUsIMU. Ecnm
npobnem C COBMECTUMOCTbIO HET, peKOMeHAYeTCs UCMO/b30BaTb
AKTUBHbIV PEXXMM, YCTAHOBWB COOTBETCTBYOLWMIA GAAXKOK PALOM
C HY>KHbBIM MPUIOXKEHNEM.

41.41.2 Beb-6pay3epbl

Cucrema ESET Smart Security coaepxuT yHKUMIO Be6-6paysepbl,
KOTOpas Nno3BoJisieT NOb30BATEIO YKA3aTb, ABAAETCS 1M NPUIOXKEHNE
Be6-6pay3epoM. EcannpunoxeHme knaccupurumpyeTca kak Beb-
6paysep, BeCb 06MeH AaHHbIMW C 3TUM MPUIIOXKEHWEM OTCeXKMBAETCA
BHE 3aBUCUMOCTM OT MOPTOB, MCMOJb3yEMbIX B CETEBOM COANHEHUN.

OTa GyHKUMS AONONHSAET QYHKLMIO NPOBEPKM NpoTokoia HTTP,
Tak Kak nposepka HTTP KOHTpONMpyeT TO/IbKO Onpeae/ieHHble
nopTbl. MHOrme cny>bbl B IHTEpHETE MCNOAb3YIOT AMHAMUYECKOe
pacnpegeneHune NopToB WU HEN3BECTHbIe 3apaHee 3Ha4YeHna
nopToB. C NOMOLLbIO PYHKLMN YKa3aHUs Be6-6pay3epoB MOXXHO
KOHTPO/INPOBAaTh CETEBbIE COEANHEHWNA BHE 3aBUCUMOCTH

OT NapamMeTpoB cOeAMHEHNS.
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4.1.5 CKaHupoBaHue KoMmnbloTepa

Mpwn 06Hapy>KEHNN CUMMNTOMOB BO3MOXHOI0 3apaXkeHms KOMMNbloTepa
(Heob6bIYHOE NOBEAEHWE U T. M.) 3aMyCTUTE CKAHNMPOBAHWE KOMMbIOTEPA
no TpeboBaHuto. C TOYKM 3peHnsa obecrneyeHms 6e30nacHoCTL
LenecoobpasHee 3anyckaTb CKaHMPOBAHME PeryaspHoO, a He TObKO
MpY BO3HWMKHOBEHWNW NOA03PUTEIbHBIX CUMNTOMOB. PerynspHoe
CKAHWPOBAHME NOMOraeT 06HAPYXXMTb 3apaXkeHne, eciv OHO He 6bl10
06Hapy>KeHo 3aLnTon GarnoBOM CUCTEMbI B PeXMME peasibHOro
BPEMeHM B MOMEHT nonazaHmsa BpelOHOCHOTO KOAA B CUCTEMY.

DTO MOXET NPOM30MTM B TOM C/ly4ae, ec/iv B TOT MOMEHT MOAY b
CKAHWPOBAHWS B peXKMMe peasibHOro BpeMeHu Hbl1 OTKOHEH UK
6a3a f4aHHbIX CUrHATYyp BUMPYCOB ycTapena.

PekomeHAyeTCs 3anyckaTb CKAHUPOBAHME MO TPEBOBAHMIO He pexxe
O[lHOrO UM ABYX pa3 B MecAL,. CKaHMPOBaHMe MOXKHO 3amnyckaTb
no pacnucaHmio («Cnyxxe6Hble NporpaMmmbl» > «MIaHUPOBLLMKY).



4151 Tun ckaHUpoBaHUSA

[ocTynHO ABa TMNa CKaHMPOBaHMSA. Tun «O6blYHOE CKAHMPOBaHUE»
npefHasHayeH 419 66ICTPON NPOBEPKUN CUCTEMBI. [1pK 3TOM He
HY>KHO HaCTpanBaTb HUKaKMe napameTpbl. Tun «Bbi6opoyHoe
CKaHMpOBaHMe» No3BOJISIET N0b30BaTeNt0 BbIOMPaTh HEOOXOANMbIE
NpodUIN CKAHNPOBAHNSA N YKa3blBaTb 0O6BbEKTHI, NoA/IexKaLLme
CKaHPOBaHWIO.
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4.1.5.1.1 O6bl4HOE CKAaHUpOBaHUe

O6bl4HOE CKAHMPOBaHKE ABASETCS MIHTYUTUBHO MOHSATHBIM METOA0M,
NO3BOMAIOLLMM NOb30BATENIO 3aMYyCKATb CKAHMPOBaHWE KOMMbIOTepa
M 04MLLATb 3apaXkeHHble darnbl 6e3 y4acTma camoro noJsib3oBartens.
[NaBHbIM NpeVMYLLECTBOM 3TOr0 MeTOAa SBASETCA NPOCTOTa IKCMAyaTaLmm
6e3 paclmMpeHHOro ynpaeneH1sa napaMeTpamm CKaHMpoBaHNS.
O6bl4HOE CKaHMpOBaHMe NpoBepsaeT Bce Gansibl Ha TOKANbHbIX
AMCKaX N aBTOMATMYeCKM O4YMLLAEeT UK yaanseT 06Hapy>KeHHbIN
BPEAOHOCHbIV KOA. YPOBEHb O4MCTKN aBTOMATMUYECKMN YCTAHOBEH

Ha ypOBEHb MO YMONYAHWIO. JONOAHUTENbHYIO MHOOPMALLMIO O TUMAX
O4YMCTKM CM. B pasgene «Ounctka» (ctp.18).

CTaHAApTHbINM NPOPUIb OYNCTKIN pa3paboTaH A5 No/ib30BaTenen,
KenarLmx 6bICTPO M MPOCTO MPOCKAHMPOBATL KOMMBIOTEPDI.

OH npegnaraet 3ddeKTMBHOE peLleHne 419 CKAHMPOBAHNS

1 04NCTKM 6e3 yrnybaneHHOW HaCcTPOMKKM npoLiecca.

41.51.2 CKaHMpOBaHMe C NOJIb30BaTe/IbCKUMU HACTPOMKAMU
CKaHMpOBaHMe C M0/b30BaTeNbCKMMUN HACTPOMKAMMU SIBNAETCA
ONTUMAsbHbIM peLleHneM B TOM C/ly4ae, KOrAa Hy>KHO ykasaTtb
napameTpbl CKAHUPOBaHMSA (Hanpumep, 06bEKTbl CKAHUPOBAH WS

N METOAbl CKAHWMPOBAaHMA). MNPerMyLLLEeCTBOM Takoro CKaHMPOBaHMA
ABNAETCS BO3MOXHOCTb NOAPO6HOM HAacTponKkn. Habopbl
napameTpoB MOryT 6bITb COXPAHEHbI B BM/E MNOb30BATENbCKMUX
npodunen CkKaHMPOBaHMSA, KOTOPble 0COBEHHO MOE3HbI NPU
perynsipHOM CKaHMPOBAHWUW C OAMHAKOBbIMY MapamMeTpamMu.

[lna T0ro 4Tobbl BbI6paTh 06BEKTLI CKAHWMPOBAHMS, UCMOMb3YNTe
MeH!0 H6bICTPOro Bbibopa 06bEKTOB UK BbibeprTe 06beKTbl B AepeBe
06BEKTOB, LOCTYMHbIX /19 CKAHWPOBAaHMSA. [0/1Ib30BaTe/Ib MOXET
3a4aTb TPW YPOBHS O4UCTKM B MEHIO «HacTpOMKu» > «O4mncTKar.
Ecnm HeobxoAMMOo CkaHMpoBaHMe 6e3 BbINOMHEHWUS AONONHNTENIbHbIX
[encTBUnN, ycTaHoBUTe Gnadkok «CKaHMpOBaTb 6@3 OUNCTKUY.

CKaHMpoBaHue C No/1b30BaTeNbCKUMM HaCTpOlZKaMVI noaxogunT
015 OMbITHBIX MOMb30BaTeNeN CUCTEM 3aLLNTbI OT BUPYCOB.

41.5.2 O6beKTbl CKAHUPOBAHMUSA

PackpblBatoLLeecs MeHto «O6beKTbl CKAHUPOBAHNSAY CITYXKUT
15 Bbi6opa hansios, Nanok U ycTponcTs (HakonuTenen) ans
CKAHNPOBaHMS.

MOXHO BbIGpaTh CefytoLime 06beKkTbl CKAHUPOBAHUSA:

«Mo napameTpam npoduasa» — 06bEKTbl CKAHMPOBAHMSA, YKa3aHHbIe
B BblIbpaHHOM npodwune;

«CbeMHble HocUuTenn» — AUCKeTbl, HakonuTenn USB, npreoAbl
CcD/bDvDwuT. 4

WKecTKMe AUCKU» — BCe XKeCTKMe JUCKN KOMMbIoTepa,;
«CeTeBble AUCKU» — BCe MNOAK/II0YEHHble CeTeBble UCKN,

«Huuero He BbIGUPATL? — OTMEHUTb BbI6OP 06BEKTOB CKAHVMPOBAHMS.

B

BeifipaTe 0fLeKTEl CKaHWpOEAHKMA

OB BEKTE CKEHMPOESHHMA

[nDKaJ’IbeIE AHCEH h
o, < .

. $Recycle.Bin
.. Boot
. Documents and Zettings
. Inkel
| MSOCache
. MWIDIA
| Perflogs
. Program Files

Proararn Files (RAY

m

E O i OTMEHHTE

O6beKTbl CKAHMPOBAHMSA MOTYT BbITb ONpeaeneHbl 6o1ee TOYHO.
[N 3TOro yKaXkmTe NyTn K nankam u amnam, nogaexatmm
CKaHMPOBaHMI0. BbibeprTe 06beKTbl CKAHMPOBAHMA B AepeBe,
cofepxallemM JOCTYMHbIe Ha KOMMbIOTepe yCTPOMCTBA.

41.5.3 Mpodunm ckaHnposaHus

Habop npeanoynTaemMbix NapamMeTpoB CKaHMPOBAHWNS KOMMblOTepa
MOXeT 6bITb COXpaHeH B BuAe npoduas. C nomoLLbio npodunen
CKAHWPOBAHMSA MOXXHO COXPAHUTb MapamMeTpbl U MCMOJIb30BaTb

nx B byayLlem. PekomeHayeTcs co3aath NPOGUAM AN KaXKLOro 13
perynspHo NCNosb3yeMbix HA60pPOB MapameTpoB (418 pa3InyHbIX
06BbEKTOB CKAHMPOBAHNS, METOA0B CKAHMPOBAHMS U MPOYMX
napameTpos).

[lns Toro 4Ttobbl CO34aTh HOBbIM NPOP UL, KOTOPbIN ByaeT
MCNONb30BaATLCA B ByAyLLEM HA perynsgpHON OCHOBE, OTKponTe

OKHO «[10MO/IHUTE/IbHbI@ HACTPONKN» (F5) > «CKaHupoBaHue
KOMMbloTepa no Tpe6oBaHmMIo». HaKMnTe KHoMKky «Mpopuam»,
pacnooXKeHHYo B MpaBoW 4acTu. B pesynstate 0To6pasnTCca CNmMcok
CyLLecTByOLWMX Npoduaer CkaHMpoBaHMA. BoibepuTe cozgaHue
HoBoro npoduns. B pasgene «HacTponka MeToa0B CKAHUPOBAHUSAY
NoAPOBHO OMMCaH KXKABIN U3 NapaMeTpoB CKAHUPOBAaHUS.

STa HDOPMALMA MOXET NPUTOANTBLCA NPY GOPMUPOBAHNM
npodunna ckaHMpPoBaHMS.



Mpumep.

MpeanonoXmnm, HeobxoAMMO CO34aATb OTAENbHbIN NPOGUIb
CKaHMPOBaHMS, a KOHGUrypaums npoduas «PasymHoe
CKaHMpoOBaHMe» YaCTUYHO NoaxoamnT. OAHAKO AOMOIHUTENIbHO
Heob6x04MMO BK/IOYUTbL CKAHUMPOBaHKMe GanioB yNakoBLLMKOB

B peXX1Me peasibHOro BpemMeHu 1 noTeHuuanbHo onacHoro Mo,

a TaloKe MPUMEHNTb peXxnMm «TwaTesibHas 04UCTKa». B okHe
«KoHpurypaumoHHble npopuan» HaKMmnTe KHomnky «4,06aBUTb.
BeeanTe ms HOBOro Npoduna B nose «Mms npodpunsa» v Boibepute
«PasymMHoOe ckaHMpoBaHue» B pasgese «KonnposaTb HACTPOMKMU
npodwunan:». HacTporTe ocTasbHble HEOOXOAMMbIE NApaAMETPbI.

=)

Hogwii npodine

MA npodna:

KoOMPOEaTE HACTPOFIKH NpogMAA;
[ 7
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41.6 DunbTpaums NpoTOKOI0B

3alumTa oT BUpYCOB As18 NnpoTokosioB POP3 1 HTTP obecneynsaeTtcs
MOAyNeM CkaHMpoBaHus ThreatSense, KOTOpbI 06beANHAET

B cebe BCe nepeoBble TEXHONOM MK CKAHMPOBAHUS Ha Hann4me
3/I0HaMepeHHOro koaa. KoOHTposib OCYLLEeCTBASETCH aBTOMaTUYeCKU,
He3aBMCMMO OT MCMOIb3yeMOoro Beb-6pay3epa 1 MOYTOBOrO KAMEHTA.
Ecnn yctaHoBneH Gnaxxok «BKA0YUTb GUALTPaLINIO COAEPXXUMOro
NpOTOKOJ/I0B YPOBHS MPUIOXKEHNIA®, MpU GUABTPALMM MPOTOKONOB
LOCTYMHbI GYHKLMM, NEPEYNCIEHHbBIE HUKE.

«MopTbl HTTP 1 POP3» — cKaHMpoBaHe TONbKO U3BECTHbIX MOPTOB
HTTP n POP3.

«MpunoxxeHuns, KnaccmpuunpoBaHHble KaK UHTepHeT-6pay3epbl
WJIN NOYTOBbBIE KJIMEeHTbI» — GUALTPALNSA COeAUHEHMIN TONTbKO

ANA NPUNOXKEHUI, KNACCUPULMPOBAHHbIX KAk MHTEpHeT-6pay3epbl
(«3awmTa goctyna B UHTepHeT» > HTTP, HTTPS > «Be6-6pay3epbi»)

1 MOYTOBbIE KAMEHThI («3aLlmMTa MoYTOBOro KaveHTa» > POP3, POP3S >
«MOYTOBbIE KIINEHTHIY).

«MopTbl M NPUIOXeHUs, KnaccuduLMpoBaHHble Kak 6paysepbl
MHTepHeTa UM NOYTOBbIE K/IMEHTbI® — MPOBEPSAIOTCA Kak NOPTbI,
Tak W KnaccnpuumpoBaHHble Be6-6paysepsbl.

MpumeuaHue.

HauunHasga c cuctem Windows Vista c naketom 06HOBNEHUA 1
(SP1) mWindows Server 2008, UCMO/b3yeTCsA HOBAs TEXHOOTUA
dunsTpaunm ceteBoro Tpadumka. NMostomy pasgen dunsrpaymm
NPOTOKO/I0B HEAOCTYMEH.

4.1.6.1 SSL

Cuctema ESET Smart Security 4 n03BONSET BbIMNOJIHATb MPOBEPKY
MHKaNCynMpoBaHHbIX B SSL NpoToKonoB. Ans coeAnHeHUN,
3aLUMLLEHHbBIX MPOTOKO/IOM SSL C MOMOLLbIO AOBEPEHHbIX
CcepTMdMKATOB, HEN3BECTHbIX CEPTUDUKATOB UM CEPTUDNKATOB,
KOTOpPble NCK/TI0YeHbI U3 MpoLjecca NpoBepKku, NpeaycMOTpeHbl
pasnuyHble peXXnMbl CKAHVUPOBAHWS.

«Bcerga CKaHMpOBaTb NPOTOKOA SSL (MckntoUeHHble

M foBepeHHble cepTUPUKATBI OCTAOTCA AEACTBUTEIbHBIMU)» —
[aHHbIN peXXMM NpefHa3HayeH Ans CKAaHMPOBAHMNS BCEX COeANHEHNI
SSL, KpoMe CoeiMHEHMN, 3aLLNLLIEHHbIX CepTUdUKaTaMm, KOTopble
VCK/II0YeHbI U3 npoLecca npoBepku. [Mpun ycTaHOBAEHUW HOBOIO
COeMHEHNS C HEM3BECTHbIM MOAMNCAHHBIM CEPTUDUKATOM
nosib3oBatesib 06 3TOM He yBeAOMAAETCA, @ COeAMHEHME NOABEPraeTcs
aBTOMaTmyeckon punstpaumm. Korga nosib3oBartesb NbiTaeTcs
COeMHUTBLCS C CepBEPOM, KOTOPbIN NCMOb3yeT HeHAAEeKHbI
cepTmdumKaT, KnaccnduLMpoBaHHbIN NOb30BaTeNIeM KakK JLOBEPEHHbIN
(no6aBneHHbIN B CMUCOK JOBEPEHHbIX CEPTUPUKATOB), COEAMHEHNE

C CepBepoM paspellaeTcs, a 06MeH AaHHbIMU MO YCTAHOB/IEHHOMY
KaHany GunbTpyeTcs.

«3anpawmBaTb 0 HOBbIX caTax (HemsBecTHble cepTUdUKaTDbI)» —
MpY NOCELLEHMM HOBOIO Be6-CaiiTa, 3aLmMLLEHHOTO SSL (C HEM3BECTHbIM
cepTudurKaTom), byaeT oTobpaXkaTbCs AMaNOroBOe OKHO Bbi6opa.
DTOT peXXMM N03BONSAET CO34aTb CNUCOK CepTUdUKATOB SSL, KoTopble
[LOMKHBI 6bITb NCK/IOYEHbI U3 CKAHVMPOBAHMUS.

«He ckaHMpoBaTb NPOTOKOA SSL» — CKAaHMPOBAHWME COEAMHEHNN,
3alMLLLEHHbIX SSL, OTK/IKOYEeHO.

Ecnm cepTUduKaTt HeBO3MOXHO MPOBEPUTL C MOMOLLbIO XPaHMAMLLA
[LOBEPEHHbIX KOPHEBbIX CEPTUGUKATOB CEPTUDULMPYIOLLMX OPraHoB,
MCNOMb3YIOTCS CIeAYIOLLME PEXMMbI:

«3anpawuBaTth AeNCTBUTENIbHOCTb cepTUdUKaTa» — nosib3oBartesnto
npepnaraetcsa BbIbpatb AenCTBUeE,;

«BNOKMpPOBaTb COeAMHEHUS, UCMONb3yIoLMe AAaHHbIN
cepTMduUKaT? — CoeiJMHEeHMe C CAaTOM, MCMONb3YIOWMM AAHHbIN
cepTndmKaT, paspbiBaeTcs.

Ecnn CepTI/Iq)I/IKaT HeaenCTBUTENEH U noBpeXxaeH:

«3anpawuBaTth AeNCTBUTENIbHOCTb cepTUdUKaTa» — nosib3oBartesnto
npepnaraetcsa BbIbpatb AenCTBUeE,;

«BNOKMpPOBaTb COeAMHEHUS, UCMONb3yoLMe AAaHHbIN
cepTMduUKaT? — CoejJMHeHMe C CauTOM, NCMOJIb3YIOLLUM
[aHHbIN cepTUdUKAT, pa3pbiBaeTCs.

4.1.6.11 [loBepeHHble cepTUPUKaTbl

Kpome NHTerpupoBaHHOMO XpaHWAMLLA OBEPEHHbIX KOPHEBbIX
cepTUdUNKaTOB CepTUPULMPYIOLLMX OPraHOB, B KOTOPOM CUCTEMA
ESET Smart Security 4 XxpaHUT fOBEPeHHble CepTUPUKATbI, MOXKHO
€034aTb NONb30BATENbCKNI CMINCOK JOBEPEHHbIX CEPTUOUKATOB,
0719 NPOCMOTPA KOTOPOrO HY>KHO MNOC/1e0BaTe/IbHO BbIOpaTh
nyHKTbl «HacTponka» (F5) > «®unbTpaumns npoTokosios» > SSL >
«JloBepeHHble cepTUPUKaTbI».

4.1.6.1.2 UckaroueHHble cepmugukampi

B pasgene «/ckntoyeHHble cepTUdUKaThbI» NepeymcieHbl
cepTnduKaThl, KOTOPble cHMTAOTCA BesonacHbIMK. Mporpamma

He ByaeT NpoBepsTb COAEPXKMMOE 3aLLUMPPOBAHHOMO COEANHEHNS,
MNCNoNb3ytoLLero cepTmdumKaTbl M3 LAHHOIO CNKCKa. PekoMeHayeTcs
YCTaHaB/INMBATb TONbKO rapaHTMPOBAHHO 6e30MacHble Be6-
cepTndnKaTbl, YTo6bl NCKAYNTL HEOBXOAMMOCTb GUALTPaLMK
coaep>KMmoro.

4.1.7 HacTpoiika MeToA0B CKAaHMPOBaHUS

ThreatSense — 3T0 TeXHONOr 1A, KOTOPAs COAEPXKUT KOMMIEKC
MeTOLO0B 06HapYXKeHWA yrpo3. Ta TeXHONOr A ABNSeTCA
NPOAKTMBHOMW, T. €. OHA 3alMLLaeT OT HOBOW yrpo3bl B NepBble

Yacbl eepacrnpocTpaHeHns. Npuv 3TOM UCMNONb3yeTcs KOMBMHaLMA
meTon0B (aHanu3 Koaa, ModenpoBaHme Koaa, 0606LLeHHbIe
CUTHATYPbI, CUTHATYPbl BUPYCOB), KOTOPble paboTaloT COBMECTHO,
3HAYUTE/IbHO NOBbILLAS YPOBEHb 6@30MaCHOCTM KOMMbIOTEPA.
MoZynb CKaHMPOBaHMS CNOCOBEH KOHTPONMPOBATb HECKONBbKO
NMOTOKOB JAHHbIX OAHOBPEMEHHO. DTO yBennynBaeT 3PpHeKTUBHOCTb
0b6Hapy>xeHns. Kpome Toro, TexHonorus ThreatSense apdekTnBHa
NpOTUB PYyTKNTOB.

[Monb3oBartesib MOXeT HACTPOUTb HECKOJIbKO NapamMeTpoB
CKaHMpOBaHUA:

°  paclWMpeHns 1 T1nbl Garnos, NoAeXaLlnX CKaHMPOBAHUIO;
©  KOM6MHALMA MeTOL0B 06HAPYXKEHNS;
°  YPOBHM OYUCTKM U T. .

[ina TOro 4Tobbl OTKPbITb OKHO HACTPOEK, HAXKMMUTE KHOMKY
«HacTpoiMka» B OKHe NapameTpoB /0600 MOAyYS, KOTOPbIN
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NCronb3yeT TexHonorunio ThreatSense (CM. HXdKe). PasnnyHble
cueHapum obecnedeHns 6e3onacHOCTN TPeBYHOT Pa3INYHbIX
HacTpoek. MiIMeHHO No3ToMy TexHonorua ThreatSense no3sonset
HacTpamBaTb MapaMeTpbl OTAENbHO A1 KAXKAOr0 U3 CIeAyoLLnX
MOAyNen:

°  «3awmTa GansIoBoOM CUCTEMbI B PEXKMME PeasibHOrO BpeMeHN;
« «TpoBepka Gparnnos, NUCMONHAEMbIX MPU 3aMyCKe CUCTEMbBIY;

°  «3aluMTa 31eKTPOHHOM NOYThIY;

°  «3awuTa goctyna B IHTepHeT»,

*  «CKaHWpOBaHKMe KOMMbOTepPa NO TPeGOBAHMIOY.

MapameTpbl ThreatSense XOpoLO ONTUMMU3NPOBAHbI A1 KAXKA0T0
13 MOAYNEN, U NX U3MEHeHWe BeAEeT K 3HAYUTEbHbIM M3MEHEHNAM
noBeAeHns CUCTeMbl. Hanprmep, n3MeHeHne napameTpoB
CKaHMPOBaHMSA YMAaKOBLLMKOB B peXKIMe peasibHOro BpeMeHu 1Uam
BK/IIOYEHMEe paclUMpPeHHOM 3BPUCTUKIM B MOAY/1e 3aLLnThl GarioBomn
CUCTEMbI B peXXMMe peasibHOro BpeMeHu MOXEeT 3aMeanTb

pa6oTy cncTtemMbl (06bI4HO TOIbKO HOBbIE (aisibl CKAHUPYOTCS

C NPUMEHEHWEM 3TUX METOA0B). TakM 06pa3oM, peKoMeHAyeTCs
BO34ep>KaTbCs OT U3MEHEHM S HACTPOeK MeTOA0B CKAHNPOBAHMSA
4Na BCeX Moaynen, kpome moayna «CKaHNpOBAHME KOMMbOTepar.
4.1.71 HacTpoiika 06bekToB

Paspnen «O6beKTbI» NO3BONSAET ONpeaensTb, KakMe KOMMNOHEHTbI
1 Gannbl KOMMbIOTEPHOM CUCTEMbI LLO/IKHbI BbITb MPOBEPEHbI

Ha 3apakeHue.

Hactpoiika napametpos mogyna Threat3ense

ObLerThl

MeToAb!
QUMETKE
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CaMOPACNAKOBEIEHIWHEC JPXHERI

¥NAKOBLHEN
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«OnepaTuMBHAasA NaMATb» — CKAHUPOBAHWE ONepaTUBHOM NaMATH
Ha HanMYKMe BUPYCOB M NMPOYUX Yrpo3.

«3arpy3o4Hble CeKTOpbI» — CKAHMPOBAHMeE 3arpy304HbIX CEKTOPOB
Ha Hannyue snpycos B MBR.

«®aisibl» — CKAHMPOBAHME BCEX LLUIMPOKO NUCMOJb3yeMblX TUMOB
dannos (nporpaMm, n3o6paskeHuin, 3ByKOBbIX 1 BUAeodanos,
dannos 6a3 AaHHLIX U T. 1.).

«MoyToBble $ainbl» — CKAHMPOBAHME CNeLnanbHbIX Ganios,
npeaHasHaAYeHHbIX 419 XPAHEHWUA COOBLLEHWI 3/1EKTPOHHOM MOYTHI.

«ApPXMBBI» — CKAHMPOBaHWE CKaTbiX GarIos B apxmBax
(RAR, ZIP, AR), TAR U T. 1.).

«CamopacnaKkoBbiBaloLMeCcs apX1Bbl» — CKaHMPOBaHMe Gannos,
cofepXKaLLmMxcs B apxmBax, KOTOpble pacnakoBbIBAKOTCA MNP 3anycke
1, KaK MpaBuio, MMetoT pacumpeHue EXE.

«YnakoBLMKU» — MNporpamMmbl-yrnakoBLUMKWM, KOTOPble OTINYaKTCA OT
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CTaHAapTHbIX YNaKOBLMKOB M pacrnakoBbiBatOT Gansibl AUMHAMMUYECKM
B cucTeMHyto namaTb (UPX,yoda, ASPack, FGS 1 T. 41.).
4.1.7.2 MapameTpbl

B 3TOM pasgene nosb3oBaTesib MOXET Bbl6paTb MeTOAbl MPOBEPKN
CUCTEMbI Ha 3apaXkeHue. Huxxe nepedunc/ieHbl LOCTYMNHbIE BAPUAHTLI.

«CUrHaTypbI» — HAAEXHbIA Y TOYHbIN MEeTO 06HapYXKEHWS
1 Knaccuurkaummy BpeoHOCHOro Kofia C MOMOLLLbIO 6a3bl JAHHbIX
CUrHaTYpP BMPYCOB.

«3BPUCTUKA» — AZITOPUTM, AHATM3NPYIOLLNI 3/I0HAMEPEHHYIO
AKTMBHOCTb NPOrpaMm. OCHOBHbIM NMPeNMYLLeCTBOM MeToAa
3BPUCTUYECKOTO aHA/IN3a ABAETCSA CNOCO6HOCTb 06HAPYXXMBATb
HOBOE BpeOHOCHOE NporpaMMHoe obecrneyeHne, CBeAeHUs

0 KOTOPOM elLLle He nonasu B 6a3y AaHHbIX CUTHATYP BUPYCOB.

«PaclumpeHHas 3BpUCcTUKa» — MeTO[ OCHOBAH Ha YHUKa/IbHOM
3BPUCTUNYECKOM aNropuTMe, pazpaboTaHHOM KoMmnaHuen ESET

N ONTMMWU3NPOBAHHOM AN 06HAPYXXEHNS KOMMbIOTEPHbIX YepBey
N «TPOSIHCKMX KOHEN», HAMMCAHHbIX Ha S3bIKax MPOrpaMMMpPOBaHMA
BbICOKOr0 YPOBHS. bharogaps MeTody pacluMpeHHOM 3BPUCTUKN
CNOCOBHOCTb CUCTEMBI3ALLNTBI MPABW/IbHO ONpeaensiTb yrposy
3Ha4MTe/IbHO BO3pacTaer.

«PeknamHoe/wnuoHckoe/onacHoe MO» — 3Ta KaTeropms BKIOYaeT
B ceba nporpammbl, cobmpatoLLme MHGopmMaL Mo 0 Noab3oBatene

6e3 ero cornacus. Kpome Toro, ctofia OTHOCSTCA MporpamMmbl,
oTobpakatoLme peknaMHble MaTepuasb.

«MoTeHUManbHO onacHoe MO» — KOMMepYyecKkue, NernTUMHble
NPUOXKEHUS MOTYT BbITb KNACCUPULMPOBAHBI KAK MOTEHLMANTBHO
onacHoe MNO. KaTteropus Bk/OYaeT B cebs Takme NporpaMmmel, Kak
cpeacTBa AoCTyna. MNo3ToMy MO YMOTHAHMIO 3Ta PYHKLMSA OTK/IKOYEHa.

«[MoTeHUManbHO HexenarenbHoe MO» — 3TV NPUNOXKEHNSA

He 0653aTeNbHO ABNAIOTCA 3/I0HAMEPEHHbBIMMW, HO OHWU MOTYT TeM
NN MHBIM 06pa3oM CHMXKATb MPOU3BOAUTENIbBHOCTb CUCTEMBI.
Takune NpuIoxKeHnsa 06bI4HO TpebyoT corlacmns nosb3oBartens

npuv ycTaHoBKe. [ocsie nx ycTaHOBKM NOBeAEHNEe CUCTEMDbI
n3meHseTcsa (Mo CpaBHEHMIO C TeM, Kak OHa Besa ce64 [0 YCTaHOoBKM
3TUX Nporpamm). Hanbonee 3HaunTeIbHbIE U3MEHEHWNS KacatoTca
BO3HWKHOBEHMS HeXenaTeslbHbIX BCM/IbIBAIOLLLMX OKOH, 3anycka

1 paboTbl CKPbITbIX MPOLLECCOB, YBENNYEHNS MCMOMb30BAHMS
CUCTEMHbIX PeCypCOB, U3MEHEeHUS pe3y/1bTaToOB MOMCKOBbIX 3aNpOoCOoB,
obMeHa flaHHbIMW C YAA/IeHHBbIMW CepBEpPaAMMU.

Hactpoiika napametpos mogyns ThreatSense

MeToas!
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FEPMCTHHECKHF AHANKG
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41.7.3 O4ucTtka

MapameTpbl NpoLecca 04NUCTKY OMNpefensoT noseaeHne
MOAYNS CKAHMPOBAHMS BO BPEMS OUNCTKM 3apaKeHHbIX Gpannos.
[MpenycMoTpeHOo TPy YPOBHSA OYNCTKMU.
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- OBBEKTE OumeTRa

MeToab!

¥POEEHE OHHCTEN:
. CTEA
PaclukpeHHa
Mpeaens

L fipyroe

Bes 0HHCTRH I TwaTenbHad ouMcTKa

B 3T0M pEHME NPorparta Oy AST NbITATECA ABTOMATHHECKH OHHCTHTE
MIH ¥ ASNMTE S8pa%EHHEE Bafinsl, ECIM HA TO, AW Apyroe
HEBOZMOXHO, Gy ART BRIERABHD DKHO NPEAYNPENASHNA 00 CIACKOM
ADCTYNHE: ASHCTENH, ECIM BRINONHMTE BIOpaHHOE AEfCTENE HE
YABCTEA, CHOBE BBIERARTCA OKHO NPEAYTDEHASHHA,
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«be3 ouncTkn»

3apakeHHble Gansibl He ByayT O4MLLATBCSA ABTOMATMYECKN.
MporpamMma BbIBOAMT NpeaynpexaeHune 1 npeaaaraeTnoib3oBaTento
Bbl6paTh AENCTBUE.

«YpOBEHb M0 YMOJTHAHUIO»

MporpaMma nblTaeTcsl aBTOMATUYECKM OYNCTUTb UAW YAANNUTD
3apaXkeHHbI Gann. MNpr HEBO3IMOXKHOCTM BblbpaTb Heobxoanmoe
[LeNCTBME aBTOMATUYECKM NporpamMmMa npesnaraet noib3oBaTesto
caenathb BbI6Op. BbI6Op NpefoCcTaBiseTcs Noab30BaTENO U B TOM
cny4vae, ecv npefonpeneneHHoe AencTBre He MOXeT BbiTb
BbIMNOMHEHO.

«TwartenbHas OYMCTKa»

MporpaMmMa o4uLLaEeT UK yaaNseT BCe 3apaXkeHHble Garbl,

BK/1HOYas apXMBHble. EAMHCTBEHHOE UCK/TIOYEHME COCTaBNAT
CMCTeMHble dpannbl. ECIM 3TO HEBO3MOXHO, NMOJ1b30BATENIO BbIBOAUTCS
npeaynpexzaeHune C NpeanoXKeHNeM BbINONHUTb ONpefeneHHoe
LencTeue.

BHumaHue!

B pexxvMe Mo yMOAYaHMIO apxmB yAaNaeTca Leankom, ecim

COAEPXKUT TONbKO 3apakeHHble hanbl. ECn B apxnse nMmeroTcs

1 He3apaxkeHHble Gansibl, OH He ByaeT yaaneH. ECM 3apaskeHHbI
apX1B 0BHapY>KeH B peXkMMe TLLATe/IbHOW O4MCTKM, BECb apXMB
yAANAeTCs, AaXke eCIv NpUCYTCTBYIOT danbl 6e3 BpeOHOCHOMO KOAa.
4.1.7.4 PacwmpeHus

PaclwmnpeHnemM Ha3blBaeTCA HaCTb UMeHWN daina, oTaeNeHHas oT
OCHOBHOWM 4acTu TouKon. OBbblMHOpacWMpeHe 0603Ha4YaeT TUN
danna nnm ero COAEPKMMOro. TOT pasgen NapaMeTpoBCUCTEMbI
CBOEBPEMEHHOr0 06HapY>KeHMS NO3BONSIET ONPeAenTb TUMbI
dbannos, noanexalimx CKaHMpPOBaHMIO.

—
HacTpoika napameTpos mogyna Threat3ense @
o OFBEKTHI PacwmpeHHa
MeToae! CKAHHMPOBATE BCE haFMk
QUHCTES .
CLMPEHHA DB © PACWHPEHNANK, NEPEYHCIEHHBIMN HIME, HE DyayT
— CKSHHPOBATECA HA HAMMYHE YTPOS,
- Mpeaens
o Apyroe ParumpenHa
AoBaEHTE ¥AAMMTE
"] He cxanmposaTe daine fies paciunpeHmi
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0 yMONYaHMIO CKAHNPYHOTCA BCe Pansibl HE3aBUCKMMO OT UX
pacwmpenus. JitoboepaclinpeHme MOXHO A06aBUTb K CMIUCKY
NCKIOYEHUI U3 CKAHWMPOBaHKA. Ecnun pnaxkok «MpoBepsATb Bce
dannbi» He yCTaHOBAEH, B CNNCKe 0TOBpaXkakoTcs paclumpeHus
BCex hanioB, nognexalinx CkaHMpoBaHMIO B HACTOsLLLEe BpeMs.
C MOMOLLLbIO KHOMOK «[06aBUTb» N «YAANNTB» MOXXHO U3MEHATb
coaepXX1Mmoe CN1cKa, 3anpeLas uam paspeLlas CkaHMpoBaHume
02191 TeX UV UHbIX pacluMpeHnin.

[ns TOro 4Tto6bl BKAOYUTH CKAHMPOBAHWe Gannos 6e3 paclnpeHun,
ycTaHoBuMTe dnaxkok «CkaHMpoBaTbdaiIbl 6e3 pacliMpeHUn».

MckntoveHre pannos npegHasHavyeHo A Tex cay4aes, Korga
CKaHWpoBaHWe $hanios onpeaeneHHoro Tmna NpUBOAUT K OLnbkam
B paboTe nporpamm, KOTOpble UX MCMOMb3YIoT. Hanpumep, 3Ta
CUTyaumsa BO3MOXHa 418 pansios ¢ paclumpermamm EDB, EML

N TMP, KOTOpble ncnonb3ytoTcs cepsepomM Microsoft Exchange.
4.1.7.5 OrpaHuyeHus

DTOT pasgen npefHasHaveH 41 ykasaHus MakCMMasibHOro pasmepa
06BbEKTOB CKAHMPOBAHWNSA U YPOBHS BJIOXXEHHOCTN CKAHUPYEMbIX
apXxMBOB.

«MaKcMManbHbIi pasMep o6bekTa, B 6antax»

Onpesenset MakCUMasbHbI pa3mMep 06beKTOB CKAHMPOBAHMS.
[JaHHbIN MOAYb AHTMBUPYCA ByAeT CKAHMPOBATL TO/IbKO O6BEKTbI
MeHbLUe yKa3aHHOro pasmepa. He pekoMeHayeTca N3MeHAaTb 06beM
M0 YMOMYAHMIO 6€3 0COBbIX MPUYMH. DTOT NapaMeTp npegHasHaveH
[/19 OMbITHBIX MO/1b30BaTe e, KOTOPbIE UMEIOT OMpeAeneHHbIe
MPUYMHbI A9 UCKTIOHEH NS 60/1bLLINMX 06BEKTOB 13 Npoliecca
CKAHMPOBAHUA.

«MaKkcuManbHoe BpeMsl CKAHUPOBAHUS, B CEKYHAAX»

OnpeaensieT MakcMMasbHOe BpeMs CKaHWMPOBAHMSA OAHOr0 06beKkTa.
Ecnv nonb3oBaTenem onpeaesieHo 3TO 3Ha4YeHue, Moy b aHTUBMUPYyCa
npepbIBaeT NPOLLEecC CKAHNMPOBAHMSA TeKYLLLEero 06bekTa No NCTe4eHK
YKa3aHHOro NPOMeXyTKa BPEMEHM BHEe 3aBUCUMOCTW OT TOTO,
3aBepLUeHO /I CKAaHNPOBaHME.

«YpOBEHb B/IOXXEHHOCTU apXuBa»

OnpefensieT MakCUManbHyH ry6UHY CKaHVPOBAHWS apXMBOB.

He pekoMeHAyeTCs M3MEeHNATb 3HA4YEHKe Mo YMONYAHUIO, PaBHOE

10, TaK Kak B 06bIYHBIX YCIOBUAX AJ18 3TOFO HET NPUYNH. Ecun
CKaHMpOBaHMe NpexAeBpeMeHHO NpepbiBAeTCs M3-3a NPEeBbILLEHNS
CTerneHun BAI0XKEHHOCTM apXMBOB, apXMB OCTAETCS HEMPOBEPEHHbIM.

«MakcumanbHbiv pa3mep ¢aiiia B apxmse, B 6anTax»

OnpegenseT HaMbobLIMN Pa3Mep XPaHALLMXCA B apX1Be

dannos (B HEOKATOM BMAE), KOTOPbIE NMOAJIEXAT CKAHMPOBAHMIO.
ECM CKaHMPOBaHME NpeXAeBPEMEHHO MpepbIBAETCA 13-3a
NpeBblLLIEHNS AAHHOIO NapaMeTpa, apxmMB OCTAETCSA HEMPOBEPEHHbIM.
4.1.7.6 Mpouee

«CKaHMpoBaTb NOTOKM AaHHbIX ADS»

ANbTEPHATMBHbIE NOTOKM AaHHbIX (ADS) MCMonb3yoTCa Gpaiiiosoin
cuctemon NTFS npu paboTe ¢ parnamm n nankamm, KOTopble

He BUAHbI 4719 06bIYHOMO NpoLecca CkaHMpoBaHua. MHorme
BpeAOHOCHbIE MPOrpamMMbl UCMONb3YIOT a/ibTEPHATUBHbIE MOTOKM
OaHHbIX 4151 TOr0, YTO6bI M36exaTb 06HApYXKeHUS.

«3anycTuTb GOHOBOE CKAHUPOBAHWUE C HU3KUM NPUOPUTETOM»
Ka>kzibI1 NpoLLecC CKAHMPOBAHMS NOTPeGASieT HEKOTOpOoe
KOMMYECTBO CMCTEMHbIX PecypCcoB. EC/IM Nonb3oBaTe b UCMOb3yeT
NporpaMmbl C BbICOKMMM TPeBOBAHMAMM K CUCTEMHBIM pecypcam,
MOXXHO 3aMyCTUTb CKAHUPOBAHME B PeXXMMe HU3KOro npuopuTeTa
1 0CBOBOANTL Pecypchl AN APYrX MPUIOXKEHNI.

«PerncTtpupoBaThb Bce 06beKTbI»

Mpwv BbIBOpE 3TOro NapameTpa B XXypHase byaeT cofepykaTbes
nHdopmaLmsa 060 Bcex NpoBepeHHbIx harnax, BKa4as
He3apaeHHble.

«COXpaHUTb OTMETKY O BpeMeHU Noc/eHero focTyna»
Mcnonb3yiiTe 3TOT NapaMeTp A5 COXPaHEHNS UCXOAHOMO BPEMEHU
[0CTyNa K CKaHMpyembiM daitnam, He o6HoBAASA ero (Hanpumep, Ans

MpaBUIbHOTO GYHKLMOHMPOBAHUSA CUCTEM PE3EPBHOMO KOMMPOBAHUA).
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OonTuMmusauma Smart

OonTumMM3aLmMsa Smart ynpollaeT CkaHMpoBaHMe Ballen cuctemsl
Ha HanM4Kne BpeLOHOCHOro Kofa. Koraa onuuns BIoYeHa,
YBENMYMBAETCA CKOPOCTb CKAHMPOBaHMS 6e3 yulepba ans
6e30MacHOCTM BalLen CUCTEMbI.

«MpOKPYTUTb XXYPHaN CKAHMPOBAHUAY

3Ta GYHKLMSA NO3BONAET BK/IKOYATb U OTK/IHOHATb MPOKPYTKY SKypHaNa.
EC/mM NpOKpYTKA BK/IKOYEHA, CBEXAA MHbOPMALMA BCErAa HAX0AMTCA
B HVXKHEI 4aCTW 3KpaHa.

«MokasblBaTb yBeAOM/IEHUE O 3aBepLUEHUN CKAaHUPOBAHMS
B OTAE/IbHOM OKHe»

OTKpbIBAET OTAE/IbHOE OKHO /18 0TO6PaXkeH sl pesybTaToB
CKaHMPOBaHMA.

4.1.8 [eAcTBMA NpU BbiIB/IGHUU 3apaXkeHUs

Cnctema MOXET NOYYNTb BPEAOHOCHbIV KOA U3 PAa3NNYHbIX
WNCTOYHMKOB — Be6-CanTbl, Nanku 06LLLero 4ocTyna, 31eKTpoHHas
no4rta Unm cMeHHble HocuTenn (USB, BHeLLHMe ANCKK, KOMMAKT-
ONCKU, ANCKM DVD U T. 4.).

EC/IM Ha KOMMbIOTEPE BO3HUK/N NPU3HAKM 3apaXkeHns
(Hanpumep, OH cTan MeasieHHee paboTaTb, YacTo 3aBUCALT U T. 1.),
peKOMeHAYEeTCA BbIMOMHUTb ENCTBUS, OMUCAHHbBIE HUKE.

«  OTKpoMTe cncTemy ESET Smart Security 1 BbibepuTe NyHKT
«CKaHMpOBaHMe KOMMbloTepan.

*  HaxXmuTe KHOMKY «O6bIYHOE CKaHMpOBaHMe»
(mononHWTenbHy0 MHbOPMaLMIO CM. B pasaene «OBbluHOe
CKaHMpPOBaHMe»).

« Tlocne 3aBepLieHMs CKAHUPOBAHMWS MPOCMOTPUTE XXYpHan
Ha npefMeT KONMYecTBanpoBepeHHbIX, 3apaXKeHHbIX
1 BblSIe4EHHbIX 06bEKTOB.

Ecnv Heo6X0AMMO MPOBEPUTL TONIbKO HaCTb AMCKA, BbIGepUTe
«CKaHMpOBaHMe C NoJib30BaTeIbCKMMU HACTPOMKAMU» U yKaXKNTE
06beKTbl 419 CKAHNPOBAHMA.

B KayecTBe npmmMepa Toro, YTo NMPOUCXOAMUT, KOrAa cucTema

ESET Smart Security HaxoauT 3apakeHue, NpeanonoXuM, 4To
3apakeHne obHapy>KeHO Moaynem 3aLmTbl GarnoBs B pexmnme
peanbHOro BpeMeHU, KOTOPbIN NCMO/b3yeTCs B peXMME O4UCTKM MO
YMON4YaHMo. Moaynb NbITAeTCs OYNCTUTb UAK yaANUTbL dann. Ecim
LLeNCTBME MO YMONYAHMIO 471 MOLY/S 3aLUUThI B PEXKMME peasbHOro
BpPEMEHW He onpefeneHo, 3anpoc OTNPaBAAETCSA MONb30BaATENHO.
O6bI4HO NpeaoCcTaBNseTCsa BbIOOp U3 AeNCTBUIN «OUNCTUTDY,
«Ypanutb» 1 «MponycTuTb». He pekoMeHAyeTCs NCNONb30BaTb
Aencteue «MponycTUTb», Tak Kak 3apaXkeHHbI Garn oCcTaHeTCsa Ha
KOMMbtOTEpE. DTO ENCTBUE CIeflyeT UCMO/Ib30BaTh TObKO TOrAa,
KOTr[a ecTb NO/IHas YBEPEHHOCTb B TOM, 4TO dann 6e3speseH 1 nonan
nog, Nofo3peHue no owmobke.

Ounctka v yganeHue

MpUMEHMTE O4MUCTKY, €CN NONE3HbIN hann Bbi aTakoBaH BUPYCOM,
KOTOPbIN L06aBNSET BPeLOHOCHbIN KOA K Nose3HOMY. B 3ToM ciyyae

B MepBYIO o4epeb C1efyeT NOoMnbITaTbCsl O4UCTUTL dans, YTobbI
BOCCTAHOBUTb €ro NnepBoHayasibHoe coctosiHue. Ecnu dann conepxmT
TONbKO BPeAOHOCHbIV KOZ, ero cnefyeT yaanunTb.

ESET Smart Security 4 =1
0 O6Hapy>xeta yrpoza!
Tpesora
O6bexr:
C:\Users\Admin'Desktop'eicar.cam.bit.part
Yrposa:

Eicar rect daiina
Komuentaphii:

CobiTie NpOU3ELLN0 & ailng MOANPVLVPOBIHHOM NPHACKEHNEN:
C:\Program Files (486)\Mozilla Firefox\firefox.exe.

| Ouwncwrs | | Yasaurs | | Huuero me npegnpunnmars

» CKPEITH PACWMPEHHEIE NAPAMETDE

MokasaTe OKHO yBEADMACHNA
ConMposaTs & KapaHTHH
Mepeaats Ha aHans

VicktounTs 13 nposepim
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Ecnv 3apaxkeHHbI Gan 3ab10KMPOBaH WM NCMOMb3YeTCA CUCTEMHbIM
MPOLLeCCOM, ero yAasneHmne BO3MOXKHO TOJIbKO MOC/1e ero 0CBOBOXKAEHMS.
3T0 06bIYHO NPONCXOAMT NOC/IE Nepe3anycka CUCTeMbI.

YpaneHue ¢pannos N3 apxmeoB

0 yMOMYaHMIO apX1B yAANAETCS LeSIMKOM, eC/IN COAEPKUT TONTbKO
3apakeHHble Gpannbl U He coaepXXnT dannos 6e3 BpeJoOHOCHOro Koaa.
LpyrvmMu cnoBaMu, apxmBebl, KOTOPble coAepKaT He3apaskeHHble
dannbl, He yaanaoTca. TeM He MeHee Npu CKAHMPOBAHWK B peXKMe
«TwaTenbHas O4UCTKA» ApXUB YAANAETCS, EC/IN COAEPXKUNT KAk
MUHVMYM OLMH 3apakeHHbIN hani, He3aBUCUMO OT COCTOAHNS
OpYrux Gannos B apxmnee.

4.2 TlepcoHanbHbI 6paHaMay3p

MepcoHanbHbIV BpaHaMay3p ynpaBaseT BCEM CeTEBbIM TpAadUKOM
KOMMbOTEPA B 060MX HanpaBneHuax. MpoLecc 0CHOBAH Ha 3anpeTe
WA paspelleHnn OTAEeNbHbIX CETEBbIX COeANHEHNI B COOTBETCTBUM
conpefeneHHbIMK Npasunamu. MNepcoHanbHbI 6paHamMayap
obecneyrBaeT NpOTMBOAENCTBME CETEBbIM aTakaM CO CTOPOHbI
yAANEHHbIX KOMMBIOTEPOB M pa3peluaeT 6/10KMPOBaHME HEKOTOPbIX
cnyx6. Kpome TOro, oH obecneymsaeT 3aLLUTy OT BUPYCOB Mpu
0bmeHe JaHHbIMY Mo npoTokonam HTTP 1 POP3. OyHKLUMOHANIbHO
MOAY/b ABNSIETCA O4€Hb BaXKHbIM 3/1EMEHTOM B CUCTEME
KOMMbIOTEPHOM 6€30MaCHOCTU.

4.21 Pexxnmbl punbTpaymm

B nepcoHanbHoM 6paHamayspe ESET Smart Security npeyCMOTpeHo
Tpy pexxmma GunbTpaummn. NoeeaeHme NepcoHanbHOro 6paHamayaspa
3aBUCUT OT BbIBpaHHOr0 pexxnma. Beibop pexxnma punbtpaumm
OKa3blBaeT BIUSIHWE HA CTeneHb HeobxoAMMOro y4acTus
nonb3oBaTens B npoLecce.

@I/IﬂpraLlI/lﬂ MOXKET OCYLLEeCTBIATLCA B O4HOM U3 MATU PEXKMMOB,
ONMMNCaHHbIX HMKE.

* ABTOMAaTMYECKUI PEXXNUM ABNSETCS PEXXMMOM MO YMONHAHMIO.
OH NOAXOAMT A5 MONb30BaTeNen, KOTOpble NpeanoYnTaoT
MpOCTOTY M yA06CTBO B 3KCM/IyaTalMmM NepcoHasibHoro 6paHamayspa
6e3 HeobXo0AMMOCTI CO3AAHNA NPaBUA. ABTOMATUYECKMIA
peXM paspellaeT BeCb NCXOAALLNN TpadUK A8 KOMMboTepa
nonb3oBaTens 1 6/10KMPYET BCE HOBbIE COEANHEHWA U3BHE.

*  ABTOMaTUYeCKmm pexnMm C UCKIKHeEHNAMN (npanma,
onpegenieHHble nosnb3oBatesniem). B fo6asneHue
K O6bIHHOMy ABTOMATU4YECKOMY peXNMy MOXXHO
onpenenaTtb N0/ib30BaTe/IbCKMe NpaBkaa.

*  VIHTepaKTUBHbIV peXKMM NpeaoCcTaBaseT ya06HbIN
WHCTPYMEHT A1 NOCTPOEeHNS CO6CTBEHHOM KOHGUIypaLmm
nepcoHanbHoro bpaHamayapa. MNpu 06Hapy>KeHUN coeanHeHNS,
He y,0BNEeTBOPSAIOLLEr0 HW OLHOMY W13 NMPaBWJI, BbIBOAUTCA
[IMaNnoroBoe OkHO C yBeJOM/IeHNeM 0 HeM. B 3TOM OKHe MOXHO
3anpeTnTb UK pa3peLlnTb COeANHEHIE, A Tak)Ke HA OCHOBE 3TOro
peLleHna co34aTh NPaBU/IO ANS NMPUMEHEHMSA B ByayLieM. Ecam
nonb3oBaTe/b peLlaeT Co34aTb HOBOE NPaBU/IO, B COOTBETCTBUMN
C 3TUM NpaBuUIOM BCe ByayLiMe COeMHEHNS 3TOrO TUNa yayT
paspeLleHbl MK 3anpeLLeHbl.

©  PeXuM Ha OCHOBe NOMUTUKM BTIOKMPYET BCE COEAMHEHNS,
He y4,0B/IeTBOPAIOLLME HU OAHOMY 13 paHee ornpeaesieHHbIX
paspeLuaoLnx NpaBm. TOT PeXKMM NpefHa3HayYeH 415 OMbITHbIX
nosib3oBaTenei, KOTopble TOYHO 3HAOT, Kakue CoefNHeHNs
MM HeobXxoAMMbI. Bce ocTanbHble coefHeHNs 610KMPYOTCS
nepcoHanbHbIM 6paHAMay3poM.

*  Pexxnm 0byyeHns: npaBuia CO3AaK0TCSA U COXPAHAKOTCA
aBTOMATUYeCKW, YTO NOAXOAUT A/ CO3aHMNA Ha4albHON
KOHPUrypaunmn bpanamayspa. BMmellartenbcrsa nosb3osarens
He TpebyeTcs, Tak Kak cuctema ESET Smart Security coxpaHseT
npaBua Ha OCHOBE NpeABapuUTe/IbHO OMpeAeNeHHbIX
napamMeTpoB. Pexxum 0byyeHmns HebesonaceH 1 LOMKeH
MCMoNb30BaTHCA TOMbKO [0 TEX MOp, MOKa He CO3aHbl
BCe MpaBuaa A1 He0bXx0AMMbIX CORANHEHUN.
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Hactpoiika

R ——
- Mpasnna n 2otl
- AQNONHMTENBHBIE HaCTRHK 1 IDS
L KOHTPONE MIMEHEHHI NPHNCKEHMT
- MHTerpauHa B cheTeny

Mepcaranstisif dariepson

Pesm dnsTpaum

[AeTamarireckii pem -

NepccHansHei dafiepson Gy AsT sETaMSTHABCKH BpafaToBaTS BC8 CeTeBbIE
COEQHHEHHA, CTAHAGRTHGIE HCXORALUINE CETEEEIE COCANHEHHA BYAYT PasREWCHEl, &
FIOBLIE COBAHHEHHA, HE HHHIPOBAHHEIE H3HY TEH, 3aNPBLLEHSI, 3TOT PEAHN NDAXOANT

. AN GONEWHHCTES NONk30EATENSH,
Bra cosamHeHi

MOAYNG 3AMTH 0T CaMa
- OfrosnernE
CrpKEBHEIe MPOrpatb!
VHTEptheiic

Fasrae

[ @®oc ][ omesa | [noyuensame

4.2.2 Bnoknposatb BeCb TpapuK: OTK/IHOYUTb CETb

3abnoKkMpoBaTh BeCb CeTeBON TPAGUK MOXHO TOBKO C MOMOLLbIO
dYHKUNKM «BNOKMpoBaTh BeCb TpPapUK: OTKAHOHUUTD CETbY.

Bce BXxoasLLMe U UCXOAsALLME COeAIMHEH NS ByayT 3a6/T0KMPOBAHbI
nepcoHanbHbIM 6paHaMayspom 6e3 npeaynpexaeHus. Micnonbsymte
3Ty GYHKLMIO TONBKO B 0COBBIX CNly4asx, KOraa BO3HMKAET onacHas
KPUTMYeCKas cuTyaums, TpebyroLlas HemeL1eHHOro OTK/YeHUs
oT ceTu.

= ESET Smart Security

ESET

[E=RE=R (>

Wntepdeiic Hacrpoiiku= Cepsncw Copaska~

B2 cocromme saupms

@i epCcoHanbHbIA Qariepson
O CkaHUpoBaHHe
=Y i e MK

6 O6HoBneHE
# Hacipoina

Avrusupyc

@urbTpauns cetesoro paduika (1  Bicnioviero
1@ Bnoxuposats seck ceresoit Tpaduk: oTkAUUTL cetb

@ Orcniouums dunstpauuio: paspewTs sece Tpaduk (&

Pesxitn asTomaTueCkoii unsTpatm (& + Binoven
@ Mepexniounrs 5 pexun HTepaKTBHoH GubTpata
Mepconansheiii daiiepson

VisnaerinTs pen obecnesenin besonacrocrn MK...
ArTicnan

a ChyxeGHele NPOrpaMMl

JlONOAHUTENbHBIE HACTPOVKM NEPCOHANBHOO GAREPEONa...

B PACLIMDERHENT pEXuM  VsHernTs..

we protect your digital worids

4.2.3 3anpeTuTb GUAbLTPaLMIO: pa3peLlnTb BeCb Tpadpuk

3anpeT GunbTpaumm ABASETCS NPSMO NPOTUBOMOOXKHbBIM PEXUMOM
paHee yNoMaHYTOMY pexKMMy 6/10KMPOBKM BCEX COEAMHEHWNIA. B 3TOM
peXXnmMe nepcoHasnbHbI 6paHAMay3p OTK/IYaeT Bce GyHKLMN
dunbTpaLMK 1 paspeLLaeT BCe BXOASLLME U UCXOASLLME COeUHEHNS.
C TOYKM 3pEHMA CETUN 3TO IKBMBAJIEHTHO MOJIHOMY OTCYTCTBUIO
nepcoHanbHOro 6paHamayapa.

4.2.4 HacTtpoiika u ucnosibsoBaHue npaBun

Mpasunao coaepKMT HAbop NapamMeTpoB 1 YC/IOBMIA, KOTOPble
MO3BO/IAIOT LiefieHanpas/ieHHO NPOBEPSAThL CETEBbIE COEIMHEHNUS

W BbIMONTHATL HEOBXOAMMbIE IeNCTBUSA B COOTBETCTBMM C 3TUMM
yCNoBUAMMW. BnepcoHanbHoOM 6paHamMayape nosb3osatesib MOXeT
3a4aTh IENCTBUA, KOTOPbIE HEO6XOAMMO COBEPLLUMTD MPU MOMbITKE
COeMHEHNS, OMPeAeNeHHOro NPaBuIoM.

15 TOro 4To6b6l HACTPOUTL NMPABUIIO, MEPENANTE B OKHO
«[lonosiHUTe/IbHble HAacTponkm» (F5) > «MepcoHabHbIA
6paHamayap» > «[paBuaa U 30HbI». [115 TOro 4To6bl NPOCMOTPETH
TekyLMe napaMeTpbl, HAKMUTE KHOMKY «HacTpoinka» B pasziene
«PepakTop 30H 1 npaBua» (ec/1v NepcoHasibHbI 6paHamMayap

paboTaeT B aBTOMaTUYECKOM pexume GuabTpauum, 3Tv napameTpbl
HeLOCTYMHbI).

ESET Srart Security

Hacrpoiika

b |ONOAHMTENEHEIE HACTPOFKN » | Tpaexna v sotel
- JALHTA ADKYHEHTOD
- JAUHTA NOMTOBON D KIHEHTS
[ Mo-TasbIe KNHEHTE
L peficrens
POP3, POP3s
3alTa AOCTYNa B HHTEPHET
HTTP, HTTPs
Cranvposarite MK no Tpefiosariio
-Hekniouenins
- DHMTPALMA MPOTORONOE:
- MepeoHansHeIi dariepson
- Peskim oBydeHia

{Aoespertan sora

TRYMNG KOHMBHTEPOB, ANA KOTOPLIX 3TOT KCHNBrOTER ADCTYNEH N0 CETH, HaZbIBaeTCA

ADBEPEHHOR SCHOM, MTPHMEPDN ADBSPEHHOR S0HS! MOWET CAYKH TS ACHALLHAR I

QbHCHaR CoTE.

[ He norcaskiBaTs AMANOroBOE OKKHO NapaMETPOS AOBEREHHON 30HE!, ECNH DBHADY KEHS!
WaHEHEHHA NAPEMETPOE CETEEOND AAANTEN (HAMDHHED, HaMEeHSHKE IP-aApeca)

HacTporikH. .

PeaakTop 30H W MpasHn

m

TIpaBHITS GrIPEASRAIT, KaK NePCaHaNEHE (i diafipeon opaaTsIEaET BXaAALME H
HCXDASLINE CeTEBbIE MO AIONEHA

Hacrpofin. .
AoNONHATEREHEIE HACTROFRH W IDS
KoHTReNE HameHerni np A ih o
HTErpaunmA B cHeTemy
Bha coeaueriit
MOy b 33LHTb! OT Cama

ALpECHAR KHATa
- OBHOBNeHHE
- CryxeBHbie nporparts!
[ —

B PEAAKTODE NPaBHA

loKasaTh HHbOPMAIHKA & NEATDHEHAH;
ONKEaHHE

Mokaz6iBaTe Npasaa:

TIoN30BATENbCkHS H TP ATTPEAENEHHEIE MPSEANS

[ @®ok | [ omens | [N yuoniznao

B okHe «HacTpoiKa 30H 1 NpaBuI» NpeacTaB/eH 0630p
[eCTBYIOLWNX NPABUA UM 30H (B 3aBUCUMOCTM OT BbIEpaHHO
BKIaAkK). OKHO paszgeneHo Ha Be o6n1actu. BepxHas o61acTb
COLEeP>XKMT NMpaBua B KpaTkon popme. HUKHSAS 061aCTb COAEPKUT
noapobHy NHdopMaLmio o NpaBue, BbiIbpaHHOM B BEpXHeM
06nacTu. B caMOM HMU3y pacnonoxeHbl KHOMKM «HoBoe», «A3MeHUTb»
1 «YAANUTB», KOTOPbIe MO3BO/IAIOT NMO/b30BATE/O HACTPANBATD
npasuna.

Mo HanpaBfeHMIo Nepeaayn AaHHbIX COeAUHEHNS MOXHO pa3aennTb
Ha BXoAALLMe N NCXOAALLMe. BxoasaLme COeANHEHNS MHNLMMPYIOTCS
yA2NeHHbIM KOMMbIOTEPOM, KOTOPbIY MbITAETCA MOAK/TIOHUTHCA

K IOKasbHOM cucteme. Mpu NCXoaalmMm CoOeuHeHUN, Hao60poT,
JIOKASIbHbIA KOMMbIOTEP MbITAETCA NOAKTOYUTLCA K yAASIEHHOMY.

Mpv 06Hapy>KeHNN HEN3BECTHOIO COeANHEHNS NONb30BaTe b [O/KEH
paspeLmnTb UAK 3aNpeTnTb ero. HexxenatenbHble, Hebe3onacHble Uan
abCONMIOTHO HeM3BECTHbIE COeANHEHWSA HeCyT yrpo3y 6e30nacHoCcTm
KOMMbtoTepa. MNpy BO3HMKHOBEHUUTAKOIO coeAnHeHns obpatumTe
BHMMaHWe Ha yaaleHHbI KOMMbIOTEP W NPUIOXKEHME, KOTOPOe
NblTAeTCSA CORANHNTLCA C IOKASIbHbIM KOMMbIOTEPOM. MHOrme TUnbl
3apaXkeHWM NbITAKTCA NOAYYUTb U OTAPABUTL IMYHbIE AAHHbIE UK
3arpysuTb Apyrve 310HaMepeHHble MPUIoKeHUA Ha KOMMbOTep.
MepcoHanbHbIV 6paHaMay3p NO3BOASET NOMb30BaTENO OBHAPYKUTb
1 3a6710KMpOBaTh Takme CoeMHeHNS.

4.2.4.1 Co3paHune HOBbIX NMpaBui

[Mpn ycTaHOBKE HOBOIO NMPUJIOXKEHWNS, KOTOPOE NCMOb3yeT

[OCTYN K CeTU, AN NMPU N3MEHEHNU NapaMeTpoB CYLLEeCTBYIOLLLEro
coefvHeHua (aapec yaaneHHoro KoMmnboTepa, HOMep NopTa u T. n.)
Heobx0AMMO CO34aTb HOBOE NPaBMo.

HacTpaifka 20k 1 npaswn

Npagring | JoHe:

MpaEHna oNpEASNAKIT NOBEASHHE haHEPEANa B0 BPEMA 0GMEHA A3HHBIMK MO CETH, MPAEHNA MOFYT PA3PELIATE HIK 3AMPELLETE
OBMEH JAHHEIMA MEHAY YKA3SHHBIMM NPHNOHEHHAMH, Y ASMEHHBIMH KOMIBFOTEDAMH HH ONPEAENEHHEIMA NOPTaMH, JONanHHTENEHYH
HHOPHMELMAD CM, 3180k,

[EpEKMMHTECA B NoADOGHEIR DEXHM NDOCMOTDS NDAEHA

(= otz fa)

Mprnosenme | Mpasino AveepeHan 3.,  AoeeperHans...  MHTepHeT ex. WHTERHET M.,
p Ges W = Ocoboe = Ocobioe = Ocoboe
[{Host Process for Windows Services cofioe
[E Services and Controller app Ocofoe
[nLocal Security Authority Process = Ocofice
nwindnws Logon Application = Dcofioe
ystem 7 3anpocute
Erirefox 7 3anpociTe o/ PaspemdTe 7 3anpociTb o PaspeummdTh

s |Banjour Service Paspewmte 7 3anpocite 7 3anpocrte 7 Janpoce

Onucanqe dakna:
Komnawus:

Services and Controller app

Micrasoft Corparation

Bepcyua haiina: 6.0.6000, 16366 (vista_rtm,061101-2205)
WcxoaHoE uhs: services.exe

ABTOpCKOE NpaBo: Microsoft Corporation, &l rights reserved,

Cosaano: 5. novembra 2008

Cosaate | | Wsmenie

¥ aamte (Del)

23



[Ansa Toro 4To6bl O6aBUTL HOBOE MPABWU/IO, MEPEMAMTE HA BKAAAKY
«MpaBunar. 3aTeM HaXKMUTE KHOMKY «HoBoe» B OKHe «HacTponka
30H M NMpaBuA». B pesynibTaTe 0TKPOETCA ANAN0roBOe OKHO, B KOTOPOM
MOMHO CO3[1aTb HOBOE MPaBW/I0. BEPXHASA YaCTb AMANOMOBOrO OKHa
COAEPXKUT TP BKNALKM, OMMUCAHHbIE HIXKE.

»  O6uwue: onpenenseT UMs Npasuia, HanpasieHe CoOeaNHEHNS,
[enCcTBMe N NPOTOKO. MOXeT 6bITb yKa3aHo HarnpaBaeHne
Kak BO BHELLIHIOK CETb, Tak 1 13 Hee (1n 06a HanpasneHus).
[encTBre noapasyMeBaeT paspeLleHie Uan 3anpeLieHmne
COOTBETCTBYHIOLLENO COeAUHEHMS.

*  JloKanbHbIN: 0TOBpaXkaeT MHPOPMALMIO O NOKANbHOW CTOPOHE
COeIMHEeHNS, BK/IK0YAA HOMEP /IOKA/IbHOro NopTa UKW AMana3oH
MOpTOB, a TaKXKe Ha3BaHMe aKTUBHOIO NPUIOKEHWS.

©  YOaneHHbIN: COAEPXMUT MHDOPMaLMIO 06 yaaneHHoM nopTy (Mnm
AManasoHe nopTos). Kpome TOro, Ha Hel MOXKHO yKasaTb CMNCOK
yOaneHHbIX IP-afpecoB nauv 30H 4718 COOTBETCTBYIOLLEro npasuna.

Hopoe npaemno:

Qe | NokaneHed I H.u.aneHHblﬁl

06w a8 MHPOPMaLKA 08 3TOM NpaBUne

Hram: |

Hanpagnerie: | o60e -

Nporakan: TCP & UDP

Briipars npoTokon...

JononHHTEEHOE LERCTEHE

[T Aypran [7] Yeenotre nonezoeaTens

O6mme: HanpaeneHwe: MTwoboe Jeidctere: Janpetwte Mpoto
¥aaneHHbi komnetoTep:  fnd kaxgoro

NokaabHeIA KoMNBrOTER: N9 Kaxg0ro

< | m | 3

l 0K ][ OtreHa ]

XOpOoLMM NPpUMEPOM SBASIETCA CO34aHMe NpaBmaa LOCTyna
B IHTepHeT ana Be6-6pay3epa. B 3ToM c/iydae Heobxoammo
BbIMOMHWUTD CIeAyIoLLMe HACTPOMKM:

°  HaBKNaAke «O6wwme» paspeLimTe UCXoadaLLme CoeanHeHns
no npotokonam TCPMUDP;

°  HaBKNagke «JloKasbHbIA KOMMbIOTEP» YKKUTE MMS NpoLiecca
ans Be6-6paysepa (ons 6paysepa Internet Explorer — iexplore.
exe);

°  Ha BKNaAke «YAaneHHbI KOMMNbOTep» paspeLlunte o6MeH
LaHHbIMYM Yepe3 nopT 80, TONbKO ec/i HeOBXO0AMMO pa3peLlnTb
CTAHAAPTHbIV NOPT A8 NPOCMOTpa BE6-CTpaHuML,

4.2.4.2 MN3meHeHUe npasun

[N§ TOro 4To6bl U3MEHUTL CyLLECTBYIOLLLEe MPaBWI0, HAKMUTE

KHOMKY «M3MeHUTb». BCe OnmncaHHble Bbille napameTpbl (0 KOTOPbIX

pacckasbiBaeTca B rnase «Co3aaHue HOBbIX MPAaBUI») MOTYT 6bITb
N3MEHEHbI.

M3meHeHMe TpebyeTca npu KakAoM M3MEHeHWM NapaMeTpoB 06bekTa
HabnoaeHns. ECnv napaMeTpbl 06bekTa M3MeHUINCh, TO YCI10BUS
NpaBuIa He BbIMOHAKTCA U yKa3aHHOe AeACTBUE He MPOM3BOAUTCS.
B pe3y/nbraTte COeANHEHNE MOXKET 6bITb 3a6/10KMPOBAHO, YTO BbI30BET
npo6nembl B paboTe C MpuioxeHneM. MpUMepoM M3MEHSAOLLNXCS
napamMeTpoB MOXeT 6blTb CETEBOM aApecuIN HOMep nopTa
yOANEHHOro KOMMboTepa.
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4.2.5 HacTpoiika 30H

30HOW Ha3blBaeTCs Habop ceTeBbIX aApecoB, 06beMHEHHbIX

B JIOrMYeckyto rpynny. Kaxkaomy afpecy B rpynne COOTBETCTBYET
npaBKI0, KOTOpOe ONpefeneHo A5 BCen rpynmbl B Les oM. NprumMepom
TaKoW rpynnbl ABASETCS LOBEpeHHas 30Ha. [loBepeHHas 30Ha
COLEePXKMT CeTeBble afjpeca KOMMbIOTEPOB, KOTOPbLIM MO/b30BATE/b
MOMIHOCTBIO AOBEPSET U COeANHEHMS C KOTOPbIMU He 610KMPYOTCS
nepcoHanbHbIM 6paHAMay3poM HU B KOEM cy4ae.

Takue 30Hbl MOryT ObITb CO34aHbI HA BK/TAAKe «30HbI» OKHA
«HacTpomKa 30H 1 NpaBua» C MOMOLLbIO KHOMKM «Co3/aTbY.

B OTKpbIBLLUEMCSI OKHE BBEAUTE MMS 30HbI, ee onvcaHme 1 Cnmcok
CeTeBbIX a[ipecos.

4.2.6 YcTaHOBKA coeuHeHUsA — O6HapyXXeHue
[MepcoHanbHbIN 6paHaMay3p 06Hapy)KMBAET KaXKA0e 13 BHOBb
CO3AaHHbIX CETEBbIX COEANHEHNN. AKTUBHBbIV PEXXMM NEePCOHANbHOI0O
6paHaMayspa (ABTOMATUYECKNI, MHTEPAKTUBHBIN UM HA OCHOBE
NOMUTUKM) ONpeaensaeT, Kakue 4eiCTBUSA AO/KHbI BbINMOAHATLCS

nns HoBoro npasuna. Mpu paboTe B aBTOMATUYECKOM peXXmnme

AN peXKMMe Ha OCHOBE MONNTUKM NepCoHasbHbIN 6paHamay3p
BbINONHAET AenCTBMA 6e3 BMellaTenbCTBa Nob30BaTeNs.

B MHTEpaKTMBHOM peXrMe BbIBOAUTCA MHOOPMALLMOHHOE OKHO
cyBegomaeHnemM 06 yCTaHoBAeHUN coeanHeHns. OHO COAEPXUT
MHbOpMaLM 0 HOBOM CcOeMHeHNI. MNonb30BaTeIb MOXET
paspeLnTb UK 3anpeTuTb (3a610KMpoBaTh) coeamHeHne. Ecim
COeIMHeHS OAHOMO TUMNA BO3HMKAKOT PEryaspHO U UX MPUXoauTCa
paspeLuatb BPY4YHYIO, peKoMeHAyeTCs Co34aThb A8 HUX NPaBuio.
[na 3Toro Bbi6epuTe GyHKLMIO «3anoOMHUTD AeicTBue (co3patb
npaBuo)» 1 COXPaHMUTE HOBOE MPaBU/IO 19 NepCOHaNbHOMO
6paHamayspa. Ecnm nepcoHanbHbi 6paHaMaysp 06Hapy>KUT

Takoe coeguHeHye B byayuiem, OH MPYMEHUT 3TO NPaBUJIO.

ESET Smart Security 4

Bxoaswwia Tpaguik
[JoBepernan 3oHa

}r,ﬂ,EJ'IEHHbIIF‘i KOMNEBHITED M3 ,ﬂ,DEEpEHHDﬁ FOHEI NEITAETCA YCTAHOBWTE CBAZL
C NPpUNOXEHWEM, 33Ny LLIEHHEBIM HA NOKANEHOM KOMNBHITEDE, pESpELIJMTb?

[=%] Bonjour Service
Apple Inc.

Mpunoxenme:
Wcrounmk:

Ypanennwiit komnororep: 101,109,127

Nokaneubld nopr: 5353 (5353)

|:| 3anomHWTE gelcTENE (Co3aaTe Npasnno)

Ol BpemeHHo 3anoMHWTE AefcTENE ANA Npouecca

| Paspewwmts | JanpetnTe

 MokazaTe NapamMeTpel

ByAbTe BHUMATE/IbHbI NPV CO3AAHUM HOBbIX MPaBW/ M paspeLuanTe
TO/IbKO 6€30MacHbIe COeAMHEHUA. ECIM pa3peLunTb BCe COeANHEHIS,
nepcoHanbHbI 6paHaMay3p He CMOXKET 06eCrneynBaTh 3almTy.
Huke nepeymcieHsl Havbosiee BaXkKHble NapaMeTpbl COeAMHEHNI.

* YpaneHHbIn KOoMnbLOTEP: paapeLualhTe coeagnHeHnsd ToONTbKO
CAOBEPEHHBIMU N U3BECTHbIMU afpecaMun.

* JlokanbHoe npuaoxXeHue: He peKoOMeHAyeTCs paspeLlaTtb
coegnHeHnsa C HEM3BECTHbIMU NMPUNOXKEHNAMMK U NpoLeccaMmn.

MopT: coenHeHNs Ha CTaHAAPTHbIX MOpTax
(Hanpumep, Ans NpocMoTpa Be6-cTpaHuL, — nopT HoMep 80)
06bIYHO ABNAOTCSA 6€30NaCHBIMU.
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Wnrepoeiice Hacrpoiikns Cepsuce Cpaska~

COCTOAHNE 3ALLHTEI daiinbl KypHana

O CraHupoBaHHe MK
~ P!

@ oocore
o
# Hacrpoiika

Hypran [Kypran nepconansnoro Gaiepsana ESET -

Bpeus Co6bime Mctoy... | O6vekT | M. | Mpasuaol..  Mpunoxenne | Tl

24.1.2009... OfHapyxkeH .. 10.110.. 85.216.. IC
24.1.2009... OBHapykeH .. 10.110.. 85.216... IC
24.1.2009... OBHapykeH .. 10.110.. 85216.. IC.
24.1.2009... OBmapyxen .. 10.1.10.. 85216.. IC.

ﬁ ChyxeGHele NPOrpaMMel
Daiinel xypHancs
Kaparmins
MnarnpoewmK

Syslnspector

0 Cnpaeka W NoAAEP:KKa

[ owaerp.. |

1 Omipoims 8 HoBOM OKHE

B PACLIMDEHHEIR PEXUM  V3HEHNTS..

T
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AApecHzA KHAra NONbI0BATENA:
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PaCLUMPEHHER HECTROIiK S3LUHTEI OT HEXENATEBHBIE COOBLLIEHH...
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e

310HaMepeHHble NPOrpaMMbl A1 PA3MHOXEHMS HACTO UCMONb3YIOT
COeANHEeHNS C IHTepHETOM UM CKPbITbie COeIMHEH WS, Yepe3
KOTOpPble MPOUCXOAMUT 3apaXkeHne APYrnx KOMMbOTepPOB. ECn
npasuia HACTPOEHbI HaA/1eXxalL M 06pa3om, NepCcoHabHbIN
6paHamMayap aBngeTca 3GGeKTUBHbIM CPeACTBOM MPOTUBOAENACTBUS
MHOYECTBEHHbIM 3/I0HAMEPEHHbIM aTakam.

4.2.7 BepeHune xXypHana

MepcoHanbHbIN 6paHamay3p cucteMbl ESET Smart Security
COXpaHAeT JaHHble 0 BaXKHbIX COBbITUAX B dansie xypHana, KOTopbI
MOXXHO OTKPbITb 13 FIaBHOIO MeHIO NporpaMmsl. Mepenaute

K pasgeny «CnyxebHble NporpaMmmbi» > «®aisibl XXypHana», 3atem
B MeH!0 «XKypHan» BbibepuTe NyHKT «XKypHan NepcoHanbHOro
6paHamMayspa Eset».

®anbl XKypHaANOB ABASIOTCS HE3aMEHUMbIM MHCTPYMEHTOM,
KOTOPbIN MOMOraeT 06Hapy>K1MBaTb OLIMOKM U NPOTUBOAENCTBOBATD
3apakeHnto. XXypHaJsibl mepcoHanbHoro 6panamayspa ESET cogepxar
cnepyroLyo MHGopMaLnio:

°  [aTtau Bpemsa cobbITus;

°  1MS CobbITUS,

°  CeTeBble agpeca UCTOYHMKA M 06bEKTa;

°  CeTeBOM NPOTOKO/ Nepefayn AaHHbIX;

°  MpUMeHeHHOe NPaBuUIo UK UMA YepBs (eCv 06HAPYXKEHO);
°  334eMCTBOBAHHOE MPUIOXKEHNE.

TwaTenbHbI aHaNM3 VIHq)OpMaLI,l/ll/l 3Ha4YUTeNbHO obneryaet npouecc
onTUMM3ALNM CUCTEMHOM Be30nacHOCTU. MHormne CbaI(TOpr
ABNAKTCA MHAMKATOPAMM NOTEHUMAIbHbLIX YIPO3 1 NO3BOIAOT
Nnosib30BaTesito CBeCTU UX BIAHME K MUHUMYMY . CTULLIKOM HYacCTble
coeANHEHNA OT HEU3BECTHbBIX KOMMbIOTEPOB, MHOXKECTBEHHbIE
NOMbITKM YCTAHOBUTbL coeanHeHne, ceTeBasd akTUBHOCTb HEM3BECTHbIX
I'IleﬂO)KEHl/Il;I NN Ncnonb3oBaHmMe HeM3BeCTHbIX HOMepPOB NOPTOB.

4.3 3awwmTa oT HexkenaTe/SbHOM NoYTbl

Bonbluon Npob1emMon COBPEMEHHbIX TENTEKOMMYHMUKALLMOHHbIX
TEXHOMIOTUIN ABNAETCA Npobiema HexenaTe/lbHbIX COOBLLEHUI
371eKTPOHHOM NOYThI. VX f0/19 B 06LeM 06beMe nepeaaBaeMbIx
CoobLLEeHN cocTaBnseT okono 80 NpoueHTOB. Moay/b 3almTbl OT
HexkenaTesIbHOW MOYTbl OrpaXkAaeT OT 3TOM Npobaemsl. Micnonbays
HeCKoNbKko BeCbMa 3P HEKTUBHbIX MPUHLMMIOB, MOAY/1b 3aLLMThI

OT HeXenaTenbHOM NOYTbl MPEBOCXOAHO COPTUPYET BXOASLLNE
CcOoObLLLeHNS.

OAHMM 13 BXKHENLLIMUX MPUHLMMOB 0BHAPYXKEHUA HeXxenaTebHOM
MoYTbl ABNISETCS PACMO3HABAHME HA OCHOBE NpeABapUTebHO
onpeneneHHbIX CNMCKOB A0BEPEHHbIX (¢6ebln» CMNCOK)

1 HeXKenaTe bHbIX («4epHbIA» CNMCoK) aapecos. Bee agpeca,
HanAeHHble B aAPeCHOM KHMIe MOYTOBOMO K/IMEHTa, aBTOMATUYeCKN
nonagatoT B «6enblin» CUCOK; TyAa XKe OTHOCATCS apeca,
roMeyeHHble Nojib3oBaTenem Kak 6e3omnacHsble.

MepBUYHBIM MPUHLMMTOM 06HAPYXKEHWSA HEXKeNaTeIbHOM MoYThl
AB/IAETCA CKAHMPOBAHWE CBOMCTB CO06LLEeHNS. MPUHATLIE COOBLLEHMS
CKAHMPYIOTCA HA OCHOBHbIE KPUTEPMM OT60PA HEXKeNaTeIbHOM MoYThI
(onpepeneHuna coobleHms, CTaTUCTUYECKME IBPUCTUKI, ATOPUTMbI
pacno3HaBaHWA v Apyrve yHUKaIbHbIe MeTOAbI). Pe3yibTaToM paboThi
3TUX METOA0B ABAETCA UHAEKC, MO KOTOPOMY MOXHO C BbICOKOW
CTEeneHblo JOCTOBEPHOCTY OMNPeAeNunTb, ABAETCA M COOBLLIEHNE
HeXXenateNbHbIM.

Kpome TOro, ncnonb3yetcs 6anecoBcknin puabtp. Knaccuouumpys
COObLLeHNS KaK cnam 1 He cnam, Nosib3osaTesib opMupyeT

6a3y faHHbIX CN10B, KOTOpas MCMO/b3yeTCs A5 pPacno3HaBaHWs
COOTBETCTBYIOLLEN KAaTEropmm coobLLeHnin. Yem 6onblue 6asa
[aHHbIX, TEM TOYHEee pe3ynbTaThl.

KoM6u1HaumMs ABYX BbILLEM3TOKEHHbIX METO0B 06ecrneymBaeT
XOpOLLUWe pe3yibTaTbl 06HAPYXKEH WA HeXXenaTeIbHOM MOYTbI.

ESET Smart Security noaaep>XxvBaeT 3aLLUTy OT HexenaTebHON
no4Tbl Ana nporpamm Microsoft Outlook, Outlook Express,
Windows Mail, Windows Live Mail u Mozilla Thunderbird.

431 CamoobyyeHre MOoAY/S 3aLMTbl OT HEXXeNlaTesIbHOWM NoYTbl
DYHKLMA CaMO0bydeHNs MOAYNS 3aLLMTbI OT HeXKenaTe/IbHON

no4yTbl paboTaeT Ha 6ase ynoMsHyTOro paHee 6aecoBCkOro

dunnbTpa. BaXXHOCTb OTAE/NbHBIX CI0B HA MPOTAXKEHWM npoLecca
06yyeHnsa KnaccuduKaLnmm oTaeNbHbIX COOBLLEHNI 3MEHSAETCS.
COOTBETCTBEHHO, 4eM 6onblie co0bLLEeHMI KnaccnbuumpyeTcs

BPYUHYIO (0TO6paHO B BUAE HeXeNaTelbHOM NoYyThl), TeM 6o/ee
TOYHble pe3ynbTaThl 06ecneynBaeT 3TOT MeTOA,.

[lo6aBbTe M3BECTHbIE aipeca B «6enbin» CNNCOK, YTOObI UCKOYNUTD
COODBLLEHNSA C 3TUX aAPEeCOoB M3 Npouecca GUALTPaLUN.

4.3.11 [o6aBneHue aapecoB B «6e/blA» CMUCOK

AApeca 31eKTPOHHOW NOYTbI, NpUHaAJeXaLune AnMuam, C KOTopbiMu
nonb30BaTe/b H4ACTO O6LLAETCS, MOTYT 6bITb 3aHECEHbI B CMUCOK
«Be30MnacHbIX» aapecoB — «Henbln» CNMCOK. DTa Mepa NpeaoTBpallaeTt
nonagaHuve CoobLLEeHN OT aApecaToB «6enoro» CNMcKka B KAaTeropmio
HexxenatenbHbIX. N Toro 4Tobbl 406aBUTL aApec B «6enbli» CNmncok,

B KOHTEKCTHOM MEHI0 COOTBETCTBYIOLLErO COObLLEHNS B pa3aene

ESET Smart Security BbibepunTe NyHKT «J,06aBUTb B «6e/bIi» CUCOK»
WK BbibepUTE 3neMeHT «[loBepeHHble aapecar Ha NaHenn MHCTPYMEHTOB
MOAYNS 3aLUTbI OT HeXkenaTenbHoM noyTel ESET Smart Security,
pacrnosoXKeHHOM B BEPXHEN 4acTh OKHA MOYTOBOM MPOrpaMmbl. STOT
NpoLEecc MOXeT MPUMEHSTLCS U K aapecam HexxenatenbHOM NoYThl.
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Ecnun agpec 31eKTPOHHOW NOYTbl COAEPXKNTCS B «4€PHOM» CMIUCKE,
KaXK[0e coobLLeHVe 3NeKTPOHHOM NOYTbl OT 3TOro agpeca byaet
KNaccMPULUMPOBAHO Kak HexxenaTenbHoe.

4.31.2 Knaccudukaumsa coobweHnii kak cnama

Jlto6oe cooblleHre, NpocMaTpyBaemMoe B MOYTOBOM K/MEHTE, MOXET
ObITb OTHECEHO K KAaTeropmmn HexxenaTtesnbHbIX. 115 3T0ro Heob6xoanMMo
MNCM0/Ib30BaTh KOMAHAY KOHTEKCTHOrO MeHH0 (OTKpbIBaETCA

LLLeNYKOM MPaBoM KAasuLLM Mbilin) ESET Smart Security >
«KnaccudpuumpoBaTb BbiGpaHHble COO6LLEHUS KaK Cram»

WAW BbIGPATb 371eMeHT «Crnam» Ha NaHenn MHCTPYMEHTOB MOAYNA
3alWMThl OT HeXkenaTenbHoM NoyTbl ESET Smart Security B No4TOBOM
K/INEHTE.

Open
= | Print
| Beply
i Rephyto Al
Follows Up »
] Mark as Unread
Categories...
Find Al 2
Junk E-mail 3
| ESET Smart Security » | 9 KnaccuduuMposaTe BBIBpaHHbE CODRALLEHMA KK CRan
X | Delete E KnaccudumpoBaTte BEIG paHHble cooBLyeHna kak HE cnam
3| Move to Folder... |E AofaEnTe B "HepHBIR" cnMcok |
]| Options... B9 Jobasuts 8 "Bensii” cnncok
MoBTOPHO CKaHMPoBaTE CODBLLEHKA

Mpu knaccndumkaumm coobLeHe aBTOMATUYECKM NMOMeLLaeTCs

B Nanky HeXxenaTesIbHOW NOYThI, HO aApec OTNpaBuTens

He NOMELLLAETCS B «4epHbI» CNUCOK. Mof06HbIM 06pa3oM BbINOAHAETCS
KnaccnpurKaLms coobLLLeHMI Kak None3HbIX. ECM COOBLLLEHMS U3 Nanku
He)XxenaTesibHOM NoYTbl KNACCUPULNPYHOTCS KAK MONE3HbIE, OHU
nepeMeLLatoTCsa B UCXOAHY0 nanky. Mpu 3ToM agpec oTnpaBuTens He
NMOMELLIAeTCA aBTOMATUYECKM B «Besbln» CrINCOK.

4.4 OG6HOBNEHMe NporpaMmmbi

PerynspHble 06HOBNEHWSA CUCTEMbI SBNSIOTCS OCHOBOM AN
obecneyeHmss MaKCMMaNbHO BO3MOXKHOIO YPOBHS 6€30NacHOCTU,
KOTOPbIV NpefoCcTaBaAseTcs nporpammon ESET Smart Security.
Moaynbo6HOBAEHNS NpeAHa3HavYeH AN NoNAyYeHNs perynsapHbIX
06HOBNEHNI NpOrpaMmbl. Mpr 3TOM 06HOBAAOTCA Kak 6a3bl AAHHbIX
CUTHATYp BUPYCOB, TaK 1 KOMMOHEHTbI CUCTEMBbI.

[N nonyyYeHns cBeeHnI 0 TeKyLLLEeM COCTOSSHUM OBHOBNEHMS,

B TOM YMC/1e O TeKyLer Bepcmm 6asbl AHHbIX CUTHATYP BUPYCOB

1 0 HEOBXOAMMOCTM BbIMONHUTL OBHOB/IEHWE, BbibepUTE MYHKT
«O6HOBNIeHME». MOXHO TakKe 3anyCcTUTb NpoL.ecc 06HOBAEHMS
HemMeaNeHHO C MOMOLLbIO GYHKLMM «O6HOBUTbL 6a3y AaHHbIX
curHartyp supycos». Kpome Toro, TaM pacrnosioXKeHbl OCHOBHble
napameTpbl 06HOBAEHWS, HANPUMEP UMS MONb30BaATENS U NAPOSb
[AN9 0CTyNa K cepepam 06HOBAEHWUI KOMNaHum ESET.

MNHbOpMaLIMOHHAsA YacTb COAEPXKMT TakKMe NonesHble AaHHble, Kak
[laTa v BpemMs nocaeaHero yaAaqyHoro 06HOBMEHNS U KOMYECTBO
BMPYCOB, MHOOPMALMSA O KOTOPbIX COAEPXKMTCA B 6a3e AaHHbIX
CUrHATYp. YMCNOBOWM MHAMKATOP ABNAETCS aKTUBHOW CCbITKOM Ha
CMNCOK BCEX CUTHATYP, A06aBIEHHbIX B 6a3y B TeKyLLEM OBHOBNEHWM,
KOTOPbI PacnosioxeH Ha Be6-canTe komnaHum ESET.

15 TOro 4To6bI NONYYUTH LOCTYN K GOPME perncTpaLmm HoBon

NILEeH31M B KOMNaHWm ESET 1 nony4mTh AaHHble ayTeHTUDMKALNYM MO
3N1EeKTPOHHOW NOYTE, BOCMOb3YMTECh CChITIKON «3aperucTpupoBaTh».
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»  O6HOBMTL Basy AaHHLIX CATHATYP BURYCoB (1)
VeTaHosKa 06HOBNEHHA HE TPEByeTCs — Ba3a AaHHbIX ye 0BHOBAEHa.

@ Hacrpoiika uenn nonssosatens n napons.. (&

Mocnearee yenewroe obHoenenne:  24.1. 2003 16:25:53
ﬁ ChyxeGHele NPOrpaMME!

> R—

Bepcun Gaser asHHst: crHaTyp snpy<os: 3796 (20080124)

TS

Bug: paciumpenHbii pexim  VsueriTs..

MPUMEYAHUE. ima nonb3oBaTtens 1 naposb npeocTaBnatoTcs
KoMMaHuen ESET nocae npuobpeTeHms NporpamMmbl

ESET Smart Security.

4.4 HacTpoiika 06HOBeHUM

Pasgen napameTpoB 06HOBIEHNS COAEPXUT MHPOPpMaLMIO 06
NCTOYHMKAX OBHOBIEHWI, TaKyto KaKk afpeca ceppepoB 06HOBAEHUI
W [aHHble ayTeHTUdUKaLmmn aas 3Tux cepepos. M0 yMonyaHuto
none «Cepep 06HOBIEHUIA» COAEPXKUT 3HaYeHMe «BbiGupaThb
aBTOMAaTUYeCKn». DTO 03HAYaEeT, HTO BCe Pali/ibl OGHOBNEHWNN

6yayT aBTOMAaTUYeCKM 3arpy>kaTbCs C cepBepa KoMnaHmm ESET

B MOMEHTbI HaWMeHbLUen 3arpy3ku ceTu. MapameTpbl 06HOBEHM
LLOCTYMHbI B iepeBe «[JononHuTeNbHble HacTpoiku» (F5), B pasgene
«O6HOB/IEHNEY.

o )

ESET Smart Security

Hacrpoiika

SEILHTS OT BHRYCOB H WNHOHCKMK nporpay | BoiBpanHeld npodins:

MepeoHancHoi dariepeon Mof podine

- Moy 3aWHTEl 0T cnama
e

o) )

OBHOBHTE HaCTPOFH BEIBPAHHOND NPOIAR
Cepoep oBHoBnsH:

CrysefiHeie nporpams
[Beibrpars apTomaT/eckH

- ViTepdeiic
- PasHoe:

-] [ [rE— ]

U nonksosaTena; Napons:

updvd esesenee

HacTpofia, .

[T He oToBpaXaTs yeeaoHnEHHS of yCMBWHON OBHOERBHHH

AONoAHHT Rk HaE HRCTRAVikH GHaEREHIA:

OMACTHT K3l 0BHOBNEHMI:

[ [ ][ OTMena ][I‘Iuvmunuannm

Cnm1coK CyLLLecTBYIOLLUX CepBepoB 06HOBIEHUI [OCTYMNeH

B packpblBatoLLEMCA MeHIO «CepBep 06HOBIE@HUIAY. [115 TOFO YTO6bI
[06aBUTb HOBbIN cepBep 0BHOBNEHWI, B pa3aene «O6HOBUTb
HACTPOIKU BbIBPAHHOr0 NpOodUAA» HKMUTE «M3MEHUTDbY, 3 3aTeM
HaXXMUTe KHOMKY «/l06aBUTbY.

AyTeHTUOMKaLMSA HA cepBepax 06HOBNEHMIA OCYLLeCTBASeTCS

C MOMOLLbI0O UMEHM NoJIb30BaTess 1 Napons, KOTopble GOPMUPYHOTCS
ABTOMATUYeCKM 1 OTMPaB/IAOTCS NOJIb30BATESIO MPU NMPUOBPETEHUN
JIMLEH3MM Ha UCMOb30BaHMe NporpamMmbl.



4.41.1 Mpodunm o6HOBNEHUM

[nsa pa3nnyHbix HA6OPOB NapaMeTpoB 06HOBIEHMS MOXKHO
€o34aBaTtb N0b30BaTeNbCckme Npoduan, KOTopble byayT
MNCMOoMb30BaTHLCA AN 3a4aHHOM 3a4a4mn 06HoBNeHWs. Co3aaHne
pasNnyHbIX Npodurner o0cobeHHO HeobxoAMMO /15 NOSIb30BaTeEN
NMOPTaTUBHbIX KOMMbIOTEPOB, TaK KaK B 3TOM C/ly4ae napameTpbl
noaKntoYeHmsa K MHTepHeTy NOCTOSAHHO M3MeHATCs. C MOMOLLbO
HACTPOMKM 334241 06GHOBIEHMS NMO/Ib30BATE b MOPTATUBHOIO
KOMMbIOTEPA MOXET yKa3aTb afIbTEPHATUBHbIN NpodUIb 06HOBNEHMS,
KOTOPbIN NCMO/b3YyeTCs, /I He YAANOCh BbIMOMHUTL O6HOBNEHWE
C OCHOBHbIM, YKa3aHHbIM B paszene «Mown npodpunb.

B packpbiBatoLLemMcs MeHto «Bbi6paHHbI Npodusib» oTobpaxkaeTcs
TeKyLW1I BbIBpaHHbIM Npodub. M0 yMOoI4aHUIo 0TobpaXkaeTcs
nNpodub, yKasaHHbI B none «Moi npodunb?. [111 CO34aHNSA HOBOTO
npopuas HaKMUTE KHoMKy «Mpoduan», 3ateM KHOMKy «[1,06aBUTb»
1 BBEANTe BbibpaHHoe «MMs npoduns». MNMpu co3paHnm npoduis
MO>XXHO CKOMMPOBATb NapameTpbl 13 yXke CyLLLeCTBYIOLLEero npodus

C MOMOLLbIO KOMaHZbl MeHIo «KonnpoBaTb HaCTPOKK Npopuas».

Mpoduam kongurypauym [ |z
BiifpanHaii npodins:
[y profile -
Creok npodinsi
A npodmaa Lo6aBnTs. ..
My profile e

B mapameTpax npodunas MOXHO yKasaTb cepBep 06HOBNEHWN,

C KOTOPOro NporpamMmma byaeT 3arpy»artb 06HOBAeHNS. [JocTyneH
BbI6OP NIO6Oro cepBepa M3 CNMCKa UAN HACTPOMKA HOBOTO.

CnnCoK CyLecTBYIOLLMX CepBepoB 0BHOBNEHWI [OCTYMNEH

B packpblBatoLWwemMcs MeHto «CepBep 06HOBEHUI». 1715 TOro
4TO6bl L06ABUTH HOBbIN CepBep, B pazaene «O6HOBUTb HACTPONKU
BbIGPaHHOro NpopuUAA» HAKMUTEKHOMKY «M3MEHUTBY, a 3aTeM
HXKMUTE KHOMKY «/106aBUTbY.

4.41.2 [lononHuTeNnbHble HACTPOMKN 06HOBNEHUS

[ng NpocMoTpa AOMNOIHUTENbHbIX HACTPOEK 06HOBAEHUS HAXKMUTE
KHOMKY «HacTporku». 1onofHUTEIbHbIE HACTPOMKIN O6HOBNEHMIA
BK/1IOHAIOT B Ce651 mapameTpbl pexXuma o6HoBAeHUs, Npokcu HTTP,
NoAK/II0YEHMS K JIOKaNbHOM CeTU 1 cepBepa 3epKa/IMpoBaHMS.
4.41.21 Pexum o6HOBNEHUSA

Brnazka «PexxMm 06HOBJIEHUA» COAEPXKUT NapaMeTpbl 06HOBNEHWNS
nporpamMmbl.

B pasgene «O6HOB/IEHWE KOMIMOHEHTOB NPOrpPaMMbI» JOCTYMHbI
TPV BapuaHTa:

*  «HuKorga He O6HOB/IAATb KOMMOHEHTbI MPOrpaMMblI»;
* «Bcerpa 06HOBASATb KOMMOHEHTbI MPOrpaMMbi»;
©  «3anpocuTb NOATBepXAEeHUE Nnepep, 3arpy3Koil KOMMOHEHTOBY.

Ecnv BbibpaH BapmaHT «HMKorpa He 06HOBISATb KOMMOHEHTbI
nporpamMmbi», TOo Npu BbiNycke koMnaHmen ESET o6HOBNEeHWI
KOMMOHEHTOB OHW He ByayT 3arpy>arbcs. B pesynstare HM OAMH

13 KOMMOHEHTOB NPOrpamMMbl Ha KOMMbIOTEPE MOoJib30BaTe s
06HOBNATLCA He byaeT. Eciv BbI6paH BapnaHT «Bcerga o6HOBAATD
KOMMOHEHTbI MPOrpamMMbi», TO MPOrpaMma 06HOBASETCS BCErAa Npu
MOSAB/IEHNM HOBbIX LLOCTYMHbIX 06HOBNEHWI Ha cepBepax ESET. Mpwu
3TOM KOMMOHEHTbI NporpamMmbl 6yayT 0BHOB/EHbI Cpasy xe nocne
3arpysKku.

Ecnv BbIGpaH BapmaHT «3anpocuTb NOATBEPXAEHME Nepes,
3arpy3kow KOMMOHEHTOB», TO NpOrpaMma 3anpalivsaeTt

y NONb30BaTens NoATBEepXAEHMe 3arpy3km 06HOBAEHWI
NMpOrpamMMHbIX KOMMOHEHTOB MPpW UX MOSBIEHNU HA CepBepax
KOMMaHWK. B 3TOM C/ly4ae oTKpbIBAeTCS AMaN0roBoe OKHO,
copepxatiee MHOOPMALLMIO O HOBbIX 0BHOBEHMAX. B 3TOM OKHe
MOXXHO MOATBEPANTb OOHOBMEHME UM 0TKA3aTbCA OT Hero. Ecnu
nonb3oBaTe/b paspeLlaeT 0bHOBAEHME, HAYMHAETCS NpoLecc
3arpy3km 1 06HOB/IEHNSA NMPOrPaMMHbIX KOMMOHEHTOB.

0 yMON4YaHMIo BbIGpaH BApMAaHT «3anpocuTb NoaTBEpXAeH e
nepep, 3arpy3koi KOMMNOHEHTOBY.

(-7 [l

JonoAHUTENEHEIE HACTROAKK

‘&3l DOHOENEHMA | Mpokcki HTTR | NokaneHan ceTe

OBHOENEHHE KOMIOHEHTOE MPOrpattE]
() Hukoraa He o6HOBAATE KOMIOHEHTEI NPOrPamMMe]

ECEF,CL& OBHOENATE KOMIOHEHTE! Mporpareael

3anpocure NoATEEp#AEHHE NEPS], 3arpyYsKoA KOMIOHEHTOE

rleDBSal'l'_-lCTMTb MOCE DEHOENEHUA KOMIDHEHT OB Nparpareae!

() Hykoraa He NepesanyckaTs KomMnsoTep

O penno#HTE NEPESANYCE. KOMIBIOTERA, ECAM HEOGXOHMD

() Ecim HeofxoauMo, NEPESaNYCTHTE KOMIETED B85 YEE0MNEHHA

Pastep daina oSHOENEHMA
[] 3anpawmeaTs noATEEPKAEHWE NEPEL SarPYSKOH DEHOBAEHUA

JanpaMEsTE NOLTEEPHAEHHE, BCIM PaSMED OGHOBNSHWA
NPEBEILEET

—

TecToBRE pestMt

[T] BrAKMTE TECTORRIN pEskiAr

[ Ok ][ OrieHa ]

Mocne ycTaHOBKM 06HOBEHWS MPOrPaMMHbIX KOMMOHEHTOB
HeobxoAMMa nepesarpyska CUCTeMbI, HTOBbI U3MEHEHWS BCTYMUAN
B CM/IY U BCE MOAYMN 3apaboTanu Jo/mKHbIM 06pa3omM. B pasaene
«Mepe3anycTuTb Noc/ie 06HOBJIEHUSA KOMMOHEHTOB MPOrpaMMbl»
MOXXHO BbI6paTh OWH 13 TPEX BAPUAHTOB!

° «HukKorpa He nepesanyckaTb KOMMbIOTEP?;
° «lpeanoXuTb Nepes3anyck KOMMNbOTepa, ecin Heo6xoAUMON”;

»  «Ecnu Heo6xoaMMo, nepesanycTuTb KoMnbloTep 6e3
yBeAOM/IEHUSY.

Mo yMmon4aHwuto BbibpaH BapnaHT «lMpeasioXuTb nepesanyck
KOMMbloTepa, ec/in Heob6xoaumo». Boibop Hanboee npremaembix
napameTpoB A4J151 06HOBNEHWNIN MPOrpaMMHbIX KOMMNOHEHTOB Ha
BK/I1aJKe «PeX1M 06HOBIEHUA» 3aBUCUT OT MHOTUX PaKTOPOB

1 YCIOBUIA IKCMyaTaLMm KOMMbloTepa. Heo6xoAMMO MOMHUTL O TOM,
4TO CyLLeCTBYET pasHMLA Mexay pabo4mmMu CTaHUUSAMU U CepBEPaMU.
Hanpumep, nepesarpyska cepsepa B aBTOMaTU4eCKOM pexxume nocne
06HOB/IEHMA NPOrpaMMbl MOXKET NMPUBECTU K Cepbe3HbIM Npobaemam.

4.41.2.2 TlpoKcu-cepsep

[ns nonyveHns JocTyna K napameTpam NpoKkcu-cepsepa 41
BbI6paHHOro Npopung 06HOBEHNS BbINOHUTE CeaytoLLme
0encTBuA: BbibepuTe NyHKT «O6HOBNIEHME? B IepeEBe
«[JononHuTeNbHble HAaCTponkn» (F5), a 3aTeM HKMUTE KHOMKY
«HacTpoMKM» CNpaga OT 31eMeHTa «[LoNoNHUTE/IbHbIe HACTPOMKMU
o6HoBNeHua». Ha Bknaake «Mpokcu HTTP» MOXXHO BbI6paTb 04MH
13 Tpex BapnaHTOB:

+ «Mcnonb3osaTb 06LWMeE NAapaMeTpbl MPOKCU-cepBepa;
+ «He Mcnonb30BaTb NPOKCU-CEPBEP;

» «CoepuHeHue Yyepes Npokcu-cepeep» (YKasblBatoTCA NapameTpbl
NOAK/tOUEHNS).
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Ecnu Bbi6paH BapnaHT «Mcnonb3oBaTb o6Lyme napamMeTpbl NPOKCU-
cepBepa», MPUMEHSAOTCA NapaMeTpbl MPOKCU-CEPBEPA, YKa3aHHbIe

B [lepeBe pacluMpeHHbIX NapaMeTpoB B BeTKe «PasHoe» > «[poKcu-
cepsep».

7| E

A0NoAHKMTENEHEIE HACTPORKK

Pestiira ofHosnerua | Mpoke HTTP | okansnas cets

M cnonEs0eaTE obWME NEpaMETPE NPOKCH-CEpEEpE

() He Wenone=0EaTe Npok cH-CEpESp

() CoeauHeH1e Yepes NpoKCH-CepEep
Npokcu-cepesp: Mopr:

| | |3128 |

Napone:

HMH NOAES0ESTENA:

l Ok I[ OTreHa ]

BbibepuTe BapmaHT «He ncnonb3oBaTb NpoOKCU-cepBep?, YTOObI
SIBHO YKa3aTb Ha TO, YTO NPOKCU-CepBep Npu 06HOBAEHUN NPOrpaMMbl
ESET Smart Security He ncnonb3syeTcs.

BapunaHT «CoeauHeHMe Yepes NpoKCU-cepBep» CieflyeTBbIbnpaTthb
B TOM C/ly4ae, eciv Ans 06HoBNeHNs cuctembl ESET Smart Security
HY>XHO MCMOMb30BaTh MPOKCU-CepBep, NapamMeTpbl KOTOPOro
OT/INYAOTCS OT YKa3aHHbIX B 06LLMX NapamMeTpax nporpamMmbl
(«Pa3Hoe» > «[pokcu-cepBep»). ECN BbIGPAH 3TOT BapMaHT,
yKaXKuTe cnefylolive napameTpbl: aapec Npokcu-cepsepa, nopt
obMmeHa JaHHbIMK, A Talkke UMS NoJIb30BaTess 1 Naponb A8
aBTopm3aumm (Npy HEOBXOAMMOCTH).

DTOT BapUaHT MCMOb3yeTCs TakKe B Ciy4ae, ecsiv B 06Lwmx
napameTpax NpoKCn-cepsep He yKasaH, HO MOAY/1b 0BHOBNEHNS
cucteMbl ESET Smart Security nogkntodaeTtcs K IHTepHeTy Yepes
NpoKcu-cepsep.

M0 yMONYaHWIO YCTaHOB/IEH BapuaHT «Mcnosib3oBaTtb oblmne
napameTpbl NPOKCU-cepBepay.

4.41.2.3 Tlopkato4eHUe K 10KaJIbHOW ceTu

Mpvt 06HOBNEHMN C CepBepa I0OKAbHOW CeTU CPeACTBAMM ONepaLMOHHOM
CMCTeMbl Ha ocHose NT no ymondaHuto TpebyeTcs ayTeHTUdumKaumsa
BCEX CETEBbIX COEANHEHMI. Yalle BCero npae /IOKaAbHOM CUCTEMHOM
y4YeTHOW 3anncK HefoCTaTOYHO AN AOCTyNa K narnke Ha cepsepe,

B KOTOPOW XpaHATCA ¢pansibl 06HOBEHNI. B 3TOM Cly4ae BBeAuTe
MM$ MONb30BaTeNs M NapOo/b B pasfesie NnapaMeTpoB 06HOBAEHNS

VIV YKOKUTE YoKe CYLLLeCTBYIOLLYIO YYEeTHYIO 3anunchb, KoTopas
MO3BOJIUT MPOrpaMme NosyYnTb LOCTYN K OBHOBNEHUAM.

[na TOro 4To6bl HACTPOUTD TaKYHO YHETHYIO 3aNKnCh, NepenaunTe
Ha BKnagKky «JlokasnbHasa ceTb». Pasgen «foaknaoveHune

K JIOKaJIbHOW CeTU» COEPXKMT NapameTpbl «YyeTHasa 3anuchb
cuctembl (Mo yMon4vaHuio)», «TeKyLMii Nosib3oBaTesb»

1 «YKa3aHHbIN MoJib3oBaTesib».
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nDﬂK.ﬂIO‘-lEHHE E. N0KENEHDE CETH

HuyeTHaA sanuch CMCTERE (N0 YronYaHW

() Tekywwmil Nonb30BaTENE
() YrasaHHbIi NoNbS0EATEND

Hra nonesoearena: Napaone:

QTK.FIIO‘-MTbCﬂ 0T CEPEEPA NOCNE S3EEPWEHMA OOHOBNEHMA

l s I [ OTreHa

Bb|6ep|/|Te BapuvaHT «YyeTHas 3anucb CUCTEMbI?, 4TObbI
MCNoNb30BaThb ANA a\/TeHTl/Iq)I/IKaLI,I/IVI YYEeTHY0 3annCb CUCTEMBI.
Ecnv gaHHble ayTEHTVIq)I/IKaLI,VIM B [/TaBHOM pasjesie napamMeTpoB
0BHOBNIEHUN He yKa3aHbl, Kak npaBumio, npoLecca ayTEHTM¢MI(auMM
He NponcxoaunT.

[na Toro 4To6b6I MpOrpamMma UCnosb3oBasa AaHHble
ayTeHTUdMKALMM TEKYLLLEro No/b30BaTeNs, BbiGepuTe MyHKT
«TeKyLunii nonb3oBaTesnb». He0CTaToK 3TOro MeToAa COCTOUT
B TOM, 4TO MPOrpaMma He MOXET NMOAKOUYUTLCS K CEpBEpY, eC/N
B TEKYLLMA MOMEHT M0/1b30BaTe/1ei Ha KOMMbIOTEPE HeT.

Bbl6epuTe NyHKT «YKa3aHHbI/ NOb30BaTe/b», eC/IN HYXKHO yKas3aTb
VYETHYI0 3aM1Cb NOIb30BaTeN S A5 ayTeHTUdMKALNN.

[10 ymMOn4yaHmto 3Ha4eHeM napameTpa nogKkKIto4YeHUs K NloKanbHOM
ceTu siBNgeTCs «YyeTHas 3anmcb CUCTEMbI?.

MpedynpexxdeHue.

Ecnu BbibpaH BapmMaHT «TeKyLW Ui Nonb3oBaTesib» UK «YKa3aHHbIN
nosib3oBaTesnb?, MOXET NPOMU30ONTIN OLLIMBKA MPU U3MEHEHUW YHETHOWN
3anucuy nporpamMmel. NMo3TOMy Ha IMaBHOW CTPaHWULLE NapamMeTpoB
0BHOBNIEHMS PEKOMEHAYETCA YKa3blBaTb AaHHbIe ayTeHTUGUKALNM
nonb3oBaTens N0KaNbHOW ceTu. B 3TOM pasgene napameTpos
0BHOBMIEHNI YKXKNTE AaHHbIe ayTEHTUOUKALUN CIeLYIOLLUM
o6paszom: gomeH\Mmsa_nonb3osatend (a ana paboyer rpynmbi:
paboyas_rpynna\umsa_nonb3oBaTtens) v naposb. Mpu 06HOBAEHUN
no npotokony HTTP c cepeepa 10KanbHOW CeTU ayTeHTudunKaumm

He TpebyeTcs.

4.41.2.4 Co3paHue 3epKasiia o6HOBNEHUN

Mporpamma ESET Smart Security Business Edition no3sonser
nosb30BaTeNto co3aaBartb konuu GannoB 06HOBMEHMS, KOTOpbIe
MOTYT NCMO/Ib30BaTLCS ANF O6HOBNAEHUI APYTUX paboY4MX CTaHL M
B ceTn. OBHOBNEHWE PaboYmx CTAHLMI C 3epKana ONTUMU3NpyeT
TpaduK BO BHYTPEHHEN CETUN U COKPALLAET Harpy3Ky Ha BHELUHWI
KaHan B VMIHTepHeT.

MapameTpsbl 3epKasia B IOKa/IbHOM CETU AOCTYMHbI B pa3fene
«/[loMosIHUTENbHbIE HACTPOMKY 06HOBIEHUAY (eC/TM yKa3aH
NPaBUAbHbIN TNLEH3NOHHBIA KKOY B MEHeOXKepe NNLEH3MIA, KOTOPbIN
pacnosioXeH B paszene 4ONOIHUTENbHbBIX HACTPOeK NPOrpamMMbl

ESET Smart Security Business Edition). lnsa ocTyna K 3ToMy pasgeny
HaXXMUTe Knasmwy F5 1 LWenkHuTe 3nemeHT «O6HOBNEHMEY B JepeBe
pacLUMpeHHbIX MapaMeTpoB. 3aTeM HKMUTE KHOMKY «HacTpomiKm»
PAAOM C 3/1eMEHTOM «[LONOSIHUTE/IbHblE HACTPOMKN O6HOB/IEHUS»

1 BbIGepUTe BKNAAKY «3epKanoy.
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[V]iCozaars seprant ofHOENEHWS

JocTyn k dalinam obHoENEHKA

MNepenagare Pafine 0GHOENEHKA C NOMOLLEKD
EHYTpEHHErD cepeepa HT TR
Manka anA dainoe seprana:

C:\ProgramD atz\ESETAESET Smart 5ecurityhmirror

l JononHUTENkHEIE HACTPOMKM. . l

Nanka...

MHma nonesoearens: MNapone:

P aine

HocTynHels sepcuq;

[ ok ] [ OTraeHa

Ha nepBOM Luare HACTPOMKM 3epkana 0BHOBNEHWIA YCTAHOBUTE
dnaxok «CospaTb 3epkaso 06HOBNEHUAY. [10C/1e 3TOro CTaHOBATCA
LOCTYMHbI pyrMe napaMeTpbl, Takme Kak cnocob foctyna Kk dannam
06HOBNIEHNN M NYTb K Gpannam B cucTeme.

MeToabl opraHm3aLmm 3epkana 06HOBAEHNI NOAPOBHO ONUCaHbI
B r1aBe «BapuaHTbl LOCTYNA K 3epkany obHoBAeHn». CyuiecTsyeT
[1Ba OCHOBHbIX BapyaHTa AocTyna K pamnnam 3epkana 0bHOBEHNN.
Manka o6HOBNEHMI MOXeT BbITb MpeacTaBieHa Kak nanka obuero
poctyna cetn NT nnu Kak 3epkano cepsepa HTTP.

Manka, npegHasHayeHHasa a1a xpaHeHna GannoB 06HOBMEHNN,
yKasblBaeTcs B pa3gene «Manka ans ayéampyembix ¢panios».
HaxkmuTe kHonKy «Manka» ansa Bbibopa Nankuy Ha J0KanbHOM
KOMMbOTEPE UKW Nanku 06LLero AocTyna B ceTu. Mpu HeobxoanMocTH
ABTOpM3ALMM AaHHble QyTEHTUDUKALMM MOTYT BbITb yKa3aHbl

B nonax «Mms nonb3osarens» 1 «faposnb». IMa nosb3oBatens

1 Mapo/ib AO/MKHbI BbITb YKa3aHbl B GopmMaTe domeH/ums_noab3osamens
NV paboyas_zpynna/ums_noab3osamens. H 3abyabTe BBECTH
COOTBETCTBYIOLLME NAPON.

Mpu Nofpo6HON HACTPOKe 3epKasia Nob30BaTe b MOXKET yKa3aTb
A3bIKOBbIE BEPCMM NPOAYKTOB, A1 KOTOPbIX HEOBXOAMMO NOyYaThb
06HOB/NEHMA. 13bIKOBbIE BEPCMU AOCTYMHbI B pazaene «daisibi» >
«[l0CTyMNHbIE BEPCUNY.

4.41.2.4.1 O6HOBNEHMe C 3epkana

CyLecTByeT Ba OCHOBHbIX Cocoba focTyna K dannam sepkana
06HOBNIEHNI — Nanka 06HOBNEHNI MOXET BbITb MpeacTaBaeHa Kak
nanka obuwero goctyna cetm NT nnu kak 3epkano cepsepa HTTP.

[ocTyn K pannam 3epkana c NOMOLLbIO BHyTpeHHero cepeepa HTTP

3TOT Ccnocob 3apaHee 3aA4aH B KOHOUIypaLMmM NporpamMmMbl

1 MCNOJb3YEeTCA MO YMONYaHWI0. [INg npefocTaBaeHmsa AocTyna
K pannam 06HOBNEHWI C NOMOLLbtO cepBepa HTTP nepenante
B pasgen «[JononHUTeNbHble HACTPOMKU O6HOBNEHUSY
(Bknagka«3epkano») 1 yctaHoBUTe Gaaxkok «Co3aaTtbh 3epKano
o6HOBIEHUSY.

B pasaene «[lononHUTENbHbIE HACTPOMKU» BKIAAKN «3epKano»
MOXHO yKa3aTb «[opT cepBepa», yepes KOTopbI cepsep HTTP

6yLeT NpUHMMATb 3aMpoChl HA COeAMHEHME, A TAKXKe HACTPOUTb
napameTp «AyTeHTUPUKaLma» 414 NCNoNb30BaHMA cepBepom HTTP.
Mo ymonyaHuio napameTtp «[1opT cepBepar MMeeT 3HayeHue 2221.
MapameTp «AyTeHTUDUKaLMA» OrpefenseT MeTos ayTeHTudunkaumm
nonb3oBaTensa aas Aoctyna Kk Gamnam ob6HoBAeHUN. Huxe
nepeyncieHbl 4OCTYMHble BApUaHTLI. «HeT», Basic u NTLM. Jns

TOro YTO6bI MCNONB30BaTh KOAMPOBaHMe base64 1 ynpoLeHHY o

ayTeHTUOUKALMIO MO MMEHW Nob30BaTeNs 1 Naposto, BbibepuTte
Basic. AyteHTUdMKauma NTLM ncnonb3yeT BO3MOXKXHOCTU
npotokona NTLM noBbiweHHoM 6e30nacHOCTM KoMnaHuu Microsoft.
[nsayTeHTndrKaunmm MCNonb3yeTca y4eTHas 3anmcb Noab3oBaTens,
KOTOPbIV NpefocTaBAgeT 4OCTYN K darnam obLero ncnonb3oBaHms.
Mo yMON4aHMIo 334aH0 3Ha4YeHne «HeT». DT0 AaeT BO3MOXKHOCTb
nosy4aTb 06HoBNeHMS 6e3 ayTeHTUdUKaunm.

MpedynpexxdeHue.

Ecnm nnaHnpyeTcs opraHmn3oBaTh 40CTyn K Garaam C NOMOLLbIO
cepsepa HTTP, nanka ¢ KoNnMsMmn o6HOBAEHUI AO0/MHKHA HAXOANTHCS HA
TOM >Ke KOMMbtoTepe, 4To 1 3k3emnasp ESET Smart Security, KOTOpbIN
ee co3faer.

AononHUTENEHBIE HACTPORKK E
HTTP-cepeep
MopT cepeepa: Ay TEHTHDHIKELMA:
[mone -

Mo AKNKYEHKE K NOKANEHOH CETH

(@) ¥4eTHaA 3aNHCE CHOTEME! (N0 YMOHaHHHD)
() TerylWHA NONEZ0BATENE

() ¥Ka3aHHEIA NoNE30BaTENE

MA NonE30EATENA: Maponks:

[T OTkarMMTEECA OT cepEepa NOCNE 3aBEPWEHHA OOHOBNEHHA

Program campanents

[T Hmror aa He OBHOENATE KOMNOHEHTE! NPOTPAHHE] ’ g ]

I Ok ]’ OTMEHE ]

Mocne HacTponKKM 3epkana 06HOBAEHNIN YKaXKNTE Ha paboymx
CTaHUMAX 3 pec HOBOro cepBepa 06HOBNEHMI B popmaTe
http://IP_appec_HoBoro_cepsepa:2221. 15 3TOr0 BbINONHUTE
cnefyoline AencTBuma:

°  OTKpownTe «JononHuTeNbHble NnapameTpbl ESET Smart Security»
1 BbibepuTe BeTKy «O6HOBNEHUEY;

© CrpaBa OT pacKpbiBalLLErocs MeHo «CepBep 06HOBNEHUN»
HaXKMUTe KHOMKY «M3MeHUTb» 1 f,06aBbTe HOBbIN CepBep
B popmare: http://IP_agpec_HoBoro_cepsepa:222i;

> Bbl6EpUTE HOBbIV CEpBEP M3 CMINCKA CEPBEPOB.
LocTyn K parinam o6HOBIEHUI cpeacTBaMM o6Liero goctyna

CHavana HeobxoAMMO CO34aThb NanKky 0bLLero 4OCTyNa Ha NOKaNbHOM
NN CeTeBOM Auncke. Mpu co3aaHmnm nanku aas sepkana Heobxoanmo
npefoCTaBMUTb MPaBa Ha 3anmcCb NOIb30BATENIO, KOTOPbIN byaeT
pasmeLatb B Her danibl 06HOBNEHNI, M NpaBa Ha YTEHME BCEM
nonb30BaTeNsiM, KOTopble ByayT Nosly4aTb O6HOBAEHNS CUCTEMbI
ESET Smart Security n3 nanku 3epkana.

[anee Heobxo0AMMO yKkasaTb cnocob AocTyna B pasgene
«[lonoNHUTE/IbHble HACTPOVKM 06HOBAEHUAY (BKIaAKa «3epKasnon),
cHAB dnaxkok «MepepaBatb paisibl 06HOBIEHMSA C MOMOLLbIO
BHyTpeHHero cepsepa HTTP». 3Ta GyHKLMA BKIOYEHA MO
YMOTYAHWMIO NOC/e YCTaHOBKN NPOrpamMMbl.

Ecnv nanka o6Lero 4oCTyna pacrno/iokeHa Ha ApYroM KOMMboTepe
B CETU, HEOBXOAMMO YKa3aTb AaHHble ayTeHTUdUKALMM 419 AOCTYNA
K 3TOMY KOMTbIOTEPY. [1719 3TOr0 OTKPOWTE pasaen «JononHUTe bHbIe
napametpbl ESET Smart Security» (F5) # nepenanTe B BETKY
«O6HOBNEHME. HAXXMUTE KHOMKY «“HacTpOMKu» 1 nepenamTe

Ha BKNaAKy «JlokanbHas ceTb». DTOT MapameTp HaCcTpamBaeTca Tak
e, Kak OmnvcaHo B rnase «MoAKIoUeHME K IOKAIbHOM CETHY,

Mocne OKOHYaHMS HACTPOVKM 3epKana yKaxuTe Ha paboumnx
CTaHLMAX a[ipeCHOBOrO CepBepa 06HOBMEHNI B dopmMaTe
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WUNC-UMA_KOMMbBbKOTEPA\MYTb. AN43TOro BbINosHUTE
cnepyloLme encTBums:

°  OTKpOWTEe LONOSIHUTE/bHbIe NapameTpbl ESET Smart Security
N HOKMUTE «O6HOBNEHMEY;

* Bpasgene «CepBep 06HOBAEHNIY HAKMUTE «USMEHUTB?
1 no6aBbTe HOBbIW cepBep B dopmaTte
WUNC-UMA_KOMMbKOTEPA\MYTb;

©  Bbl6epWTe HOBbIN CepBep 13 CNMCKa CepBepOB.

NMPUMEYAHUE.
MyTb K 3epKany B 3TOM C/yyae ykasbiaetcsa B dopmateUNC.
OB6HOB/IEHNA C CeTeBbIX AMCKOB MOTyT He paboTaThb.

4.41.2.4.2 YcTpaHeHUe Hernonagok Npyv o6HOB/IEHWUM C 3epKana

B 3aBMCMMOCTM OT cnocoba A0CTyna K nanke 06HOBAEHUIA MOTYT
BO3HMKaTb pasnyHble Npobnembl. B 601bWNHCTBE C/lyyYaeB
npo6aembl BbI3BaHbl OAHOW UM HECKONbKUMU 13 CIeAyoLLMX
NPUYMH: HEBEPHOE yKa3aHWe pacnonoXKeHns Gpannos 06HOBNEHWI
B CMCTEeMe, HeBepHble JaHHble ayTeHTUduMKaumm Ang 4octyna

K pannam 06HOBNEHNI, HeBepHble MapamMeTpbl 06HOBSEMON
nporpamMMbl Ha paboymnx CTaHLMSAX, @ Takke KOMOMHALMSA 3TUX
NpUYNH. HxKe NpuBeseH KpaTkui 063op npobnem, Hanbonee
4aCTO BO3HMKAIOLWMX MPY O6HOBNEHWM C 3epKana.

* Owwubka npu nogkatoyeHnun ESET Smart Security kK cepepy
3epKana — 06bI4HO MPOUCXOANT NPU YKA3aHNM HEMPABUbHbIX
[aHHbIX cepBepa 06HOBEHWI (CETEBOrO My T K Nnarnke
06HOB/IEHMIN) HAa paboYert CTaHLKUK, C KOTOPOW OCYLLeCTBNAETCA
[0CTYN. ANs TOro YTo6bl MPOBEPUTHL MYThb K Narke, OTKPONTe
B Windows meHto «Myck», 3aTemM HaXXMuTe «BbINONHUTDLY,
BBEAMTE UV CKOMUPYMTE MyTb B OTKPbIBLLIEECS OKHO N HAXKMUTE
OK. [1o/KHa OTKPbITHCA NankaobHOBNEHWIA.

* Tpwu nonbiTke o6HoBNeHua ESET Smart Security 3anpawwuBaeT
MMs NoJib30BaTeNs U Naposib — HEMPaBW/bHO BBEAEHbI JAHHbIE
ayTeHTUdMKaLMKM (MMA NONb30BaTENA M NAPO/b) B pasaene
napameTpoB 06HOBIEHWNI. VIMS NO/Ib30BaTENSA M NapOonb
WNCMONb3YHTCA AN LOCTYNA K CepBepy 0B6HOBEHWI, C KOTOPOro
nporpamMmma 3arpyxaet Gariibl 06HOBNEHWUI. Y6eamnTech B TOM,
YTO AaHHble ayTeHTUOUKALMN YKa3aHbl BEPHO U B MPaBUIbHOM
dopmarte. Hanpumep, nms nonb3osartens B dopmarte «JomeH/Vims»
nnw «Paboyas 2pynna/Vims» n COOTBETCTBYIOLLMI Napob. Ecn
3epKano cepepa 06HOBNEHWI LOCTYMHO BCEM YHACTHUKAM CETU,
3TO He 03HAYaEeT, YTO Y It06Oro NoNb30BaATENS €CTb K HEMY AOCTYM.
MapameTp «Bce y4acTHMKM» 03HAYaeT TOo, YTO nanka AOCTyMnHa
BCEM NOJIb30BaTENAM AOMEHA, a He TO, YTO NpefoCTaBNsAeTCs
[ocTyn 6e3 aBTopm3anmun. B pesynstate, ecim nanka 4oCTynHa
BCEM y4aCTHMKaM, yKa3aHWe JOMEHHOI0 MMEHM Mob30BaTeNs
1 Napo/if B HACTPOMKAxX 0BHOBEHNS HEOHXOANMO.

*  Owwubka npu nogkatoyeHnun ESET Smart Security kK cepsepy
3epkana — 06MeH JaHHbIMM MO YKa3aHHOMY MOPTY NOAKOHEHNS
K cepBepy 06HoBAeHU HTTP 610kmpyeTcs.

4.4.2 Co3paHue 3a4a4 aBTOMaTU4eckoro o6HoB/IeHUs

O6HOBJIeHME MOXKET BbITb 3aMyLLEHO BPYYHYIO C MOMOLLLbIO GYHKLMN

«O6HOBUTb 633y AAHHbIX CUFHATYP BUPYCOB» B UHHOPMALMOHHOM
OKHe nocsie Bbibopa nyHkTa «O6HOBIEHMEY B [TABHOM MEH!O.

OB6HOBAEHMS MOTYT 3aNyCKaTbCA MO PACMUCAHMIO: ANS MAAHUPOBAHUS
3a4a4 06HOBNEHWI NepenanTe B pasaen «Cayxe6Hble

nporpaMmmbi» > «[11aHUPOBLLUK». [10 yMONYAHWMIO B MporpaMmme
ESET Smart Security coopmupoBaHbl Cieaytoume 3a4a4m:

* «PerynspHoe aBTOMaTU4ecKoe 06HOBJIEHMEY;

* «ABTOMatu4yeckoe o6HOBJ/IEHUE Noc/ie YCTaHOBKU MOAEMHOro
coeauHeHUa”;
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°  «ABTOMaTM4eckoe 06HOBJIEHUME NMOCJIe BXOAA NoJsib3oBaTens
B CUCTEMY?.

Karxas 13 nepeqmcieHHbIX Bbllle 33434 MOXeT 6bITb HAaCTpoeHa
nof, TekyLLne Hy>KAbl Monb3osaTensd. Kpome 3aa4 no yMon4aHuio
nonb3oBaTe/Ib MOXKET CO34aBaTb HOBbIE 334341 0BHOBNEHWSA

M ONpefensaTb UX HACTPOMKM. [LONOAHNTENbHYO MHGOpMaLMIO

0 CO34aHWKM 1 HAacTponKe 3a4a4 06HOBAEHNS CM. B r1aBe
«1NaHNPOBLLMKY.

4.5 TlnaHUpoOBLMUK

MAaHVPOBLUMK AOCTYMEH, eC/IN BK/IIOYEH PACLUMPEHHbBIV PEXXUM
nporpammbl ESET Smart Security. s 4ocTyna K NJIaHUpPOBLLUKY

B rnaBHOM MeHIo ESET Smart Security oTkponTe pasgen «Cny>xebHble
nporpamMmmbi». MAaHUPOBLLMK COAEPXKNT MOHbIN CMINCOK BCEX
3annaHMpOBaHHbIX 3a[1a4 M UX NapameTpsl 3anycka (aary,

BPEMS 1 MCMNO/b3yeMbli NPOGUb CKAHUPOBAHMS).

) ESET Smart Security

ESET Smart Security 4

@ PacnucaHue

Vs 3agaua

PerynapHoe .. 3agaua byaeT .. HeT ocobEixna..
.. O nog...
. O Brog

sToMaTHye.. MpoBepka daih.. BxosNoAL30Ea...

AsTomatiue... Mposepka dail.. YcnewHoe o6H...

[E=EEem |

Unrepdeiicv Hacrpoiiknw Cepencw Copaskaw

P

Q Crannposaxne MK

O 06HOoBNEHNE
ud
*‘ HacTpoiika

Bpemasanycka | Mapamerpst Tocneanmi ..

OHosAeHME, 24.1,20091..,

HeT acobix na...

HeT acoBix na...
24,1,2009 1.,
24.1.20091.

B Cryetie nporpavan
®aiineswypranos
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MnakuposLc

Syslnspector

© oo oo

| OoBaswme.
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we protect your dighal worlds
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1o ymonyaHuio B nJ1aHUpoOBLLUKE 0T06pa>|<ar0ch canepywouimne
3an1aHMpOBaHHbIe 3a4a4n:

- «PerynsapHoe aBTOMaTM4eckoe 06HOB/EHUEY;

° «ABTOMarTuyeckoe o6HOB/IeHUE NoC/ie YCTaHOBKM MOAEMHOro
coeguHeHUA»;

°  «ABTOMaTMueckoe 06HOBJIEHME NMOCJie BXOAA NoJsib3oBaTens
B CUCTEMY?;

° «ABTOMaTuyeckas nposepka $paiiioB, UCMONHAEMbIX NPU
3anycke CUCTeMbI»;

° «ABTOMaTMyeckas npoeepka ¢aioB nocne o6HoBMeHUS 6a3bl
[AaHHbIX CUrHATYp BUPYCOB».

[n9 TOro YT06bI U3MEHWUTL NapaMeTpbl CYLLLECTBYIOLLMX 3aM1aHNPOBAHHbIX
3afa4 (kak onpeaeneHHbIX Mo YMOAYaHMIO, Tak 1 NO/b30BaTENbCKUX),
LLEeNKHWTE NPaBOM KHOMKOW MbILLM HY>KHYIO 33434y 1 BbibepuTe

B KOHTEKCTHOM MeHI0 KOMaHAy «“U3MeHUTb» 1nu BbibepuTe

3a/ia4y, KOTOPY HEOBXOAMMO V3MEHWNTD, A 3aTEM HKMUTE

KHOMKY «“MI3MeHUTb.

4.51 Ha3Ha4yeHue 3an/1aHUpOBaHHbIX 3a4a4

MNaHMpoBLLUMK ynpaBaseT 3a4a4aMm 1 3anyckaeT nx no pacnmcaHumio
C npeponpeaenieHHbIMM NapameTpamu. lNapamMeTpbl cOaepKat
MHOOPMALMIO, TAKYIO KaK AaTa M BPEMS UCMOTHEHUS, @ TaIOKe
npoduav 06HOBMEHNS, KOTOPbIE MCNONb3YIOTCA BO BpPEMS
BbIMO/IHEHWA 3a[a4W.




4.5.2 Co3paHue HOBOWM 3a4a4n

[na Toro 4To6bl CO34aTh HOBYHO 33424y B NMIAHNUPOBLLMKE, HAKMUTE
KHOMKY «[106aBUTb» NN LLEAKHUTE NPaBOM KHOMKOW MblLN

1 Bbl6epuTe KOMaHAY «[0,06aBUTb» B KOHTEKCTHOM MeH0. [JOCTYMHbI
nAaTb TUMOB 3a4au:

*  «3anycK BHELHEero NpuaoXeHua»;

*  «O6CNy>KMBAHME XYpHana»;

* «[poBepka $panaoB, UCMOSHAEMbIX MPU 3aMyCcke CUCTEMbI»;

° «CKaHupoBaHMe KOMMNblOTEpA NO TPEGOBaHI/IIO»:

*  «O6HOB/IEHME.

MoBaeEHTE 33834y

QEII'IIIEIHHDDBEIHHEIFI Sa0aH;

. ] i
MpoBepka ©aRN0E, HCNOAHASMEX NP SaMYCEE CHETERMB!
Co50aTE CHMMOE, COCTOAHMA KOMMBKTERS
Cratuposanue M. no Tpedosatun

O BHOENEHKE

gDI‘IDﬂHMTBJ‘IbHEIﬂ HWHEODFSUMA O NASHWDOEAHHM S3154...

| < Hazan |l Lanee » I [ Ormena

Tak kak Hanbosee 4acTo UCMO/b3yEMbIMM 3a4a4aMM ABNAIOTCA
«CKaHMpoBaHMe KOMMbloTepa Mo Tpe60BaHuIo» 1 «O6HOBNAEHNEY,
HWKe OMMCaHO CO3AaHMe 334241 O6HOBIEHUSA.

B packpbiBatoLLeMCst MEHIO «3an/laHUpOBaHHbIE 3a4a4mM» Bbibepute
NyHKT «O6HOBNEHUE». HAXXMUTE KHOMKY «[lanee» 1 BBeANTE Ha3BaHMe
3a[a4m B none «HasBaHue 3aaumn» . BoibepuTe 4acToTy 3anycka
3a4a4m. Huke nepeyncieHbl AOCTYMHbIE BAPMAHTbI. «O4HOKPaTHO?,
«MHorokpaTtHo», «ExeHeBHO», «ExxeHefenbHO» U «T1pwn
onpepesieHHbIX -yCI0BUAX». B 3aBUCUMOCTM OT YKa3aHHOM YaCTOThbI
3anycka byayT 3anpoLueHbl pa3inyHble NapaMeTpbl 0O6HOBEHNS.
[anee ykaxxmTe, Kakoe AeNCTBME CieayeT NpeanpuHATb, eciv 3aga4a
He BbIMOJIHEHA WU He 3aBeplLueHa YCMeLlHO B YCTaHOBJIeHHOEe BpeMs.
LocTynHbl Cnegyoue BapuaHThl:

* «wKpaTb A0 ciefyrouLero HaMme4eHHoOro MoMeHTa,;
°  «BbIMNOJHUTbL 3a4a4y KaK MOXXHO CKopee»;

*  «BbIMONHUTL 33434y HEMEAJIEHHO, EC/IN BpeMs, npoliegluee
C nocnepAHero 3anycka, NpeBbICUII0 YKa3aHHbIA MHTEpBasI»
(npv BbIBOPE 3TOrO BapMaHTa A0CTYMNHA HACTPOIKa napameTpa
«MIHTepBaJ BpeMeHn»).

Ha cnepytolem ware oTobpakaeTcs OKHO CBOAHOW MHGOpMALMK
0 TeKyLLer naaHnpyemMon 3agade. MyHKT «3anycTUTb 3apavy

€ yKasaHHbIMW NapaMeTpaMmu» aBTOMaTUYeCcku BblbpaH.
HaXkmuTe KHonKy «foToBO».

B oTKpbIBLIEMCS OKHe BblbepuTe Npodub, MCMONb3yeMblit

Npw BbINOIHEHWM 334341. MOXHO BbIGpaTh OCHOBHOM Npodu/b

M aNbTePHATMBHbIN, KOTOPbIV ByAeT MCNOMb30BaTbCA, eC/IN 3amnyCK
331241 C MOMOLLbIO OCHOBHOMO NPodUs NPONAET HeyAauHO.
MoATBEpANTE HACTPOVKM, HaXKaB KHOMKy OK B okHe «Mpodunu
06HOBNEHMA». HoBas 3a/1a4a NOSIBUTCS B CNIMCKE 3amn/1aHMPOBaHHbIX.

4.6 KapaHTUH

[NaBHOe Ha3HaYeHMe KapaHTMHA COCTOUT B M30AALUN

1 6e30NaCHOM XpPaHEeHUM 3apaXkeHHbIX Garnnos. Ganbl LOMKHbI
MOMeLLATbCs Ha KAPAHTUH, eC/IN OHU He MOTYT BbITb BblfleYeHbl
nnv 6e30nacHo yaaneHsl, Uan eciv yaaneHve He peKoMeHAayeTcs,
VAN eC/IV OHU OLUMBOYHO OTHECEHbI K 3apaKeHHbIM MPOrpamMmMonm
ESET Smart Security.

Monb3oBaTeslb MOXET MOMECTUTb Ha KApaHTUH Ntobon dann

no Bbl6Opy. PekoMeHAyeTCs NOMeLLATb Ha KAapaHTUH darbl

C MOA03PUTENIbHOM AKTUBHOCTbIO, KOTOPbIE, TEM HE MeHee,

He onpeaenstTCs MoayaeM CKAHMPOBAHMSA KaK 3aPaXkeHHbIe.
130n11poBaHHble Gpanibl MOTyT HbITb NepeaHbl B 1abopatopuio
ESET nnsa ganbHenwero aHaamsa.

elEEs

UnTepdeiicy Hacrpoiikn~ Cepsncw Cnpaska~w
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E KapaHTuH

Bpens Vs o6nexra Pas...

P

Q Crannposaxne MK

C 06HOoBNEHNE
N
# T

»

Npusintia

24.1,2009 .. C\Users\Admin\Desktop\Desktop\.
24.1,2009 .. G\Users\Admir\Desktop\Desktop\., 241720  Win32/VirutAS supyc
24.1,2009 . sers\Admin\Desktop\Desktop\.. 62464  Win32/VirutAS supyc
24,1,2009 .. C\Users\Admir\Desktop\Desktop\.. 105472 Win32/VirutAS supyc
24.1.2009 .. C\Users\Admin\AppDatallocaliTe.. 99904  MoAMGULUPOBaHKE W.
24.1. 2009 C\Users\Admin\Desktop\CommWw. 2152 SymbOS/Commwarrior b..
24.1,2009 .. C\Users\Admin\Desktop\CommW... 27936 MOAM@ULMPOBaHHEI Sy..
24.1,2009 .. C\Users\Admin\Desktop\CommW... 2216 MoAnGMLMPOEaHHEI SY.
24,1,2009 .. C\Users\Admin\Desktop\CommW... 50652 MOAWGMUMPOBAHHI SY...
24,1,2009 .. C\Users\Admir\Desktop\CommW... 24574 [ woanbuLMposanksi Symb
24.1.2009 .. C\Users\Admir\Desktop\CommW... 24516  MOAMGWLMPOBEHKE Sy.
24.1.2009 ... C\Users\Admim\Desktop\Commw... 2152 MOAWDULMPOBAHHbI Sy,
24.1,2009 .. C\Users\Admin\Desktop\CommW... 2152 MOAM@WLMDOBEHHEI Sy..
24.1,2009 .. C\Users\Admin\Desktop\CommW.., 24516  MAMGULMPOSEHHEI 5Y..
24.1,2009 .. C\Users\Admin\Desktop\CommW... 2188 MOAMGMLUPOBaHHSIG SY..
24,1,2009 .. C\Users\Admin\Desktop\CommW... 2152 MOAMGMLUPOBAHHSIT SY.

29078 Win32/Mydoom.R uepse
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MHdopmaums o parnnax, noMeLLeHHbIX Ha KAPAHTUH, HAX0ANTCA

B Tabaumue. OHa COAepXXUT AATy 1 BpEMS MOMELLEHMS Ha KAPaHTUH,
nyTb K NCXOAHOMY pacrnonoxeHuto Garna B cucteme, ero

pasmep B 6anTax, NpuUYMHy NoMeLleHns Ha KapaHTUH (momeL,eH
nosib30BaTenem) 1 KOIMYECTBO O6HAPYKEHHbIX BMPYCOB (M0Ne3HO,
ecnun Gann conepXmT HECKOMbKO BUPYCOB).

4.6.1 MepemewieHne $panioB HA KAPAHTUH

MporpaMmma aBToMaTMyeck NoMeLLaeT yaaneHHble Ganibl Ha
KapaHTuH (ecv 3Ta GYHKUMS HE OTK/IHOYEHA MO/b30BaTENEM).
JNtobor Nofo3puTeNnbHbIM Gana MOXHO MOMECTUTb Ha KAPAHTUH
BPYYHYO C MOMOLLbIO KHOMKKW «KapaHTUHY. [1pX 3TOM UCXO4HAS
konus danna He yaansetcsi. KOHTEKCTHOE MeHH0, KOTOpOoe TakKe
MOXKET NCMONb30BATLCSA ANS STUX Liesiei, AOCTYMHO B OKHe
KapaHTWUHA U COAEPXKUT NYHKT «[Ll06aBUTbY.

4.6.2 BoccTaHoB/IeHMe U3 KapaHTUHA

M30n1MpoBaHHble Garnbl MOryT 6bITb BOCCTAHOB/EHbI

B MCXOA4HOE MeCTONONOXEeHNe B cucTeme. 115 3TOro npefHasHaveHa
dYHKUMS «“BOCCTAHOBUTBY, JOCTYMHASA B KOHTEKCTHOM MEHIO OKHA
KapaHTMHa. Kpome TOro, KOHTEKCTHOE MEHH0 COAEPXKUT DYHKLMIO
«BOCCTAaHOBUTDb B», KOTOPAs NO3BOJIIET BOCCTAHABAMBATL Gansbl
B APYroe MecTomnonoXeHne, OTIMYHOE OT UCXOLHOTO.

BHUMAHMUE!

Ecnv nporpamma nomectuna Gann Ha KapaHTUH No ownbke,
nckYnTe dann 13 npolecca CckaHMpoBaHUS M OTNpaBbTe obpaseL,
B CNY>KOY noaaep>Kkm KnneHToB ESET € COOTBETCTBYOLWLMMM
NOACHEHUAMMN.

4.6.3 Mepepaya paiina U3 KapaHTUHA

EC/vi Ha KapaHTUH noMetleH Gait, yrpo3a B KOTOPOM He pacrno3HaHa
nporpamMmom, unu ¢ann HeeepHo KBANMOULMPOBAH KaK 3apaXkeHHbI
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(Hanpvmep, B pesynbTaTe OLNBKN IBPUCTUHECKOTO METOAA)

1 M301MPOBaH, NepefanTe Gpamn B nabopatoputo ESET. lna Toro
4TObbI NepeaaTb ann U3 KApaHTUHA, BbiIGepUTe ero n NCNonb3ynTe
NyHKT «MepepaTb Ha aHaIN3» KOHTEKCTHOIO MEHIO.

L) ESET Smart Security
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KapaHTtvH

Bpems Wua o6bexTa Pazm... | Mpnunna
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Eicar rect daitna

24.1.2009 ... Cheicar.com 68

24,1,2009.., C\UsersiadminiDecktnn! sicar.com
R
BoCCTaHOBHTE
BOCCTEHOEMTE M MCKAKIMMTE M3 CKIHMPOEZHHA
ﬁ Cnyxe6Hbie nporpammsl

Dafines sypHanos

BOCETaHOBMTE ...
YT ue KapanTHHa

Kaparmn epegars ua anames

Mnarmposiyk

SysTnspector

[ Y-

| Kspawm.. | | Boccramosume

1 Qrepuirs & Hosom okre

BI PaCcLMpEHHbII pexum  V3uemTe,

B

4.7 dannbl XypHana

dannbl XypHana coaep)kat UHGOPMAaLMIO O BadKHbIX MPOU30LLEALLIMX
NpOrpamMMHbIX COBbITMAX 1 MO3BOASAIOT MPOCMATPMUBATL CBOLHYHO
MHGopmaumto 06 06Hapy>KeHHbIX yrpo3ax. Perncrpaums cobbitmi
ABNSETCS BAKHENLWNM UHCTPYMEHTOM A1 aHaIn3a, 0bHapyxKeHms
yrpo3 1 NomMcka HeMCNpaBHOCTeN. BegeHume >kypHana BbIMOMHAETCA

B GOHOBOM pexxunme 6e3 BMeLlaTenbCTBa nonb3osatens. JaHHble
COXPaHAKTCS B COOTBETCTBUM C TEKYLLUMMM NapaMeTpamMm CTENeHN
feTanmsaumm kypHana. MpocMoTp TEKCTOBbLIX COOBLLEHMI 1 GannoB
XKYPHanNa, a TakXKe Ux apXMBMPOBAHME MOTYT OCYLLECTBASTLCS
HernocpeACTBeHHO B cpefe ESET Smart Security.

L) ESET Smart Security

ESET Smart Security 4

WnTepdeiic> Hactpobik= Cepence Cnpaeka~

LR [ waiimyprana

Q CraHuposanhne MK

O OGHoENEHNE
o
¢ Hacipdina

HKypran: [Obrapykentie yrposts =

Bpeus uaa Bupye Aei. | Mon.. | Ungopw.. |~

Win32/Mydoo..  oum..  WinV.. Cobumie .
WInS2VItAS.. ot WinV.. CoBuie..
WInS2VItAS., ot WinV.. CoBuie..
WIn32VirtAS.. oum. WinV.. Cobumme..
MOAMOMUNDOB.. OHH..  WINV.. COBHTHE ...
SymbOS/Comm... yaan. MTA. —Cofumne..
MOAMBMLNPOS.. ouM.  NTA.  Cofamne..
MOAMOMUMPOB.. 0dH..  NTA.  CoBuTe ..
MOAMOMUNPOB.. 0dH..  NTA.  CofuTme ..
MoAMBULMPOS... ouM.. NTA. Cobumne...
MOAMDUUMPOB... OuM.. NTA, CoBuThe ...
. CAUsers\Admi.,  MOAMOWUMPOE.. OWM.. NTA.  COBETHE ..
. C\UsersAdmin MOANGUUNPOS. 04 NTA.  CoBemie .

Fallcarifdmi anawhisianas Ao NTA P

241,200 ..
24,1.2009 ..
24,1,2009.
24.1.2009 .
24.1.2009.
24.1.2009 .
Kaparman 24.1.2009 .
24,1.2009.
24,1,2009.
24.1.2009 ..
24.1.2009 ...
24,1.2009.. 3.,
24.1.2009 .. 3.,
21 1 2nna

. CAUsers\Admi...
CAUsers\Admi...
. ChUsers\Admi..,
. ChUsers\Admi

. CAUsers\Admi...
. ClUsers\Admi...
. ClUsers\Admi...
. CUsers\Admi...
. ChUsers\Admi..,
. ChUsers\Admi

. ChUsers\Admi

N

B cryxesine nporpanis
aiine xyprancs

Mnanmposik

Syslnspector

[ Y-

e 0D EOOEREE o

| ®uwnerp...

1 Orepuirs & Hosow okre

Big: PACLIMpERHENT pexum  VsHernTs..

we prosect your digital worlds

MonyynTb AOCTYN K hannam xypHana MOXKHO B I/TaBHOM OKHe
ESET Smart Security C NOMOLLbtO KOMaHAbI MeHIO «Cy)KebHble
nporpammbi» > «@anbl XXypHana». YKaxKmTe HE06X04NUMbIV TUM
YKypHana B MeHHo «XKypHan», KOTOpoe HaXOAMUTCSA B BEPXHEW YacTun
OKHa. Hue nepeyncieHbl BO3MOXHbIE TUMbl )XYPHA/OB.

1. «O6Hapy)XeHHble yrpo3bl» — UCMO/b3yeTCsa 418 MPOCMOTPa BCeX
[AHHbIX O COBBITUAX, UMEIOLLUX OTHOLLEHME K 06HAPYXKEHUIO
NPOHUKHOBEHUI.

2. «Co6bITUSA» — 3TOT XXYPHA/ NpeAHa3HAYeH AJia peLleHus
npo6aem CUCTEMHbBIMW AMUHNCTPATOPaMK W NOMb30BaTENSAMM.
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Bce BakHble aencTBuMa nporpammbl ESET Smart Security
perncTpmpytoTcsa B 3TOM XypHane.

3. «CkaHupoBaHue rno TpeboBaHUIO» — B 3TOM OKHe 0TObparkatoTcs
pe3ynbTaTbl BCEX BbIMO/HEHHbIX MPOLECCOB CKAHUPOBAHUS.
Y706bI NONYYNTHL NOAPOOHYIO MHGOPMALMIO O TOM UK
WHOM CKaHWPOBAHWM N0 TpebOoBaHMIO, ABAXKAbI HAKMUTE
COOTBETCTBYIOLLYIO 3aMMUCh.

4. «)XXypHan nepcoHanbHoro 6paHamayspa ESET» — cogep>xuT
3anmcn 060 BCex COBLITUAX, UMEIOLLNX OTHOLLEHWE K MePCOHANbHOMY
6paHamay3py. AHaM3 3anmcer nepcoHasbHOro bpanamayspa
MOXET MOMOYb B 06HAPY>KEHWM MNOMbITOK CETEBOrO B3/10Ma
CUCTEMbI.

YT06bI CKONMpPOBATL B bydep 0bMmeHa MHPopmMaLmio 13 N1boro
pasfenakypHana, BbibepnTe HeobX0AMMYIO 3aMnCh U HAKMUTE
KHOMKy «Konuposatb». [115 BbI6Opa HECKONbKMX 3anuncen
ncnonb3ymte kKnasmwm CTRL 1 SHIFT.

4.7 O6cny)xnBaHue xxypHana

MapamMeTpbl BeAeHMs KypHana nporpammbl ESET Smart Security
[OCTYMHbI U3 NTIaBHOMO OKHAa Nporpammbl. NepenaunTe K pasaeny
«HacTpounku» > «BBopg, BCEro AepeBa pacluMpeHHbIX NapamMeTpoB» >
«Cny>e6Hble NporpamMmmbi» > «®aitsibl XXypHanoB». MOXHO 334aTb
napameTpbl, MepeyncieHHble HUXe.

«YaanaTb 3aNMcyM aBTOMaTUYECKU»: 3aMnCK CTapLle yKasaHHoro
KOIM4ecCTBa CyTOK aBTOMATUYECKN yAANAOTCA.

°  «ONTUMU3MPOBATb Haitsibl )XYPHA/IOB AaBTOMATUYECKN»:
BK/IIOYAET aBTOMATUYECKYIO AedparMeHTaLmio Gpannos xxypHana,
€C/IV yKa3aHo NpeaesibHoe CoAep)KaHMe HeMCnob3yemblx
3anucer B NpoLeHTax.

«MuHMManbHasa cTeneHb getannsauunm XypHana»: 3agaet
cTerneHb geTanmsaunm xxypHana. JocTtynHbole napameTpbl:

— «KpuTu4yeckue olIMBKU» — PErncTprupoBaTh TOMbKO
CBeLEHNS 0 KPUTMYECKMX owmbKax (OLWMBKa 3amnycka 3aLmTbl
OT BMPYCOB, NEPCOHAbHOTO 6paHAMay3pa U T. 4.);

— «OWMN6KU» — perncTpmpoBaThb TONbKO MHbOPMALMIO
0 KPUTUYECKMX OLIMBKAX M OLIMBKax TMna «OwmbKa
3arpysku dannar;

— «lpeaynpexaeHus» — perncTpmMpoBaTh MHbopMaLmnio 060
BCEX KPUTMYECKMX OLLMBKAX, OLIMBKAX 1 npesynpexaeHusXx;

— «MHpOpMaLLMOHHbIe 3anNUcu» — perncTpupoBaTh BCe
MHOOPMaLMOHHbIE COOBLLLEHMS, BKIOYASA COODBLLEHNS
0 BbIMOJ/IHEHHbIX 0BHOBNEHMNAX, U BCE COOBLLEHMS,
OMWMCaHHbIe BbILLE;

— «/lnarHocTUYeckue 3anmcu» — perncTpmpoBaTh BCO
MHdOpMaLMIO, HEOBXOANMYIO A1 TOHKOW HACTPOMKM
nporpammbl, 1 BCe COOBLLLIEHMSA, OMMCAHHbIE BbiLUE.



ESET Smart Security 2=
= (esCh
Hactpoiika
AT OT BHPYCOB M WIMMOHCKK Mporpant | DaANs! KypHana
MepcomaneHeii dafiepean CpOK XpaHEHHA 3ancH sypHana
Moy S8WHTEI 0T CNaHa LiTafibl MCMONb308aTE dainel HyPHANDE ATHTENEHOS BPENS, YCTAHOBHTE 3Ha-EHIA
i OfHoenetve MEKCHHAMSHOT G (0K XRAHEHHMA 3ATHCH JKyDHANE & MONAX Hiike, Bre AaHHeS CTaple
H SBAAHHOD 3HAEHMR BYAYT SETONETMHECKH YASNEHE!.
[¥] ¥ AanATE 3aMHCH BETOHATHUYECKH
¥AANATG 33MMCH CTAPLE, YeM. .. 90 = oy,
MnaHHpoBLIK
Mpe APk AR H YERATMAEHHA OERmrDETID
-+ CHCTeMa CBoBSpeMeHHr 0 0BHapysema D3N] HyYPHANDE COASPRAET OCTATKH 0T YASNEHHEIX 3aNHCer. AnA Gones sphekTHEHO
i CHETEMHBIE DBHOBNEHKA PaGTEl CAEAYET PErY/IAPHO ONTHMMIHADEATE 33MMCH B (afNaX XyPHaNoE.
VHTepdheiic 5
- Urmepd (7] OMTAWIspOBATS dafine) KYPHATOR 3BTHATHAECKN
PasHoe =
ECIM KO/MHECTED HECNOIb3yensls 3anHeeR NpessiuaeT (%) 25
ONTHHHSHpOEATE Cofidac
IMHHHHANEHSS CTENSHE A8TaNH3AUHH KYPHARE:
[vhopmausorroe sanio =
[ @®oe ][ omesa | [noyuensame
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Hacrpoiika
[+ 38ILHTA OT BHBYCOB M WNHOHEKIX Mporpamy | ViRTepdedic
- MEpeoHansHen dafiepson BnemenTo uHTEperic
[ Moyl 33WHTE] 6T cNama [l Pocuwiperiis? poxcrmn
OBHOEREHHE - %
B Cpadmuecini HHTEpderic
CnyxefHeIe nparpamms!
EX i reperic [¥] MogaseieaTe sacTaeky npw zamycke
TpEAYTIPERAEHHR 1 YBEADMNEHHS [CINokaseEaTS MeH B ofisMHoM pEXKME
CrpbiTEIS oK yBeAomASHIi [Z] MK S3EIBATS MEHHD B PACILHPEHHOH DEKHME
Hacrpaiika aocryna
- KOMTERCTHOS MBHIO [Tl pirnonezoBaTe ofisiHOS HeH
(- PasHoe [ora36IBaTE NOACKEZRH
(] BBRaTE SKTHEHSIR ANEMEHT yrIpaENEHHA
StpibekTel
McnonbsosaTe anmaisa
CropocTe - it +
MCNONb3083Th SHAMAUHHD MPH OTORPEKEHHH X0AA BHINONHEHHA
MCnonb308aTh 38yH
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4.8 WHTepdeic nonb3osaTens

Monb3oBaTenbckuii MHTepdenc ESET Smart Security MOXHO
HACTPOMTb NOA COBCTBEHHbIE HYXKAbI. [TapameTpbl MHTepdenca
LOCTYNHbI B BETKE «MHTepdencr» fepeBa pacliMpeHHbIX NapamMeTpoB
ESET Smart Security.

Mpy HeOBXOAMMOCTI B pasfese «3neMeHTbl UHTepdenca»
No/ab30BaTeIM MOTYT NEPEK/TIOHATLCSA B PACLLMPEHHbIN PEXUM.
PaclUMpeHHbIV peXxuM NpefocTaBfifeT 4OCTyn K 6onbLuemMy 4nciy
napameTpoB 1 GyHKLMI NporpaMmmbl ESET Smart Security.

Fpadpuyecknin nHTepPenc nonb3oBaTens MoXKeT ObITb OTK/IOHEH,
ecn oTobparkeHne rpadryecknx 3NeMeHTOB 3HAYNTEbHO BAUSET
Ha 6bICTPOAENCTBME KOMMbIOTEPA UW BbI3bIBAET APYrue npobiemol.
Kpome Toro, rpadumyecknt nHTepdenc nonb3oBatens MoXeT ObiTb
OTKJIOYEH, ec/iv 0TobpaxkeHme rpaduyeckmx 31emMeHTOB MeLlaeT
BOCMPUATUIO AN15 NONb30BaTeNeN C 0CNaBaeHHbIM 3peHneM, Tak Kak
OH MOXET KOHPIMKTOBATb CO CMeLManbHbIMU MPUNOXKEHUAMU,
MNCNONb3yeMbIMW A4/15 PAbOTbl C TEKCTOM.

MOXXHO OTK/TFO4YMTb 3acTaBky ESET Smart Security, CHsIB G1aXok
«lMoka3blBaTb 3aCTaBKy Npwu 3anycke».

B BepxHen 4acTu akpaHa nporpammsbl ESET Smart Security
pacnonaraeTcs 06bl4HOE MeHIO, KOTOPOE MOXKET BbITb BK/IIOYEHO
VIV OTKJTKIOYEHO C MOMOLLLbIO MapamMeTpa «Mcnonb3oBaTb
06bI4HOE MEHON.

Ecnu ycTaHoBneH dnaxok «MokasbiBaTb NOACKA3KWY, MPY HABEAEHUN
KypCopa Ha 371IeMeHT yrnpaBfieHns oTobpaxaeTcs KpaTkoe
onucaHue. MapameTp «Bbi6paTb aKTUBHbIW 3/1EMEHT YNpaB/ieHUs»
npeaHasHayeH A9 BblAeIeHUs 3/1EMEHTOB YrpaBaeHNs Nnpu
HaBefeHWN Ha HUX Kypcopa MblLUW. BblAeNeHHbIN 3n1emMeHT

6yAeT akTMBMPOBAH MPU LWEeAYKe KNABULWIN MbILN.

N8 TOro 4To6bl U3MEHUTb CKOPOCTb aHMMALUK UHTepdeinca,
yCTaHOBUTE GIAXKOK «Mcrnonb3oBaTb aHUMALUIO» U MepeiBUHbTE
non3yHok «CKOpOCTb» BNPaBo WU B/EBO.

AN Toro 4To6bl BKAKYNTb aHMMALMIO 3HAYKOB, 0TOBpakatoLLIMX
BbINOJIHEHME PA3/IMYHbIX ONepaunin, ycTaHoBUTeE haskok
«Mcnonb3oBaTb aHUMaLLUIO NpuY oTo6paXkeHUu xoaa
BbIMO/IHEHUA». MOXHO BK/TIOUYNTb 3BYKOBbIE YBEAOMIEHNS O BAXKHbIX
COBbITUAX, YCTAHOBMB GaXKoK «MCnosib30BaTh 3BYKUY.

MapameTpbl N0/Ib30BaTEIbCKOIO MHTEepderca No3BONSIOT yKalaThb
naponb Ans 4OCTyna K napameTpam nporpammbl ESET Smart Security.
OTa PyHKLMA pacnonaraeTcs B MOAMEHIO «3aluTa napameTpoBs»
MeHto «MHTepdencr. 115 MakCMManbHOM 6e30NacHOCTM CUCTEMbI
nporpamma ESET Smart Security 4o/KHA 6bITb MPaBM/IbHO
HacTpoeHa. HecaHKLMOHMPOBAHHOE M3MEeHeHVe NapamMeTpoB MOXET
NPUBECTM K MOTepe BaXXHbIX AAHHbIX. /151 TOr0 YTO6bl yCTAHOBUTH
3aWMTy MapamMeTpoB MaposieM, HAKMUTE KHOMKY «BBeguTe naponb».

(esfs

ESET Srart Security

Hacrpoiika

MapareTpsl A0CTYNE
JaILNTa YETAHOBOMHbIX NAPAMETROS

(- 38T OT BHPYCOS H LITHAHEKHX NPOrpEti
(- MepeoHansHel darepson
Moyl 33WHTE! 0T cnama
OBHOEREHHE

CAyxefHeIe nparpams!
[ MHTepdedic
TpeAyTpEX ABHHR 1 YBEADKIEHHS
CHPLITBIE OKHA YEEAOMIEHNIT
HacTpoiik a

- KOHTERCTHDE rEnio
[+~ PasHoe

MOMHO SSILIATHTE NAPONSH NSPEHETRS| 0T HEKENATENEHOMD HEMEHEHHR
NONE30BATENANH,

MapaHETRS! HE SalLLEHE! NapoTEr.
[ 3awmmiTe napameTpe napones

HacTpofica napons.. .

Mpaga nonsosatena
ANA M3MEHEHHA HEKOTOPEIX NAPaMETROE MOrYT NOTREGOEATEEA NPABA AAMMHHCTRATOPa,

(7] LDBEYETCR e HaEoP ThaE SAMAHHCTATORa ATA OrPSHHAEHHELK YLBTH:I
SaNHEe AAHHHCTPATARS

[ ®ok | [ omens | [N yuoniznao

4.8.1 MpepynpexaeHnsa v yseaomMmsieHUs

B pasgene «MpepynpexaeHus v yseaoMaeHusa» MeHto «MHTepdenc»
nporpaMmmbl ESET Smart Security 4 MOXHO HacTpamBaTb NOPAAOK
yBeOOM/IeHMSA M0/b30BaTE/NA O MOABMEHUN YIpO3.

MepBbI NYHKT — 3T0 «OKHO NpeaynpexaeHusa». Ecin
COOTBETCTBYIOLLMI GNAKOK CHAT, OKHA NpeayrnpexaeHni

He 0TO6paXkatoTca. TaKOW peXXnM NOAXOAUT TONbKO A5 y3KOro
Kpyra ocobbIx CMTyauuin. He peKoMeHAyeTCs U3MEHATb 3TOT
napametp 6e3 KpanHen HeobXoAMMOCTU; NyYLle OCTABUTb ero
3Ha4YeHue Mo YMOYaHUIO (BKHOYEHO).

[lna Toro 4To6bl BCM/bIBAOLLME OKHA 3aKPbIBA/IMCb aBTOMATUYECKM
no UcTeYeHUn onpeaeneHHoro Nepruoaa BpeMeHu, yCTaHoBuTe
dbnaxok «3akpbiBaTb AMaNorv coobuieHnii aBTOMaTU4ecku

no uctedeHum (cek.)». ECI OKHO He 3aKpbITO No/Ib30BaTe/1eM
BPYYHYIO, OHO @aBTOMATMYECKM 3aKPbIBAETCA Yepe3 yKa3aHHbIN
NpOMEXYTOK BPEMEHMU.

YBefoMeHMs Ha paboyeM CTo/e 1 BCMJIbIBalOLL e MOACKA3KM
ABNATCA MHOOPMALMNOHHBIMU U He TPeBYIOT y4acTus Nnoab3oBaTens.
OHM oToBpaxkatoTcs B 061aCTv yBEAOMIEHUIA B MPABOM HUXKHEN
4acTu 3KpaHa. 419 TOro YTobbl BKIOUMTL YBELOM/IEHMS HA

paboueM cToNe, yCTaHOBUTE GaxkoKk «OTo6paXaTb yBeAOMJIeHUS
Ha pabouyem cTtone». bonee NnogpobHble MapaMeTpbl — BpeMs
0TOBPAKEHMA N MPO3PAYHOCTb OKHA — LOCTYMHbI C MOMOLLBIO
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KHOMKK «KOHGUrypauma yBegoMaeHumn». 115 npeaBapuTesibHOro
NPOCMOTPA M OLLEHKW NOBEAEHUS YBEAOMIEHNIN HAXKMUTE KHOMKY
«MpocmoTp». MNapameTp «OTo6paXkaTb NOACKA3KU HA NaHeNU
3ajad B TedeHue (cek.)» NnpeAHasHa4YeH 419 HACTPONKN BPEMEHN
0TO6PAXKEHNSA BCMJIbIBAKOLLMX MOACKA30K.

ESET Smart Security

Hactpoiika

TP AYTRER ACHHA 1 YBEADHNEHHA

SBIUMTA OT BHPYEDE W LIMOHCKIX MpOTpar
MeptosankHui harispeon

Moayne 3alWHTE 0T Cnara

L OBHOENEHHE

Crysefieie nporpamr!

OkHo MpeaynpexAeHHs

OKHO MPBAYTIPEAEHNS MOSIBNACTCA MK OBHIPYHEHHH BHPYCa HIH HEoBAMMCTH
EreWaTE Nk TES Nons3aEaTEnA

OTOBRANATE DPEAYTPEMABHHA
OkHO yBEAOHREHHR
AManary, NPeaHasHaYEHHEIE ANA OT0OPAKEHHA KOPOTKMX COOBILEHNH MK BONPaCaE.

] 3akpeiBaTs ananork coofiuenii aBTomaThHECH o MeTeder (e ) 120

HacTpoiks gocTyna
i = KOHTEKCTHOE MEHIO
PasHoe

VHTEPAKTHEHBIE YESAGHNEHHA H BCMNBIBAFILLLHE N0 ACKAKH
10 YMONHSHHID KHTEPAKTHEHbIE YEEACMNEHHA DTOBPAMAMTCA B MPABOM HIDKHEN YT Ty
3KPAHS B CUTYaLMA, HE TREBYHOLUMY BHELLATENLETES NONb30BATENA,

[7] arofipaxate yeeaounersa na paoven ctone | HacrponTe yeeaonaeHHA, .
OTORPAHATE NOACKASKH HE MAHENH 3823 B TeueHHe (Tex.) L=

LONODHHTERLHEIE HACTROPKH, .

[ @Woe ][ omesa | [ noymerssme |

Bbl6epuTe NyHKT «[J,0NONHUTE/IbHbIE HACTPOMKUY /19 HACTPOIKM
[OMO/IHUTENbHbIX NapaMEeTPOB NpeAynpeXxXAeHUA U yBeLOM/IEHWHA,
B TOM YMC/e napameTpa «OTo6paxartb yBeJ,0M/IEHMUS TONbKO Npu
Heo6X0AMMOCTY BMeLLATeNbCTBa». OH MO3BO/AET BKIOYATb UK
BbIK/TIOYATb OTOBPAXKEHWNE YBEAOMIEHWIA, KOTOPbIE He TpebytoT
BMELLATE/IbCTBA CO CTOPOHbI M0JIb30BaTess. YCTaHOBUTE haXkoK
«OTO6paXkaTb TONLKO TpebytoLive BMeLLaTe1bCTBa M0/1b30BaTeNs
YBEAOM/IEHWS NMPU 3aMYCKe MPUNOXKEHWNA B MOJIHOIKPAHHOM
pexuvme» A5 NoAaABIEHNS BCEX COOBLLEHWNI, He TPeByHoLMNX
OTBETa N0/b30BaTeNd. PackpbiBatoLleeca MeHto «MuHMMabHas
cTeneHb AeTanu3aunm CoobLEHNA» NpefHa3HAYeHo AN

BbI6OpPa MMHMMa/TbHOTO YPOBHA CEPbE3HOCTM NpeaynpexaeHuii

1 yBEOM/IEHUIA, KOTOPbIE LO/KHBI 0TO6PaXKaTbCa Ha IKpaHe.

rocnefHWIM NnapameTp 3TOro pasfena npefHasHadeH ans
onpepeneHns ajpecaTos yBeAOMIEHWI B MHOMOMO/1b30BaTeIbCKOM
cpefie. B none «B MHOromnoJsib3oBaTe/IbCKMX CUCTEMAxX 0To6paXxaTb
yBeaoMIeHUs AJs NoJib30BaTeNs» MOXHO yKa3aTb No/1b30BaTeNs,
KOTOPbIV ByaeT Noay4aTh BaXXHY MHGOpMauunio o pabote
nporpammbl ESET Smart Security 4. OBbl4HO 3TO CUCTEMHbIN

WU CeTEBOWM aAMUHUCTPATOP. 3Ta GYHKLMSA 0COBEHHO nosie3Ha

LN TEPMUHANbHbIX CEPBEPOB, B KOTOPbIX BCE YBEAOM/IEHMS
npeaHasHayatoTCs aAMUHNCTPATOPY.

4.9 ThreatSense.Net

Cnctema cBoeBpeMeHHOro obHapyeHna ThreatSense.Net sBnsetcs
WHCTPYMEHTOM HeMea1eHHOrO M 6bICTPOro MHGOPMUPOBAHUSA
KoMMaHuM ESET 0 NosiBNeHMM HOBbIX yrpo3. [lencTBytoLas B 060mx
HanpaB/IEHNAX CUCTEMA CBOEBPEMEHHOMO 0O6HApYXXeHNs nMeeT
eIMHCTBEHHOE NpeAHa3HaYeHne — cAenaTh 3aLmTy KOMMbTepa
nonb3oBaTend elle 6onee HageXXHOW. JlydwMM CNocobom 06HapYKUTb
HOBbIe yrpo3bl Cpasy Nocsie nx NosiBAeHMA aBaseTca cbop
MHbOPMaLLMM OT KaK MOXHO 6O/bLLEro Ynca Nonb3oBaTesnen 4ns
AanbHEeNLero NCnonb3oBaHNS COBPAHHbIX AAHHbIX B MPOAYKTaX
3awmTbl. CylecTByeT ABa BApPUAHTA, ONMUCAHHbIX HUXKeE.

* [lonb3oBaresib OTKAOYAET CUCTEMY CBOEBPEMEHHOIO
o6Hapy>|<eH|/|9|. [pwv 3TOM NoNb30BaTe/ b He TepAeT HUKAKMNX
BO3MOXHOCTEN nporpamMmbl, 1 ero KOMnbtoTep 3alluileH
HaCTO/1IbKO XOPOLWO, HACKOJ/IbKO 3TO BO3MOXXHO.

* [lonb3oBaTenb paspeLlaeT cMCTeMe CBOeBPEMEHHOIo
obHapy>KeHWs nepefaBaTb aHOHUMHYO MHOOPMALMIO
0 NMOSIB/IEHMN HOBBIX YIPO3 W, €C/IN YrPO3bl OBHAPY>KEHbI,
oTnpasnsaTb Gamn, cogepykaLLmii 310HAMEPEHHbIN KOA.
®ann nepepaetcs B nabopatoputo ESET ang TwiatenbHoOro
aHanm3a. MsyyeHme 3Tx yrpo3 NOMOXeT KOMNaHW
ESET 06HOBUTb CpeacTBa 06Hapy>keHns yrpo3s. Cncrema
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CBOEBPEMEeHHOro 06HapyxeHns CObVPaeT aHOHUMHYIO MHGOPMaLIMIO
0 KOMIbIOTEpax Nojib30BaTesen, KOTopast MOXET UMETb OTHOLLEHWe

K HeAaBHO MOSBMBLUMMCS yrpo3am. 3Ta MHPopmMaLma

MOXeT cofepxaTbobpasel, Koga nnm Konuio darna, B KOTOpom
nosiBUNach yrposa, NyTb K MECTOMONOXKeHUIO dpanna, M

danna, gaty v Bpems obHapyxxeHus, UMs npoLiecca, B KOTOPOM
obHapy)eHa yrposa, n nHdopmaLmio 0b onepaumoHHOM cMcTeme
nosib3oBartens. HekoTopble 13 3TUX JaHHbIX MOTYT cofepKaTb
JINYHYIO MHPOPMALMIO O MOJIb30BaTe e, HANpUMep 1M
no/s1b30BaTeNS B HA3BAHMAX NANOK U TOMY NOA06HbIe C/ly4anHble
BKJ/TIOYEHMA INYHBIX AAHHbIX.

TaK Kak CyL,ecTByeT BEpOATHOCTb TOFO, YTO B OTMPABASEMYIO
nMHdOpMaLMIo HenpeaHaMepeHHO MOTYT MOMNACTb JINYHbIE CBeEHUS
0 NMo/ib30BaTes1e 1 ero KOMMblOTEPE, KOMMNaHua ESET 3aBepseT, 4To
nepefaBaemas MHGOpMaLMa He ByAeT MCMOMb30BAHA HU B KaKUX
MHbIX LLeNsx, KpoMe Liefieil paHHero 06HapysKeHms HOBbIX Yrpo3.

Mo ymonyaHuto nporpamma ESET Smart Security 3anpatuvBaet
paspeLlleHue Ha nepeAaqy NoAo3puUTebHbIX Gpansios B nabopaTopuio
ESET. ®annibl ¢ Takumm pacwmpermnsamu, kak DOC nnm XLS, He
nepeaaroTcs, AaXKe eC/iv B HUX 0BHapy>KeHbl yrpo3bl. MOXHO
yKasaTb tobble Apyrue Tunbl Gannos, KOTopble cieayeTt

NCKTIOYUTL U3 NepefaYn.

MapameTpbl CUCTeMbl CBOEBPEMEHHOrO 06HapY>KeHWS JOCTYMHbI
B pasfene fepeBa pacluMpeHHbIX HACTPOeK «Cy>ke6Hble
nporpamMmbi» > «CUCTEMA CBOEBPEMEHHOI0 O6HapY>KeHUSAY.
YCTaHOBUTE PNAXKOK BKAHOYUTb CUCTEMY CBOEBPEMEHHOTO
06HapyXeHUs». DTO NO3BO/INT aKTUBUPOBATb GYHKLMIO. 3aTeM
HaXKMWUTE KHOMKY «[LOMOIHATEIbHbIE HACTPONKMY.

s

ESET Smart Security

Hacrpoiika

- BAIMTA 0T BUPYCOE M WAHOHCKMX Nporpamy | CHETEMa CB0SEPEMEHHOra 0BHapYKeHHA
- MEpCaHANHEI dafiepson
- MOy SEIMTE) OT CNata
OfHopReHHe
CrykefHeie nporpantsl

NG KypHANDE

Kapartnn

TMnaHMpOoBLIHIE

TIPEAYTIPEXASHHA H YBEACMIEHHS

CicTenma bicTRorD onosewenns ThreatSense. Met Early Warning System — 37a caMeii
ShBEKTHEHEIA CNOCO, € NOMOLLIER) KOTOPOFD KorNaHHA ESET MOMET SaLLMULATE CEOH:
ICIHEHTOBE W AEP¥ATE X B I5YPCE HOBLIX YTPO3, 3Ta CHCTEMA NOMOr3eT NON:30BaTeNaM
NEPEAABATE HBBIE BMPYCHI B NABOPETOPHH ESET U NONYHATE COBETEI N0 3AWATE
KOHMEROTEDCE,

BRAMKUHTE: CHETEMy BBICTROMD ONOB&WEHA ThreatSense Net

LOnonHHTE el HACTPOTRY, <

- VTepibetic
I PasHOe

ALON0nHHTENEHSA MHhODHAWA 0 CHCTEME C o ofiHapykEHNA.,
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4.9.1 MNopospuTenbHble paisibl

Brnaaka «MoposputesibHble $panibi» NO3BONSET N0Ob30BATENIO
HaCTpOuTb CNOCob Nepefayn BpeLOHOCHOro Kofa B s1abopaTtoputo
ESET onga aHanusa.

Ecnn nonb3oBatesb BbISIBUI NOA03PUTENbHbIN Gaisi, OH MOXeT
nepeaaTh ero B 1abopaTopmio KOMMNAHUK AN AaNbHeNLWero aHanmsa.
Ecnu pann conep>XmT 310HaMepeHHbIN KOA, MHPOpMaLumMa 0 HeM
ByLeT BK/IOYEHA B C/IeAyHOLLYI0 BePCUIO 6a3bl AAHHbIX CUTHATYP
BWPYCOB.

Mepepada GannoB MOXET BbINOAHATLCSA AaBTOMATUYECKH.

Ecnuv BbiGpaHa 3ta dyHKLMS, Nofo3puTesbHble hansbl
oTnpasnaoTca B GOHOBOM pexknmme. [Lns TOro 4Tobbl 3HaTb, Kakune
dbannbl OTNPABAAOTCA 415 aHANM3a, M MOATBEPXKAATb UX OTNPaBKY,
Bbl6epnTe NyHKT «CNpoCcuTb Nepes nepepavyen».



CUCTEMa CEOEBREMEHHOMD DB HAPYHEHIA F7=s
NogaspurentHeie dafnel | Cramaomuaka | Nepeiava
MNogospuTentHele dakins
() He nepenasath Ha aHams
! CipocuTs nepen neperaqer
(0) [lepenasare, He cnpawMean
Korna nepenasare
) Kak MoskHO cropee
@ Bo BpemA oBHOENEHHA
FPUNETD HCKIKIYEHUA
Macka o JofauTe.
oo E|
n HaraeHre,
it
7
N Yaamms
* bk
Blaw anpec 3 nekTpoHHoi nourkel [HeodasarensHo);
oo

YTobbl 3anpeTuTb Nepeaady Ganos, Bbibepute NyHKT

«He nepepaBatb Ha aHanu3». [IpMMeYaHume: 3anpeT Ha nepefady
$bannoB He BAMSET Ha Nepedady CTaTUCTUYeCKon MHbopmaLumm

B ESET. MNepefava CTaTUCTUKM HACTpamBaeTCs B OTAE/IbHOM pasgene,
KOTOPbIV ONNCAH B CIeAYIOLLEN [1aBe.

Korpa nepepaBatb

Mopo3puTenbHble danabl nepefatoTcs B nabopatopuio ESET

Npw NepBOW >Ke BO3MOXHOCTU. PekoMeHAyeTCs MCNoNb30BaTb
BblAe/leHHOoe NoAK/IIYeHNe K MIHTepHeTy. B 3ToM ciy4ae
nofo3puTenbHble banabl byayT nepefaBaTbes 6e3 3a4epek.
MOXHO nepeaaBaTb NOA03PUTENbHbIE Gait/ibl BO BpeMSs
o6HoBeHus. Eciv BbibpaHa 3Ta GyHKLMA, NOA03PUTENbHbIE Pa/ibl
ByayT HAKaNAMBATBLCS M 3arpy>kaTbCs Ha cepBepbl 1abopaTtopun
ESET BO BpemMsi 06HOBNEHUS.

DUNLTP UCKIOYEHUSA

He Bce dpannbl 4OMKHBI NepefaBaTbCs B labopaTopumto ESET. dunbtp
VCKII0YEHMS NO3BONSET UCK/TIOYUTDL U3 Nepefadn onpefeneHHble
dannbl v nanku. Hanpumep, MOXHO UCKIYaTb Gansbl, coaepxalime
KOHOUAEHUMANBHYIO MHGOPMALMIO (LOKYMEHTbI MW 3NEKTPOHHbIE
Tabamubl). Camble pacnpoCTpaHeHHble TUMbl GaNIOB UCKTHOYEHbI

no ymonuanuio (Microsoft Office, OpenOffice). Mpu HeobxoaMMOCTU
CMNCOK UCKTIOYEHNI MOXHO PaCLUMPUTb.

ALpec 3n1eKTPOHHOW NoYTbl

AZpec 31eKTPOHHOW NoYThl Nnepefaetcs B ESET BMeCTe C N0A03pUTeNbHbIM
$anaom n MoXeT BbITb MCNOAb30BaH A4 3anpoca AOMONHUTENbHON
MHGopmaunm, HeobxoaMMom ANs aHanm3a nepefaHHbix Ganios.
Ecnn BONpoCoB HeT, No/1b30BaTe/ib He NOYYUT HUKAKOro OTBeTa Ha
nepegavy Ganios.

4.9.2 Cratucrtuka

Cnctema cBoeBpeMeHHOro obHapyeHuna ThreatSense.Net cobupaet
AHOHMMHYI0 MHDOPMALMIO O KOMMbIOTEPAX NOb30BaTENEN,

KOTOpast MOXET MMETb OTHOLLEHWE K HeaBHO MOABMBLLUMMCSA
yrpo3am. 31a MHbopMaLmsa MOXeT CoAepXKaTb UMSA BUpyCa, AaTy

1 BpemMs 06Hapy»eHus, Bepcuio nporpammbl ESET Smart Security,
BEPCUIO ONEepaLNOHHOM CUCTEMbI KOMMbIOTEPa Y MHGOPMAaLLMIO

0 ero pacnonoXeHnun. O6bIYHO CTATUCTMKA NepefaeTCs Ha cepBep
ESET oavH wnn ABa pasa B AeHb.

MpumMep nepefaBaeMoro nakerta co CTaTUCTUKON:

utc time=2005-04-14 07:21:28

country=“Russia™

language=“RUSSIAN"“

osver=5.1.2600 NT

engine=5417

components=2.50.2

moduleid=0x4ed4f4d4l

filesize=28368

filename=C:\Documents and Settings\Administrator\
Local Settings\Temporary Internet Files\Content.IE5\
C14J8NS7\rdgFR1463[1] .exe

H= o e H o H HE

Korpa nepepaBatb

B pasgene «Korpga nepegaBaTtb® MOXXHO HACTPOUTb BpeMs rnepeaadm
CTATUCTUKK. ECIn BbIBpaH BapuaHT «Kak MOXXHO ckopee»,
cTaTnucTmnyeckas tHopmaumrs OTNpaBasSeTCs Cpasy Noc/ie Co3aAaHnS.
OTOT BapuaHT NOAXOAUT A1 CUCTEM C MOCTOSSHHbIM MOAKAOYEHNEM
K MHTepHeTy. ECan BbibpaH BapraHT «Bo Bpems 06HOBIeHUA»,
cTaTncTmnyeckas nHPopMaLma COXpaHsSeTCs U nepefaeTcs BO

Bpemsi 0O6HOBNeHMS.

Lo s

CHCTeMa CBOEBPEMEHHOrD OBHAPYKeHMA

MogospuTentHele daribl| CTaTHETHEE | Mepegaya

CramacTuka

BKMOYHTE NEpEnaYy SHOHUMHON CTATUCTHHECKOM MHPOPMAaLUWI

Korpa nepenasars

() Kakr mowHo cropes

Ba spema ofHoBeHUA

CTATHCTHYECKSA MHPOPMELMA SHOHMIMHE M HE COREPHMT HIAK KA MHIHER
WM KOHGUAEHUHATEHEI A3HHEX

493 Mepepava

B 3TOM pasgene MOXKHO BblI6paTb cnocob nepefayu Gpamnnos

M CTaTUCTUYECKOM MHPOPMALMK CpeACTBAMM YAANEHHOTO
agMuUHUCTprpoBaHua ESET unn HenocpenctseHHo B ESET. [1na Toro
4TO6bI MOA03pUTENIbHBIE Galbl U CTaTUCTUYECKas MHGOopMaLns
noctaBnanuce B ESET, BbibepuTe napameTp «CpeacTBamMum
yAaNleHHOro afMMHUCTPUPOBAHUSA UIN HEMOCPeACTBEHHO

B ESET». EC1 3TOT NnapameTp yCTaHOBAEH, Gan/ibl N CTATUCTMKA
6yayT nepeaaBaTbCa BCeMU AOCTYMHbIMW cpeacTBamm. Mpu
nepegave nNoAo3puTenbHbIX Gannos cpeacTBaMm yaaneHHoOro
AAMUHUCTPUPOBAHMA OHY MOMaAaoT Ha cepBep yaasIeHHOro
AAMUHUCTPUPOBAHKS, a 3aTeM NepeaaoTcs B 1abopaTopuio

ESET. Mpwu BbI6Ope BapmnaHTa «HenocpeacTBeHHO B ESET»
NoAo03puTenbHble Ganibl M CTAaTUCTUKA OTNPABASKOTCA NPOrpamMMon
B nabopartoputo ESET Hanpamyto.

CHCTEME CEORBPEMEHHOMD DAHaPYKEHUA o=
| MNonospuTEnsHEE @akinb I ETa’WIDTHKa‘ Mepeaaya ‘
Pacnpoctpatenie nepegaqm
PEACTESMA YLANEHHOMD AIMHHHCTRMPOBAHKHA WM
=nocpeacTecHHo 6 ESET H
CpeacTeari YlaneHHoro AlMUHHCTPHPOBHHA
() HenocpencteenHo e ESET
[Oepenare cefvac
Kaur 1%
KomiecTso NpeaHasHaueHHb AnA nepeiayud dainos: 0
[T BecTu sypHan
—

[na nepefayn OTI0XKEHHbIX GanoB UCNOb3yTe KHOMKY «MepeaaTb
ceryac». HakMuTe 3Ty KHOMKY, 4To6bl nepeaatb hansibl U CTATUCTUKY
He3ameanTesnbHO.

YcTaHoBMTe GnaXKoK «BecTu XXypHaM», YTO6bl BKIOYUTH PErncTpaLmio
cobbITUI Nepeaayn nHGopmaumm n hamnos. Mocne KaXKAon
nepefayv NoA03pUTENbHBIXPANIOB UM CTATUCTUHECKON
MHdOpMaLMM CO34AETCS 3aMUCh B XKypHAse CObbITUNA.

4.10 YpaneHHoe afMUHUCTPUPOBaHue

YpoaneHHoe afAMUHNCTPUpPOBaHME ABNSETCA MOLLHbIM MHCTPYMEHTOM
ONAa NoAnep>XKKU MONUTUKN 6eszonacHoCTN U nony4yeHumsa I/IHd)OpMaLI,MI/I

35



06 06bLLemM ypoBHe 6e30MacHOCTM B CETU. DTO 0CO6EHHO MOoNe3HO

B 60/1bLIMX CeTAX. YaaneHHoe afAMUMHUCTPUPOBaHNe NoMoraeT

He TONbKO MOBbLICUTb YPOBEHb 6€30MaCHOCTW, HO U YNPOCTUTb
ynpaeneHue cuctemor ESET Smart Security Ha paboymx CTaHUmsIX.

HacTponku ynaneHHoro aAMMHUCTPUPOBAHNSA AOCTYMHbI U3 [/TABHOMO
OKHa nporpamMmmbl ESET Smart Security. NepenanTe K pasaeny
«HacTpoiiku» > «BBOJ, BCEro fepeBa pacliMpeHHbIX NapamMeTpoB» >
«Pa3sHoe» > «YpaneHHoe afMUHUCTPUPOBaHUEY.

ESET Smart Security

Hacrpoiika

JAUWNTE OT BHPYCOB M WMMOHCKH: Mparpan | YAMIEHHO SAMHHHCTRHAOBaHHE
MepconansHbIi dafiepson En
MoAynb 3alWMTH 0T Cama
\ OBrosnerme

A I CEPEERY. YASNEHHOT O AAMHHACTPHPY

CywefiHere nporpamrs! @

i Ocroena cepeep

©) AomonHTeneHei cepsep

=) PasHos =
- Mpoker-cepesp
- TIHUEHEHA

OeHoBHol cepeep
fapec cepespa Mogr:
| ‘ | zz22 ‘

[] AlocTyn K cepseDpy YAINEHHOND AAMMHICTOHPOBAHHA JaUUALLEH Naponen
Mapone:

L ]

[/] Hricer aa He NOAKNMYATEEA K CEDBEDY N0 HE3AWHILEHHOMY COBAVHEHHHD

[¥oK Ormena Mo ymondaHmo

15 TOro 4To6bI BKIKOYUTD PEXXMM YAANEHHOT0 aAMUHUCTPUPOBAHMS,
B OKHe HaCTPOeK YCTaHOBUTE GIaXKOK «MOAKIIOUUTLCS K CepBepY
YAA/IEHHOTO aiMUHUCTPUPOBAHUAY. 3aTeM MOXHO HACTPOUTb
HU>KenepeymcaeHHble NapaMeTpbl.

* «Appec cepBepa» — CeTeBOW apec cepBepa yaaseHHoro
aAMUHUCTPUPOBAHMA.

*  «[lopT» — NOPT, MCNOJIb3yeMbIN A5 NOAKIOYEHNS K CepBepy
yAaNeHHOro aAMUHNCTPUPOBAHNSA. PekomMeHayeTcs oCTaBUTb
MOPT MO YMONYAHUIO — 2222.

©  «M/HTepBa/ MeXAy NoAKI4eHUssMU K cepBepy (MUH.)» —
4acToTa, C KOTopoW nporpamma ESET Smart Security noakntodaeTcs
K CepBepy YAANEHHOIO aAMUHUCTPUPOBAHNSA A1 OTNPABKM
AAHHbIX. pyrMu CIoBaMK, NoJe COAEPXKNT BPEMEHHON
VHTepBa 0TNpaBKkn MHPOPMALMK HA cepBep. ECIM YCTaHOBNIEHO
3Ha4eHue 0, AaHHble OTNPABASAIOTCA C MHTEPBAIOM B 5 CEKYHA,.

°  «JlOCTYN K cCepBepy yAaNeHHOro agMMHUCTPUPOBaHUS
3aLlMLLEH NaponemM» — NMo3Bo/AeT BBECTU Naposib 414
NOAKNOYEHUS K CEPBEPY YAANEHHOO afiMUHNCTPMUPOBAHMUS
(ecnnato HeobxoAMMO).
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HaxkmuTe kHonky OK, 4To6bl NOATBEPANTL U3MEHEHUS 1 MPUMEHUTL
napameTtpbl. OHKM ByAYT MCNONb30BaHbI cCcTeMOM ESET Smart Security
015 NOAKNOYEHWS K cepBepy YAaNeHHOTro afAMUHUCTPUPOBAHUS.

411 JlnueH3usa

Ha Bragke «JIMueH3us» MOXHO yrpaB/isaiTb IMLEH3NOHHbIMW
Knto4aMm nporpammbl ESET Smart Security 1 Apyrmx npoayKTos
ESET, Takmx kak ESET Remote Administrator, ESET NOD32 gna
Microsoft Exchange 1 T. n. BMecTe € k/t04aMm NpefoCTaBAAOTCS UMS
nosib3oBaTtens 1 naposb 418 AO0CTyMNa K COOTBETCTBYIOWMM pecypcam
ESET. lnsa TO0ro 4106bl ,06aBUTb MU YAANUTb TIULEH3NOHHbBIN K/HOY,
HaXXMUNTe COOTBETCTBYHOLLYO KHOMKY B OKHE MeHekepa TNLEH3UN.
MeHeaykep MNMLEH3UN AOCTyMNeH B AepeBe pacluMpeHHbIX NapaMeTpos
B pasgene «PasHoe» > «JInLeH3nun».

=
ESET Smart Security E’
~ 'Ea
Hacrpoiika
3allNTa 0T BHPYCOB M WNHOHCKAX Mporpamy | Tiueraun
MepcoHansHeii daiepsan =
" parien MpoayKT Bnasneu Kom.,.  McTeuen...
- Moy b 33UMTsI OT cnama
OfHosnesne
Cnyaeefineie nporpams!
e WinTepieiic
- Pasmoe
-MpOKCH-CapBep
Fseean]

-V A3NEHHOE SAMHHHCTPHROEHHE
VHTEPALIMA € NOHTOBEINH KIHEHT A

Aofeonten. | [ yaanms | [ 3acasam.. |

[¥oK Ormena Mo ymonuaHKo

JIVLLEH3MOHHBIN K04 ABASETCS TEKCTOBLIM GanioM, CoaepKaum
NHPOpMaLMIo 0 NTpruobpeTeHHOM NpoayKkTe (Bnaaenew MLEH3NK,
KOMIMYECTBO IMLLEH3UI U AATa UCTEYEHWUSA CPOKA AENCTBUA IULEH3NN).

OKHO MeHedykepa NINLLEH31IA NO3BONSAET 3arpy>aTtb 1 npocMaTpmBaTb
cogep>Xxmmoe IMLEeH3NOHHbIX K/t0YEN C MOMOLLbIO KHOMKM «[,06aBUTb?.
Cofoep)xmmoe NMLEH3NOHHOOo Kto4a 0T06pa>KaeTc9| B OKHe
MeHezykepa. 11 Toro 4TObbI yaannTb q)aﬁﬂbl NNMLUEH3NM N3 CNncKa,
HaKMUTE KHOMKY «YAannTby».

ECNM CpOK AENCTBUS TNLEH3MOHHOTO K/t0Ha UCTEK M HEOBXOAMMO
NPOAO/IKUTb NCMONb30BaHME NPOAYKTA, HAKMUTEKHOMKY
«3akasaTb». B pesysibraTte OTKPOeTCS COOTBETCTBYIOWMI pa3aen Beb-
canTa KomnaHum ESET.



5. OnbITHbIY NONb30BaTe/b

[aHHas rnaea coaepXuT onncanme GyHKLMM CUCTeMb

ESET Smart Security, KOTOpble MOTyT OKa3aTbCs NOJIE3HbIMY ANA
60/bLUMHCTBA OMbITHBIX MOb30BaTeNen. DTN NapaMeTpbl U GyHKLMM
[OOCTYMHbI TONIbKO B pacLUMPeHHOM pexkume. s nepekntoyeHmns

B pPaCLUMPEHHbBIA PEXXNUM HKMUTE KHOMKY «[epeknoyYmTbCs

B PacCLUMPEHHbIN PEXUM? B IEBOM HUXKHEM YI/ly IIABHOMO OKHA
nporpammbl Unv HaxmuTe knasuwm CTRL + M Ha knasuaType.

5.1 HacTpoiika npokcu-cepBepa

B nporpamme ESET Smart Security HacTpoViku MpoKCu-cepeepa
pacrnosioXeHbl B ABYX pas/iMyHbIX pasfenax Aepesa paclupeHHblX
napamMmeTpos.

MapameTpbl MpOKCU-CepBEPa MOXXHO HACTPOUTb B pasgene
«PasHoe» > «[TpoKcu-cepBep». DTV HACTPONKM NPOKCU-CepBepa
ABNAOTCA 06 MMM 414 BCer nporpammbl ESET Smart Security.
STu napameTpbl UCMO/b3YIOTCA BCEMU MOAYIAMM NPOrpamMmbl,
KOTOpbIM TpebyeTca NoAKoYeHne K VIHTepHeTy.

19 HaCcTpoMKM NapameTpoB NMPOKCK-CepBepa Ha 3TOM YPOBHe
yCTaHoBUTe Gaxok «Mcnonb3oBaTh NpoKCU-cepBep», a 3aTeM
BBEAWTE afpec NpoKCK-cepBepa B nose «MpoKcu-cepeep», a TakxKe
HOMep nopTa NpoKcK-cepeepa B nose «MopT».

ESET Smart Security

Hacrpoiika

Mporer-cepesp

SEWHTA OT BHPYCOE H WAHOHCKHS NP0 Rat
T8poHaMLHbI thafispeon

MOAYNE 3EWHTE 0T CaMa

L. OEHOENEHE

CnyweBHEIE NporpanHs!

WiHTepdeic

[T McnonesosaTh npokck-cepsen
[Mporkch-cepsep Mapr:
3128

AYTEHTHEHKEUNA Ha NPCKCH-CepEEpE
VMR MoMb305 T2, Mapane;

-+ YAANEHHDE SAMHHHCTRHAOE NS
- VHTErPaUKA € NOUTOBEINM KTnETarH

Hafith npoxci-cepsep

[ @®oc [ omesa | [noymerssmo |

Ecnn TpebyeTcs ayTeHTUdMKALMSA HA MPOKCM-CepBEPE, YCTaHOBUTE
bnaxok «AyTeHTUPUKALMS HA NPOKCU-CepBepe», a 3aTeM yKaXKuTe
npaBW/bHOE MMS NMOJIb30BaTess 1 NapoJ/ib B COOTBETCTBYIOLLMX
nonsx. HakmmuTe KHoMky «HamTu Npokcu-cepBep», 4To6bI
aBTOMaTMYeCKn OnpeaennTb U BCTaBUTb NapaMeTpbl MPOKCH-
cepsepa. byayT ckonnpoBaHbl NapameTpbl, KOTOPbIE NCMO/b3YIOTCA
Be6-6pay3epom Internet Explorer. Cnefyet 3aMeTUTb, H4TO faHHble
ayTeHTUdMKaUUM (MMS NONb30BaTeNS U NAPO/b) MPY 3TOM He
KOMMPYIOTCS, 1 MONb30BaTe b O/IKEH YKa3aTb X BPYYHYIO.

Kpome Toro, napameTpbl NPpOKCU-CepBEpPa MOXHO HACTPOUTb

B pasgesne «[,ono/IHUTeIbHble HACTPOMKMN O6HOBIEHUSAY

(BeTka «O6HOB/IEHMEY 1ePEBA PACLUMPEHHBIX MAPAMETPOB).

STW napameTpbl NPUMEHSAIOTCA TObKO A5 AAHHOIO Npoduns
0BHOB/IEHMS U PEKOMEHAYIOTCA A8 MCMONb30BAHMSA HA
NepeHOCHbIX KOMMbIOTEPAX, KOTOPbIM HEOHXOAMMO NOJTyHaTb
0B6HOBIEHMS CUTHATYP BUPYCOB M3 PA3NYHbBIX MECTOMOOKEHWIA.
[lononHuTenbHble cBeAeHMSA 06 3TUX NapaMmeTpax CM. B pasgene 4.4
«OBHOBEHME CUCTEMDI».

L2 =

fonoAHuTenEHEIE HacTpOAKK

Pesidrd ofHoeaerua | MPokcu HTTP | okansHan ceres

He wenonksosark Npokcu-cepeep
() CoBMHEHMWE YBpEs MPOKCH-CEPBEN

Mpokcu-cepsep: MopT:
eza

MHra noneaoearens: MNapone:

[ Ok ] [ Orraena

5.2 MMnopT n 3KCnopT napamMeTpoB

VIMAOPT M1 3KCMNOPT TeKyLLen KOHPUrypaumm cnctemsl ESET Smart
Security 4OCTYMNeH TO/IbKO B paCLUMPeHHOM pexunme B pasgene
«HacTponku».

Kak npv nmnopTe, Tak 1 NPy 3KCNOPTE UCNOb3YIOTCA danibl
dopmata XML. Mpouenypbl UMNOPTA M 3KCNOPTA NOME3HbI 418
pe3epBHOro KOMMPOBAHWSA TEKYLLEN KOHDUIypaum CUCTEMBI
ESET Smart Security npy HeobxoAMMOCTM MCMONb30BaTb ee

B fanbHerwem (no nto6on npuynHe). Kpome Toro, akCnopT
napamMeTpoB NOJie3eH, eC/Iv HY>XKHO NepeHecTy OnpoboBaHHYO
KOHGUrypaumto ESET Smart Security Ha HECKO/TbKO CUCTEM. B 3TOM
c/ly4ae Ha Apyrux cucTemax Hy>kHo MpocTo MMMNOPTUPOBaTh

dann XML.

L7 s

Terywan koHdmrypauna ESET Smart Security moseT BbiTh coXpaHeHa &
thafine diopmaTa XML M NpH HEDHX0AWMOCTH BOCCTAHOBNEHS NOSHE,

MMNopT M 3KCNOPT NapameTpoe

WMAOPT M 3KcnopT

(@) MMNOPTHROBATE NApaMETRE

() ZKCNOPTHPOEATE NapaMET Rkl

WuA tharina:
! Lo
o
5.21 DKCNopT NnapameTpoB

DKCNOPTMPOBATb HACTPOMKWM O4eHb Nerko. 119 coxpaHeHWs TekyLen
KOHbUrypauum nporpammbl ESET Smart Security nepenante

K pasgeny «Hactpomku» > «AMNOPT U 3KCNOPT NapamMeTpoB».
BbibepunTe NyHKT DKCNOPTMPOBaTb NapamMeTpbl 1 BBeAUTE UMS
davina kKoHPuUrypaumnn. Icnonb3ynTe MPOBOAHNK ANS yKa3aHWS
MeCcTonoNoXKeHs danna KOHGUrypaLum.

5.2.2 MmnopT napameTpos

Mpoueaypa nMnopTa noxoxa Ha npoweaypy akcnopra. Mepengnte
K pasgeny «MMMopT v 3KCMOPT NapaMeTpoBY», a 3aTeM BbibepuTe
NYHKT «MMNopTUpOBaTh NapameTpbl». HaxXxmMuTe KHOMKY

“...0 N YKOKMTE arn KOHPUTrypaumm, KOTOPbIN HE0BX0ANMO
MMMOPTMPOBATh.

5.3 KomaHpHas cTpoka
Mopaynb 3aWmThl OT BUpYCcOB ESET Smart Security MoxeT 6bITb

3anyLeH 13 KOMaH4HOM CTPOKM BPYYHYHO (C MOMOLLLbIO KOMaHbl ecls)
NIV B MAKeTHOM pexknme (C nomoLbio daiia bat). 37



[lnd 3anycKka CKaHMpPOBAHUAMO TpeboBaAHMIO U3 KOMAHAHOW CTPOKM
MOTyT BbITb MCMOb30BaHbI NMePeynCcIeHHble HKe NapameTpbl
N apryMeHTbl.

O6wme napameTpbl:
— help

- version

— base-dir=AMKA
— quar-dir = MAMKA

nokasartb CrpaBKy 1 BbIATU
nokasaTb BEPCUIO U BbINTU
3arpysuTb moayau ns MAMKM
MATMKA KapaHTuHa

- aind MoKa3blBaTb MHAMKATOP aKTUBHOCTU

O6beKThl:

- files CKaHWpoBaTh Gansbl (Mo yMONYaHUo)

- no-files He CKaHMpoBaTb Ganbl

- boots CKAHWPOBATb 3arpy304Hble CEKTOPbI
(no ymonyaHmio)

- no-boots He CKaHMPOBaTb 3arpy304Hble
ceKkTopbl

— arch CKaHWpOBAaTb apXMBbI
(no ymonyaHuio)

- no-arch He CKaHWMPOBAaTb apXMBbI

— max-archive-level =YPOBEHb MmakcnmanbHbii YPOBEHb
B/IOXKEHHOCTWM apX1BOB
— scan-timeout = MHTEPBAJ1 cKaHWpOBaTb apxmBbl He Ao/bLLe
yKaszaHHoro MHTEPBAJIA B cekyHAax.
Ecnn Bpemsa ckaHMpoBaHuA
npesbILLAET 3TOT MHTepBan,
CKaHWpOBaHKe apxmBa npekpatiaercs
1 NepexoauT K ciegytowemy danny
CKaHVpOBaTb TOJIbKO MepBble
(PA3MEP) 6aiT B apxusax (no
YMOHAHMIO «0» — HE OFPaHNYEHO)

— max-arch-size=PA3SMEP

- mail CKaHMpoBaTb Ganbl 31eKTPOHHOM
noyThI

- no-mail He CKaHMpOBaTb Gam/ibl 31eKTPOHHOMN
noyThI

- sfx CKaHMpoBaTb
CaMopacnakoBbIBaOLLMECS apXmBbl

- no-sfx He CKaHWMpoBaTb
CcamMopacnakoBbIBAKOLLMECS apXMBbI

- rtp CKAHMPOBAaTb YMAKOBLLMKN B PEXXMME
peasbHOro BpeMeHu

- no-rtp He CKaHWMPpOBaTb YNaKOBLLMKM

B peXXnmMe pea/ibHOro BpemeHu

— exclude = MATKA MNCKN04UNTB MATKY 13 ckaHnpoBaHKMA

— subdir CKaHWpPOBATb B/IOXKEHHbIE ManKku
(no ymonyaHuio)
— no-subdir He CKaHMPOBATb BJIOXKEHHbIE Nankm

— max-subdir-level =YPOBEHb makcumanbHbiii YPOBEHb
B/IOXKEHHOCTM Nanok (Mo ymonyaHuio
0 =He orpaHu14eHo)

- symlink cnefoBaTb MO CUMBOTMYECKUM
ccbinkam (Mo ymonyaHuio)
- no-symlink nponyckaTb CUMBOAUYECKME CCbINKA

— ext-remove = PACLLMPEHWNA

- ext-exclude = PACLUMPEHNA nckntountb pamnbl
¢ PACLLMPEHUNAMM (4epe3
[BOETOYMA) U3 CKAHWMPOBAHMA

MeToabl:

- adware CKAHWPOBATb Ha HAa/IMYMe peknamMHoro/
LnMoHckoro/onacHoro Mo

— no-adware He CKaHMpoBaTb Ha Hanu4ume
peKIaMHOro/LUMMOHCKOro/
onacHoro Nno

— unsafe CKAHWPOBATb Ha Ha/In4ne
noTeHuUnanbHo onacHoro Mo

- no-unsafe He CKaHMpoBaTb Ha Hanu4ume
noTeHLManbHO onacHoro MO

- unwanted CKAHWPOBATb HAa Han4ne

NOTeHLMANbHO HexxenatensHoro Mo
He CKaHMpoBaTb Ha Hanu4ume
MOTeHLMaNIbHO HexenatesibHoro Mo
MCM0JIb30BaTb CUMHATYPbI

- no-unwanted

- pattern
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— no-pattern He UCNOoNb30BaTb CUIHATYPbI

- heur BK/IIOYNTb 3BPUCTUKY

- no-heur OTKJTKOYUTb 3BPUCTUKY

— adv-heur BK/IIOYNTb pacCLUVPeHHYO 3BPUCTUKY
— no-adv-heur OTKJIKOYUTb paCLUNPEHHYIO 3BPUCTUKY
OyucTka:

- action=/EVCTBUE BbINOAHUTL AEVICTBUE Hag,
3apaXkeHHbIMW 06bEKTaAMM.
BO3MOXHbIE AeNCTBUSA:

none (Hu4ero), clean (04NCTUTD),

prompt (3anpocuTb)

— quarantine KOMMPOBAaTb 3apaXkeHHble Ganibl
B KapaHTUH (LONOMHUTENBHO
K IENCTBUIO)

— no-quarantine He KONMMpOoBaTb 3apaXKeHHble hansbl
B KapaHTWUH

XKypHanbi:

- log-file=®OANN 3anmcbiBaTh MHGOPMALLMIO O COBbITNN
B DA

- log-rewrite nepesanucbiBaTb pans xypHana
(no ymonyaHuio — 406aBNATh)

- log-all pervcTpnpoBaTtb MHPOPMaLMIO
0 He3apaXkeHHbIX parnax

— no-log-all He perncTpmpoBaTb MHGOPMALNIO

0 He3apakeHHbIx ¢pannax
(no ymonyaHuio)

BO3MOXHble KOAbl 3aBepLUeHns:

0 —yrpo3sHe 06Hapy»eHO

1 —yrposaHangeHa, Ho He yaaneHa

10 - oCTanncb HEKOTOpPbIe 3apaXkeHHble haribl
101 —owwnbkKa apxmea

102 - owwnbka goctyna

103 — BHyTpeHHAs ownbka

MPUMEYAHMUE:
3HaveHWe Kofa 3aBepLueHns 6onblue 100 03Ha4vaeT, 4To Gamna He 6bin
OTCKAHMPOBAH N MOXET BbITb 3apaskKeH.

5.4 ESET Syslnspector

ESET Syslnspector — 370 NpuaoXeHWe, KOTOpoe TLWaTe/1bHO
nposepsieT KOMMNbOTEP M 0TOBpaXkaeT cobpaHHble AaHHbIe

B 0606LLeHHOM BUAe. Takaa MHGopmauma Kak AaHHble 06
VYCTAHOB/IEHHbIX ApaliBepax 1 NPUIOXKEHUAX, CETEBbIX COeAUHEHNSAX
1 BaXKHbIX 3aMMCAX B peecTpe No3BOJISET ONpeae/inTb NPUYmnHy
HEeOXXMAAHHOIO NOBeAEeHNS CUCTEMbI, KOTOPOe MOT/1I0 UMETb

MeCTO, Hanpumep, BC1eACTBME HECOBMECTUMOCTM MPOrpaMMHOro
AW annapaTtHoro obecnevyeHns UM 3apaXkeHns BpegoHOCHbIMMN
nporpamMmmMamu.

KomnaHusa ESET npensiaraet cpefcTso Sysinspector B ABYX
BapuaHTax. OTaenbHoe npunoxeHue (Sysinspector.exe) MoXXHO
3arpysnTb C Beb-camTa KomnaHum ESET. IHTerpupoBaHHas Bepcus
BK/IOYeHa B cucTemy ESET Smart Security 4. 1ns Toro 4tobbl
OTKPbITb pa3gen Sysinspector, nepenanTe B PACLUMPEHHbIN PEXUM
0TO6PaXKeHNS (N1EeBbIV HUXKHWIA Yo OKHA) 1 BbIGEPUTE MYHKT
«Cny>xebHble nporpamMmmsbi» > Sysinspector. ®yHKLUNOHA/IbHbIE
BO3MOXHOCTM U 31eMeHTbl yrpaBieHns 06enx Bepcuin 04MHAKOBbI.
EAVMHCTBEHHOE OT/INYMeE 3aK/I04aeTca B Cnocobe 06paboTkum
BbIXOAHbIX AHHbIX. OTAeNbHOE NPUIOXKEeHWe NO3BONSET
3KCMNOPTUPOBATb CHUMOK COCTOSHWUS cucTeMbl B XML-pann

1N COXPAHWUTb €ro Ha AMCK. OTO BO3MOXHO U B UHTErPUPOBAHHOMN
Bepcum Sysinspector. Kpome Toro, MOXHO BOCMO/1b30BaTbCA
yAO6HOM QYHKLMEN COXPAHEHMS CHUMKOB COCTOSIHNS CUCTEMDbI
HermocpeAcTBeHHO B OkHe «ESET Smart Security 4» > «Cny>xe6Hble
nporpamMmbl > «Sysinspector» (4ONONHWTEbHbIE CBELEHNS CM.

B pasgesie «5.4.1.4. Sysinspector Kak 4acTb CUCTeMbl ESS»).

MopoxauTe, noka cpenctso ESET Sysinspector ckaHupyeTt
KOMMbIOTEP. DTO MOXKET 3aHATb OT 10 CeKYHA, O HECKONTbKUX MUHYT
M 3aBUCUT OT KOHbUrypaLumm 060pya0BaHMS, OnepaLnoHHOM
CUCTEMbI U KONMYEeCTBA YCTAHOBEHHbIX MPUTOXKEHWI.



5.41 UHTepdelic nonb3oBaTtesisi U paboTa B NPUIOXEHUN
LS NpoCTOTbl MCNONb30BAHNSA [MTABHOE OKHO pPa3AeneHo Ha vyeTbipe
4acTW: CBePXY HAXOASTCS 31EMEHTbI ypaB/eHNs MporpaMmmon,
C/leBa — OKHO HaBMraumm, cnpasa no LLeHTPYy — OKHO OMMCAHMS,

a CnpaBa BHU3y — OKHO NOAPOOHbIX CBEAEHUN.

C\ProgramDatahESETAESET Smart SecuritysSysinspectorSysTnspector-WINVISTAX64SP1-080125-1147.ip - ESET Syslnspector
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5.4.11 D/ieMeHTbl yrpaB/ieHWUs NporpaMmMon
B 3TOM pasgenie onvcaHbl BCe 3/1eMEHTbI YpaBieHnd, AOCTYMHble
B ESET SyslInspector.

«Dann»

Mo3BONSIET COXPAHUTb TEKYLLMIA OTHET A1 MOC/IEAYIOLLErO U3yYeHMS
WU OTKPbITb paHee COXPaHEeHHbIM OTYeT. ECIM OTHeT NpeHa3HaveH
ana nybamkaumm, pekomeHayeTcs co3gatb ero B popmare,
noaxoAALLEeM AN OTNPaBKW. B oTyeTe Takoro TMna oTcyTcTByeT
KOHGUAeHUManbHaa Hbopmayms.

MpumeyaHue: Ymobbl npocmompemb COXpAHEHHble paHee omyembl
ESET SysInspector, 0ocmamo4yHo npocmo nepemawiums Ux 8 2Aa8HOe OKHO
npozpammbl.

«[lepeBo»
[To3BonaeT pa3BepHyTb NN CBEPHYTb BCE Y3/bl.

«Crnncok»

Copepxnt GyHKLMK, obneryaroLime nepemMeLLeHne B npeaenax
nporpaMMbl, a Takxe npoymne pyHKumn (HanpumMep, Aaa nomcka
MHdopmMaLmm B IHTepHeTe).

BHUMaHwme! SnemeHmel, 8bi0eNeHHbIe KpACHbIM UBEmoM, S18ASHmcs
Heu3gecmHbIMU, N03MOMY NPo2pamma nomeyaem ux KaK NOMmeHuyudaAbHo
onacHvle. Ecau 3nemeHm 8bldeAeH KpAcHbIM, 3Mo He 03Ha4aem, Ymo ezo
MOXHO yoanumb. [eped yoaneHuem ybedumecb 8 mom, ymo ¢atibl
delicmeumenbHoO ONACHbI U He S8ASIMCS HE0bX0OUMbIMU.

«CnpaBka»
CopepXXunT cBeleHNS 0 MPUIOXKEHUN 1 ero GYHKLMAX.

«Moppo6bHee»

[lononHseT ceefeHns, oTobpaykaemble B ApYrnx CEKLUMUSAX IM1aBHOIO
OKHa, yrnpoliaa TeM cambiM paboTy C NporpaMmmon. B «6aszogom»
pexxrMe Nonb3oBaTesib UMeeT JOCTYN K UHPOopMaLMm, Heobxoanmon
LN MOUCKA pelleHnin CTaHAAPTHbIX NpobaeM B cucteme. B «cpedHem»
pexxume ESET Sysinspector oTobpakaeT cBefeHMs, KOTOpble
MNCMONb3YIOTCS pexke, a B «noAHom» 0TobpadkaeTcs BCs MHGOpMauus,
Heobxoanmas 4714 pelleHnsa Hanbosiee HeCcTaHAAPTHbIX Npobem.

«OUNbTPaLUS 31eMEHTOB”

Mcnonb3yeTca A8 NoMcka nofo3puTesibHbiX Ganios Uy 3anucem

B peecTpe cucteMbl. C MOMOLLbHO MO/3YHKA MOXKHO GUALTPOBaTbL
3/1EMEHTbI M0 UX YPOBHIO pycKa. EC/IN NMON3YHOK YCTaHOBJIEH

B KpaliHee fieBoe nosoxeHue (yposeHb pucka 1), oTobpaxkatoTcs

BCE 371eMeHTbI. [pun nepemMeL,eHm Noa3yHKa Brpaso nporpamma
6yAeT OTGUNLTPOBbIBATH BCE 3/1IEMEHTbI C YPOBHEM PUCKA, MEHbLLIM
TEKYLL,Ero YpoBHS, M 0TOBPa3nT TOMbKO TE 3IEMEHTbI, yPOBEHb

MOA03PUTENIbHOCTUN KOTOPbIX BbilLe 0TO6paXKaeMoro ypoBHS. EC/in
MoA3yHOK HAXOAMTCS B KpaHEM MPaBOM MOMIOXKEHWI, MporpamMma
0TO6paXaeT TO/IbKO ONpPefesIeHHO BPeOHOCHbIE 3/IEMEHTHI.

Bce anemMeHTbl C ypOBHEM pUCKa OT 6 40 9 MOryT 6bITb ONACHBIMK 4119
CUCTeMbl. ECNM He MCNob3yeTcs HXN OAHO peLleHune Ang obecneyeHms
6e30nacHOCTM OT KOMNaHuK ESET, pekoMeHayeTCa Noc/ie HaXoXKAeH s
NporpamMMHOM TAKOro 3/1eMeHTa NPOBEPUTb CUCTEMY OHAANH-
ckaHepoM ESET. OHnamH-ckaHep ESET pacnpocTpaHsaeTcs becnnatHo
M AOCTYMNeH Ha cTpaHuLe http://www.eset.eu/online-scanner.

MpumeyvaHue: YposeHb pucKa 3AemeHma Aezko onpedensiemcsl nymem
CpasHeHus Ugema 3AeMeHma C L8emom Ha N0A3YHKe yposHell pucKos.

«Mounck»

DyHKUMA NONCKA UCNONb3yeTCs A4 6bICTPOro HAXOXKAEHN S
KOHKPETHOrO 3/1eMeHTa MO ero Ha3BaHMIo UM YaCTU Ha3BaHUSA.
Pe3ynsTathl noMcKka 0TobpakatoTcsi B OKHE ONMUCAHMUS.

«Bo3Bpat»
C NOMOLLLbIO CTPENIOK Ha3az v BNepes MOXHO NepexoanTb B OKHe
OonmMcaHua K paHee 0TO6paxeHHOM MHGOpMaL K.

«Pa3pen coctosHuA»

OTOo6paXkaeT TeKyLLMI y3e/ B OKHe HaBUrauuu.
5.41.2 Hasurauus B ESET Sysinspector

ESET SyslInspector pacnpegensieT pa3HoobpasHble TUMbl MHGOpMaLLUK
B HECKONbKO 6a30BbIX Pa3AesnoBs, Ha3biBaeMbIX y3namu. YTobbl
NOYYNTb LLONONHUTE/IbHbIE CBEAEHNSA O KAKOM-TMO0 13 pa3fenos,
pasBepHMTE BNOXEHHbIE y3/1bl COOTBETCTBYIOLLEr0 y31a. YT06bI
OTKPbITb (pa3BepHyTb) y3e/, ABAXK/AbI LLEeSKHUTE MO HAa3BaHMIO

y3na b0 LWeNKHUTe 3Ha4oK FE Mau H psaoM C HazBaHWeM y3na.

Mpw nepemMeLL,eHnm No ApeBoBUAHON CTPYKTYPe y3/10B B OKHe
HaBUraumm o KaXk4oM 13 HUX SOCTYMHbl pa3inyHble CBeAeHNS,
oTobpakaemble B OKHe onmcaHus. Mpu nepexose K KOHKPeTHOMY
3/1eMeHTY B OKHE ONNCaHMA B OKHE NOAPO6HON MHbOPMaLMn
0TObpaXKatoTCA AONONHUTE/IbHbIE CBEAEHUS O HEM.

HuyKe npefcTaBAeHbl ONUCAHMA INABHbIX Y3/10B B OKHE HaBUraLmm
1N OTHOCALLLENCS K HUM MHGOPMaLMKN B OKHAX OMUCAHMUS U NOAPOGHbIX
CBeAEHUN.

«3anyuweHHble npoLeccbl»

DTOT y3e/1 COAEPXKNUT CBEAEHNSA O MPUIOXKEHUAX M MpoLeccax,
BbINOJIHAEMbIX BO BpeM# CO34aHNA oT4eTa. B OKHe onncaHns moryt
6bITb AOCTYMHbI AOMONHUTENbHbIE CBEAEHWNS O KAXKAOM M3 MPOLLeCcCosB,
Hanpumep Ha3BaHWSA AMHAMUYeCKnX BUBANOTEK, UCMOJb3yeMbIX
MpoLEeccoM, U UX MeCTOHaxoXAeHne B cuctemMe, HasBaHue
nocTaBLLMKa MPUSTIOXKEHWS, YPOBEHb PUCKA U T. .

B okHe nofpo6HoM nHdOopMaL MM cofepKaTcs LONOAHUTEbHbIE
cBefeHMs 06 31eMeHTax, BbIBpaHHbIX B OKHE ONMCcaHNS, Hanpumep
pasmep darna nam ero xawu.

MpumeyaHue. /libas onepauyuoHHAs cucmema cocmoum u3 HeCKOAbKUX
BAXKHBIX KOMNOHEHMO08, KoMOopble NOCMOSIHHO 8bINOAHSIOMCS]

u obecne4yusatom pabomy 6a308biX U XKU3HEHHO B8AXKHbIX QYHKUUL 9ns Opy2ux
N0Ab308aMeAbCKUX NPUAOXKEHUL. B 0mOeAbHbIX CAy4asx makue npouecchl
omobpaxkaromcs 8 npozpamme ESET SysInspector ¢ nymem, Ha4uHaKWumcs
C CUMB0A08 «\?2\». Dmu cuMB0AbI 0becneyusarom onmumusdayuto 00 3anycka
Makux Npoueccos U ¢ MoYKU 3peHust cCucmembl 16ASIOMCS 6e30nNacHbIMU

U NpasuAbHbIMU.

«CeTeBble coefuHEeHUNA»

B OKHe onmncaHms nepevymncieHbl NpoLecchl M NpUIoXKeHus,
obMeHMBarLMecs JaHHbIMK Yepes CeTb C MCMOb30BAHNEM
NpoTOKONA, BbI6paHHOro B okHe HaBuraumm (TCP unv UDP),
a TaKk>Xe yaasieHHble aapeca, C KOTOPbIMU 3TU MPUTOKEHUS
yCTaHaBAMBAKOT COeAnHeHNA. MOXHO TaKk)Ke NpoBepuUTh
npucBoeHue JoMeHoB IP-agpecam.

B oKHe noapo6HOM MHbOPMALMKN COAEPKATCHA AOMOMHUTE bHbIE
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cBefeHns 06 3/1eMeHTax, BbiIbpaHHbIX B OKHE OMMCcaHKMs, Hanpumep
pasmep banna uam ero xau.

«BaXkHble 3anncu B peecTpe»

CooepXXnT CrCoK onpefeneHHbIX 3anncen peectpa, KOTopble YacTo
6bIBAOT CBSI3aHbI C pa3IMYHbIMKM NpobaemMamm B CUCTEME: Hanpumep,
aBTOMATMYECKM 3arpy>kaemMble MporpaMmbl, 06beKTbl MOAYA
noafepxkun obospeeatena n 1. n.

B OKHe onmcaHuns TaKkxke MoryT 6bITb mepeyncieHbl Garnbl,
CBA3AHHbIE C OTAENbHbIMU U3 3TUX 3aNUCen. B okHe NoApO6HbIX
CBefieHMN MOXeT BbITb NpeAcTaBaeHa 4ONOIHUTEIbHAA
nHdopmauns.

«Cny>x6b1»

B oKHe onncaHmns nepevmcieHsl Garibl, 3apermcTpmMpoBaHHble
B KayecTBe cyx6 Windows. B okHe Noapo6HbIX CBeAeHUN
MO>XHO NMPOBEPUTbL CNOCOH 3amnycKka cyKbbl, 2 Tak)Ke HEKOTOPYHO
[OMNONHUTENbHYO MHbOPMaLMIO.

«[ipanBepbi»
CnnCcoK ApanBepoB, yCTAHOBEHHbIX B CUCTEME.

«Kputuyeckue pannbi»
B OKHe onmcaHns 0TobpakaeTcs COAEPXKMMOE KPUTUHECKIN BadKHBIX
dannos onepaunmoHHom cuctembl Microsoft Windows.

«NHPpopmaLms o cucteme»

CooepXXunT nogpobHble cBegeHns 06 060pyL0BaHNUM Y MPOrPaMMHOM
obecneyeHmn, a Takoke CBeAEHMS 0 NepeMeHHbIX OKPY>KEHWNS 1 NpaBax
nosib3oBartens.

«CBepeHus o dpanne»

CnNnCOK BXKHbIX CUCTEMHbIX ParaioB 1 Ganios 13 Nanku
Program Files. B okHax onuncaHua n noapobHbIX CBefeHUI MOXKeT
0TOBpaXKaTLCA AONONHUTEIbHAS MHPOPMALMA O pannax.

«O nporpamme»
CBegeHna o nporpamme ESET Sysinspector.

5.4.13 CpaBHeHue

®yYHKLMS CpaBHEHWSA MO3BO/SET NMOb30BaTENO CPABHUTb ABa
CYLLLECTBYIOLLMX XypHana. Pe3ybTaToM BbIMOHEHWS 3TOW KOMaHAb
ABNAETCSH HAGOP 3NEMEHTOB, He COBMAAAOLLMX B 3TUX XKypHanax. 3To
MO3BOSET OTC/IEXMBATb U3MEHEHMS B CMCTeMe — Tak1MM 06pas3om
MOXHO, Hanpumep, 06Hapy>KNTb AeATENbHOCTb BPeAOHOCHbIX
nporpaMmm.

Mocne 3anycka npuioXKeHne cosfaeT HOBbIV XXypHas1, oTobpaxkaemblit
B HOBOM OKHe. YTO6bl COXpaHUTb XKypHan B hawin, BbibepuTe MyHKT
«®ainn» > «CoXpaHUTb XXypHan». Oaribl KypHana MOXHO OTKPbITb
1N MPOCMOTPETb Mo3)Ke. YTOObI OTKPbITh CYLLECTBYIOLLUIA XXYPHa,
BblbepuTe MyHKT MeHt0 «@ann» > «OTKPbITb XXYpPHan». B raBHoOM
OKHe nporpammsbl ESET Sysinspector Bceraa otobpaykaeTcs TONbKo
OfIVIH XypHaJ.

MPUHLMN CpaBHEHMS ABYX )KYPHAOB 3aK/1104AETCS B CPABHEHUM
AKTUBHOIO XKypHana c >xypHasaom 13 parnna. ns cpaBHeHMS
XKYPHA0B BOCMONb3ynTECh KOMaHAOM «Pann» > «CpaBHUTb XXypHan»
1 BbI6epuTe NYHKT «Bbl6paTb pann». BolbpaHHbIN XXypHan byaeT
CPaBHEH C aKTUBHbIM >KyPHA/IOM B ITaBHOM OKHE MporpaMmel. byaeT
oTOBpakeH Tak Ha3blBAEMbI CPABHUTE/bHbIN XXYPHAN, coaepyalymii
pasnuymns Mexay AByMs CpaBHUBAEMbIMM XXypHanamu.

MpumeyaHwme: [1ns cpagHeHus 08yX XXYpHAN08 8bibepume nyHKm «Datia» >
«CoxpaHumb XypHan» U coxpanume XxypHan kak ZIP-¢atin. Bydym coxpaHeHbl
06a ¢atina. Ecau no3xe omkpbims makoll patia, asmomamuyecku 6ydem
8bINOAHEHO CpaBHeHUe CO0epPXKAaLLUXCs 8 HEM XXYPHANO8.

PsooM C 0TOBpaXkaemMbiMy 31eMeHTaMK B Sysinspector nomeLarTcs
CMMBO/bI, 0603HaYAOLLME PA3NNYNST MEXKAY XKYPHANAMMW. DNIEMEHTHI,
OTMeYeHHble 3HaKOM ™, HAXOAATCA TOJIbKO B aKTUBHOM XypHasne
M OTCYTCTBYIOT B )KYpHaJie, OTKPbITOM A1 CPABHEHWSA. D/IeMEHTbI,
oTMeYeHHble 3HakoM F, MPUCYTCTBYIOT TOMILKO B OTKPLITOM XypHasie
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N OTCYTCTBYIOT B aKTUBHOM.

OnucaHue Bcex CMMBOOB, KOTOPble MOTyT OTO6pa>KaTbCﬂ HanpoTtme
31eMEHTOB!

* HoBOE 3HaYeHWE, OTCYTCTBYET B NpeablAyLLEM KypHae;
r -
[+ pasgene ApeBOBUAHON CTPYKTYPbl COAEPXKATCS HOBbIE 3HAYEHUS;

= yAaNieHHOe 3HayYeHve, MPUCYTCTBYET TO/bKO B MpeblAyLLel BEpCUM
XKYpHana,;

& & pasgene ApeBOBMAHOIM CTPYKTYpbI COAEPXKATCS YAANEHHBIE
3HaYeHus;

© 3HaYeHMe v bann 6biIn U3MEHeHbI;

@5 paszene ApeBOBUAHOM CTPYKTYPbl COAEPXKATCS M3MEHEHHbIE
3HAYeHUs UK Gannsl,

M ypoBeHb pUcka CHU3UCSH UK Bbi BbILLE B MPeblayLien Bepcum
XKypHana;

M ypoBeHb purCKa yBeMYMICA UK BbiT HUXKE B MpeblayLien Bepcum
KypHana.

B cekumu B 1€BOM HUXKHEM YTy 0T06pa>|<aech onmncaHue Bcex
CMMBOJIOB, a TaK>)Ke Ha3BaHMA CpaBHMBAeMbIX )XYPHA/10B.

CocToanne 3anucH b

TEwyLp HyEHaAC Sysinspector- WINVISTAXEASPL-0S0125- 1147 xmi [3ar_
Korgugerupuaneso: 3

NMipegsayus xypran: Sysinspector-WINVISTAXE4SPL- 0901 24- 1BS6.xmi
Kosgwgengransso a3

CosExmTs: [PezyneTar cosewstir]
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Mpumep.

Co3panTe XXypHan, Coaep KaLLmii UCXOLHY MHGOpMaL Mo 0 cucTeme,
1 coXxpaHuTe ero B Gana C Ha3BaHWeM «npeablaywnin.xmi». Nocne
BHECeHWs U3MEeHeHW B CUCTeMy OTKponTe Sysinspector n co3pganTe
HOBBbIN XypHasn. CoxpaHuTe ero B Gam C HazBaHWeM «TeKyLLMn.xm».

YTO6bI OTCNEAMTD PA3INUNA MEXAY STUMUN ABYMS SKYPHANAMU,
nepenanTe B MeHto «®@amnn» > «CpaBHUTb XXypHaa». Nporpamma
€O3[aCT CPaBHUTENbHbIN XXyPHa, COAePXKALLUN Pa3INYUAMUN MEXAY
CpaBHMBAEMbIMU XXyPHANAMMU.

TOT »Ke pe3ynbTaT MOXHO NMOSYYUTb C MOMOLLbIO CIeyHOLLIMX
napameTpoB KOMaHLHOWM CTPOKM:

Syslsnpector.exe mekywut.xml npedbidywuti.xml

5.4.1.4 Sysinspector kak 4acTb cucteMbl ESET Smart Security 4
[ina Toro 4Tobbl OTKPLITL pa3aen Sysinspector B cncteme ESET Smart
Security 4, BbibepuTe NyHKT «Cny>kebHble MporpamMmbi» >
Sysinspector. DnemeHTbl yripasieHns B okHe Sysinspector

MOXOXM HA 3/1EMEHTbI B OKHE XypHaia CKaHMPOBaHUS WX B OKHE
3an1aHNPOBaHHbIX 334a4. Bce onepaumm o CHUMKaMKM COCTOAHUSA
cncTembl (Co3aaHune, NPOCMOTP, CPABHEHME, YAANEHWUE U IKCTOPT)
BbINOIHAIOTCA NOCPEACTBOM OAHOIO UM ABYX LLLENYKOB MbILLN.

OKHO SysInspector CoAep>XUT OCHOBHbIe CBeAeHUSA 0 CO34aHHbIX
CHMUMKaX COCTOAHUSA, TakMe Kak BpeM4, KpaTkoe npnmMmedaHune, M4
co34aBLlero CHUMOK nonb3oBaresis, a Tak>ke COCToaHMe CHMMKa.

[lna cpaBHeHMA, Ao6aBnAeHNs 1 yaaneHusa CHUMKOB UCMOMb3ynTe



COOTBETCTBYHOLLME KHOMKM, PACMOIOXKEHHbIE B OKHe Sysinspector
MoA CMUCKOM CHUMKOB. DTN GYHKLMM TakKe MOXHO Bbl3BaTb

13 KOHTEKCTHOro MeHHo. 118 NpoCcMOoTpa BbIGPaHHOMO CHMMKA
COCTOSIHNS CUCTEMbI BOCMOJIb3yMTECh KOMAHAOW KOHTEKCTHOIO MEHHO
«MpocmoTpeTb?. YTOH6bI SKCMOPTMPOBATL CHUMOK B dain, LLeNKHUTE
€ro NpaBovi KHOMKOW 1 BblibepuTe «3KcnopT». Huxke NpuBeLeHO
noApobHoe onmcaHme Kaxaom ns GyHKLUR.

«CpaBHUTb» — CPaBHEHWE ABYX XKYPHAI0B 1 MPOCMOTP CrmcKa
Pa3NNYMn MeXAy TeKYLLMM XyPHaOM 1 ero bosiee CTapov Bepcren.
[insa cpaBHeHMs HeobXOAMMO BbIEGPaTh ABA CHUMKA COCTOSHUS.

«[,06aBUTb» — f06aBNEHME HOBOW 3anuncK. MNepes co3gaHnem
3anucuK TpebyeTcsa BBECTU K HEM KOPOTKOE NpruMeyaHme. B ctonbue
«COCTOAAHME» OTOBPANKAETCA X0 CO3AAHNSA CHUMKA COCTOAHNS
CMCTEMbI B MPOLIEHTAX; BCE y>Ke CO3AaHHble CHUMKM COCTOSAHMUSA
nomMeyeHbl Haanncoto «Co3aaHoy.

«YaanuTb» — yOANUTb 3anNnCcKu 13 CNUcKa.

«OTO5P33VITI:» — BbIBO/, Bbl6paHHOFO CHMMKA Ha 3KpaH. BmecTto
3TOr0 MOXXHO ABaXKAbl LWLEeNTKHYTb Bbl6paHHyPO 3anmnceb.

«3KCMOPT...» — COXPaHeHKne BbIBpaHHOro cH1MMKa B popmare XML
C BO3MOXXHOCTbIO YNaKkoBKK B apxuB ZIP.

5.5 ESET SysRescue

CpefCcTBO CO34aHNA aBapuinHOro KomnakT-amcka ESET (ERCD)
npefHasHa4eHo 415 CO34aHUA 3arpy304HOro AmncKa, cogepxatiero
cuctemy ESET Smart Security 4 (ESS). TnaBHbIM NPevMyLLLECTBOM

3TOro AncKa fBASeTCa To, YTo cnmcTema ESS 3anyckaeTcs He3aBUCMMo
OT ONepaunoHHOM CUCTEMbI KOMMbIOTEPA, MMes NpY 3TOM A0CTYN

K XKeCTKOMY AMCKY 1 BCer GanaoBOM cucteme. OTO NO3BONSET yAaNAaTb
TaKue 3apakeHus, KOTOpble B 06bIYHOM cUTyaumm (HanpumMep, npu
3anyLeHHon onepaumMoHHOM CUCTEME U T. N.) YAAINTb HEBO3MOXKHO.
5.5.1 MuHuManbHble Tpe6oBaHUSA

CpepncTso ESET SysRescue (ESR) paboTaeT B cpefie npeayCcTaHOBKM
Microsoft Windows (Windows PE) Bepcuu 2.X, CO3aHHOM Ha 6a3e
cucteMbl Windows Vista. Windows PE aBnseTcs 4acTblo cBO60AHO
pacnpoCTpaHsAeMoro nakeTa aBToMaTMyeckom yctaHoBkn Windows
(Windows AIK), nosToMmy nepej co3gaHmemM ESR Heo6xoamMmo
ycTaHoBuTb Windows AlK. B CBA3M C TeM, 4TO NOAAEPXKKA Cpefbl
Windows PE orpaHmnynBaeTcs ee 32-pas3psaHon Bepcurent, ESR
CO34aeTCs TO/IbKO B 32-pa3psaaHbix Bepcmsx ESS/ENA. CpeacTtso ESR
noaaepxusaet naket Windows AlK Bepcnu 1.1 1 Bbile 1 LOCTYMHO
B cocTaBe naketos ESS/ENA Bepcuun 4.0 v BbiLLe.

5.5.2 Co3paHue KOMNaKT-Aucka aBapumnHoro
BOCCTaHOB/IEHUS

Mpw yCnoBMM COOTBETCTBUSA MUHMUMAIbHBIM TPeb0oBaHUSAM

K CO3A4aHMI0 KoMMakT-gmcka ESET SysRescue (ESR) npoLecc

ero co3faHus OoCTaTo4HO NpOCT. 14 3anycka macrepa

ESR nocnenosartesibHO BblbepuTe B MEHIO MYHKTbI «Iyck» >
«Mporpammbi» > ESET > «ESET Smart Security 4» > ESET SysRescue.

Ha nepsoM 3Tane mactep onpeensieT Haan4me B cMcTeme
ycTaHoBneHHoro cpeactea Windows AIK n nogknto4eHHoro

K KOMMbIOTEPY NOAXOAALLErO YCTPOMCTBA 3aNnUCK ANS CO34aHMA
3arpy>KaemMoro HocuTens.

Ha cnepytoliem 3Tane npeanaraeTcs BbIbopatb HOCUTENb 415 Pa3MeLLEeHNs
Ha Hem pannos ESR. Momumo CD, DVD nan USB, 06pas gncka ESR
MOXHO COXpaHUTb B hann ISO. BnocneacTBmm 3TOT dana c 06pasom
ISO MOXHO 3anmncaTtb Ha KOMMaKT- nav DVD-gMUCK MamM MCnonb3oBaTtb
ero pyrum cnoco6om (Hanpumep, B BUpPTyanbHoM cpeae Vmware
nnn Virtualbox).

Ha nocnegHem sTane, noc/ie ykasaHus Bcex napameTpos, Nosib3oBaTesiio
npeaocTaBAseTcs BO3MOXHOCTb MPOCMOTPETb OTHeT 0 paboTe
macTepa ESET SysRescue, npoBepuTb NpaBW/IbHOCTb MapamMeTpoB

N NPUCTYMUTb K CO3AaHMI0 AMCKA. [IOCTYMHbI CIeAyHoLLMEe BAPUAHTbI:

«rlankm»;

«AHTUBMpPYC ESETY;
«JONONHUTENbHOY,
«3arpy3oyHoe ycTponcTeo USB»;
«3anncb».

5.5.2.1 Nankn

«BpemMeHHas nanka» — 370 paboyni katanor ans Ganios,
HeobxoAMMbIV MpK co3aaHnm ancka ESET SysRescue.

«Manka c ISO» — 370 nanka, B KOTOPY COXPAHAETCSA NONYYEeHHbIN
ISO-cann.

B crvcKe Ha 3TOW BKIAAKe NMepedncieHbl BCe I0Ka/bHbIe 1 CeTeBble
[WUCKN C yKazaHneM cBO60HOro MecTa Ha HuX. Ecin kakmne-To

13 NanoK pacrnosnaratoTcs Ha AUCKe C HeA0CTaTKOM CBO60AHOro
MecTa, pekoMeHayeTcs BbI6paTh ApYyroi ANCK, HA KOTOPOM MecTa
[OCTAaTOYHO. B MPOTMBHOM C/ly4ae HeaoCTaTok CBO60AHOM0 MecTa
He No3BO/IUT CO3AaTb 06pas Ancka.

«BHewlHUe NpUAoXKeHna»
Mo3BONSET yKa3aTb AONO/HUTENIbHbIE MPOrPaMMbl, KOTOPbIe ByayT
3anyLeHbl K YyCTAHOBJIEHbI MOC/E 3arpy3Kkn C HocuTens SysRescue.

«BK/II0YATb BHELUHME NPUIOXKEeHUA» — N0o3BoNsAeT 406aBNATbL
BHeLLHVe NporpamMmMbl B HA6op nporpamm SysRescue.

«Bbl6paHHasa nanka» — nanka, coaepyallas nporpamMmmbl, KOTopble
HY>KHO 06aBUTb Ha ANCK SysRescue.

5.5.2.2 AHTMBUPYC ESET

Mpwv co3gaHnm KomnakT-ancka ESET SysRescue MOXXHO BbIbpaTb 04MH
13 ABYX UCTOYHMKOB Parnos ESET ans komnunatopa:

«Manka ESS» — darnbl, y>ke cofepykalymecs B narnke, B KOTOpYHO
YCTAHOB/IEH NPOrpaMMHbI NpoayKT ESET,

«MSI-pann» — dansbl, KOTOpble COAEPXKATCA B yCTaHOBLLMKe MSI.

«np0¢l’|ﬂb» — NWCTOYHUKOM MMEHW NONb30BaTe/1d M Naposigd MOXKET
NOCNY>XUTb OAWH 13 ABYX C/ieAyHOUnNX BaprMaHTOB:

«YCcTaHOBJIEHHbIA ESS» — 1M NoNb30BaTeNs U Napo/ib KOMMPYOTCS
13 yCTAHOB/IEHHbIX NPoAyKTOB (cMcTema ESET Smart Security 4 nnu
ESET NOD32);

«OT nosab3oBaTensa» — UMs NOMb30BaTeNd U NAPO/ib BBOAATCH
B COOTBETCTBYHOLME TEKCTOBbIE NOJ14, PACMNO/TIOXKEHHbIE HUKE.

MpumeyaHwme: ESET Smart Security 4 u ahmusupyc ESET NOD32

Ha komnakm-oucke ESET SysRescue 06HosAasitomcs u3 ViHmepHema uau
u3 nakema 6e3onacHocmu ESET, ycmaHoeAeHH020 Ha KoMnblomepe,

Ha komopom 3anyckaemcsi komnakm-ouck ESET SysRescue.

5.5.2.3 AononHuTeNnbHoO

Ha Bknaake «[,ono/HUTENbHO» MOXXHO HACTPOUTb NapamMeTpbl
KomnakT-ancka ESET SysRescue B COOTBETCTBMM C 06beMOM
onepaTMBHOW NaMsATU KOMMbOTepa. YTobbl 3anMcaTh coaepXKmmoe
KOMMAKT-AMCKA B OMnepaTuBHY0 namaTb (O3Y), BbibepuTe nyHKT
«512 MB 1 6onblue». Ecnu BbibpaTh NYHKT «MeHbLie 512 MB»,

npw pabote WinPE byneT NOCTOAHHO MPOUCXOAUTL obpalleHne

K KOMMNAKT-ANCKY BOCCTAHOBIEHUS.

«BHeLllHWe gpanBepbl» — B 3TOM pa3fesie MOXHO A06aBUTb
[ipariBepbl 4/19 0co60ro o6opyaoBaHnsa (06bl4HO A8 CETEBOM KapTbl).
XoTs cuctema WinPE co3gaHa Ha ocHoBe OCWindows Vista SP1,
noaLep>KMBatoLLen caMoe pasHoe annapaTHoe obecneyeHune, MHOrAa
060pyAo0BaHMe He pacno3HaeTCs 1 ApariBep ANS Hero NpuUxXoanTCs
no6asnaTe BpyyHyto. CyLlecTsyeT ABa cnocoba fobasneHus
[parBepa Ha Auck ESET SysRescue: Bpy4Hyto (KHomMka «1,06aBUTb»)

1 aBToMaTnyeckm (KHonka «ABTONoUCK»). MNpu o6aBAeHUN
[panBepa BpyYHY HEOBXOAMMO yKa3aTb MyTb K COOTBETCTBYOLEMY
inf-panny (B 3ToM Nanke TaK>Ke A0/KEH HAXOAMUTHLCA Sys-hain).
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B pexxMe aBTOMaTn4eCckoro Ao6aBneHns ApariBep HaXo04MTCS

B ONepaLMoHHON CMCTeME AAHHOMO KOMMbOTEPa aBTOMATUYECKM.
ABTOMaTMU4eckoe f06aBeHNE peKOMEHAYETCA NPUMEHATb TObKO
B C/ly4ae, ecnm SysRescue ncnosb3yeTcs Ha KOMMbOTepe C TaKoW
)Ke ceTeBOM KapToW, Kak M Ha KOMMbOTepe, Ha KOTOPOM 6bl1 CO34aH
anck SysRescue. Mpu cozgaHum aucka ESET SysRescue apansep
nobasnsercs B cOOpKy, NO3TOMY MONb30BaTENO BMNOCNEACTBUN

He NPUXOAUNTCA ero nckaTb.

5.5.2.4 3arpysoyHoe USB-ycTpoicTBO

Ecnu B KayecTBe HOCUTENst Ha3HavYeHWs 66110 BbiI6paHo USB-
YyCTPOWMCTBO, Ha BKNaaKe «3arpy3oqHoe USB-yCTPOMCTBO» MOXHO
BbIBpaTh OAMH 13 AOCTYMHbIX USB-HOoCKUTeNen (eCn AOCTYMHO
Hecko/bko USB-yCTpOWiCTB).

MpepynpexaeHue: BoibpanHoe USB-ycmpolicmeo 6ydem

om@opmamuposaHo npu co30aHuu ESET SysRescue, ymo o03Ha4aem, 4mo ece

OdHHble ¢ He20 6y0ym yoaneHsbl.

5.5.2.5 3anucb

Ecnu B KayecTBe AMCKA HA3HAYeHM s BbiIbpaH KOMNAKT-AMNCK NN
DVD-aunck, Ha BKAaAKe «3anncb» MOXXHO 3a4aTb AOMNO/IHUTENbHbIE
napameTpbl 3anncu.

«Ypanutb ISO-pann» — ycTaHoBUTE 3TOT HaxKOK, YTO6bI
yaanuTb ISO-darnbl nocsie co3aaHma KOMMNAKT-AUCKA aBApUIAHOTO
BOCCTaHoBeHNs ESET.

«BK/IIOYMTb yAaneHne» — no3BosseT cAenatb BbI6op Mexay
6bICTPOM M NOTHOM OYUCTKOM ANCKA.

«YCTPOWCTBO 3anncu» — BbibepuTe AMCK, KOTOPbIN ByaeT
MCMONb30BaTbCA 415 3aMUCK.

MpeaynpexaeHue: 2mom napamemp YCMAaHo8AeH No YMOAYAHUK).

[pu ucnoAb3o8aHuu nepesanucbieaemozo komnaxkm- uau DVD-ducka ece
OdHHble Ha Hem bydym cmepmbl.
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B pasgene «<HocuTenb» mpeacTas/ieHbl CBEAEHNS O AUCKe
B IMCKOBOJeE.

«CKOpOCTb 3aNUCKU» — BbIGepUTE HYXKHYIO CKOPOCTb 13
pacKpblBatoLLerocs cnmcka. Mpu Bbibope CkopoCcTy He0HX0AMMO
VYMUTbIBATb BO3MOXHOCTW 3aMMUCbIBAIOLLLETO YCTPOUCTBA U TUT
KOMMakT- i DVD-aucka.

5.5.3 Pab6oTa c ESET SysRescue

Ansa 3ddeKTMBHOro MCNob30BaHMA GYHKLMM aBAPUNHOTO
BOCCTAHOBNEHUSA Cc HocuTenen CD, DVD 1 USB Heobxoanmo
3arpy3uTb KOMMbIOTEP C COOTBETCTBYIOLWEro HocuTens. NMopaaok
3arpysku HactpavBaetcd B napametpax BIOS. Kpome Toro, Ha 3Tane
3anycka KoMnboTepa MOXKHO BbI3BaTb MEHIO 3arpy3Kku; 06bI4HO OHO
Bbl3blBaeTCA C MOMOLLbIO K/1aBuLW F9 — FI12, B 3aBUCUMOCTU OT BEPCUU
cucTeMHOM nnatbl 1 BIOS.

Mocne 3arpysku 3anyckaetcs ESS nam ENA. INockonbKy cpeacTso
ESET SysRescue 1Cnonb3yeTcs MMilb B 0COObIX CIy4asX, HEKOTOpble
MOAYNN 3aLWNTbI U GYHKUMM ESS 1 ENA He TpebytoTcsa 1 Ux Cnmcok
Cy>XKeH A0 QYHKLMA CKAHMPOBAHMA KOMMbiOTEPa, 06HOBNEHUS

1N HEeKOTOPbIX Pa3AenoB HACTPOeK. BO3MOXXHOCTb 06HOB/IEHNS 6a3bl
[AaHHbIX CUTHATYP BMPYCOB ABASETCS Hanboee BaXKHON GyHKLMeEN
ESET SysRescue. lNepef Ha4anoM CKaHUPOBaHMSA KOMMbIOTEpa
pekoMeHAayeTCs 06HOBUTbL NPOrpamMmy.

5.5.3.1 Mcnonb3oBaHue ESET SysRescue

MpeactaBmm cebe CMTyaL Mo, KOraa KOMMNbOTEPbI B CETY 3apaXkeHbl
BUPyCaMK, MopakatowmmMm ucrnonHsemole danbl (EXE). Cuctema
ESS/ENA cnocobHa n3neymnTb Bce MHOGULMPOBAHHbIE banbl, Kpome
danna npoBogHuKa explorer.exe, KOTOPbIV He MOXeT HbITb U3ne4veH
[faske B 6e30MacHOM pexxme.

DT0 CBSI3aHO C TeM, 4To dann explorer.exe, Kak OAMH N3 OCHOBHbIX
KOMMOHEeHTOB cncTembl Windows, 3arpy>aeTcs 1 UCnonb3yeTcs
naxe B besonacHom pexxnme. Cnuctema ESS/ENA He MOXET BbINOJIHATb
HUKaKMX AeNCTBUI C 3TUM GANIOM, MO3TOMY OH OCTaeTCs
3apa>keHHbIM.

B TaKkor cnTyaumm npobnemy MoxeT peLunTb CpeacTBo ESET
SysRescue. [1ns paboTbl cpeacTBa ESET SysRescue He TpebyeTcs HU
O[VH KOMMOHEHT OnepauoHHON CUCTeMbI KOMMbIOTEPA, MO3TOMY
OHO CMOCO6HO 06pabaTtbiBaTh (O4MLLATD, yAANATL) MNt06ble hanbl
Ha aucke.



6. Moccapun

6.1 Twunbl 3apaxeHun

3apaxkeHue npeacrasnser cobom NonbITKY MPOHMKHOBEHNA
3/10HamMepeHHoro MO Ha KOMMbIOTep No/b30BaTeNs U NPUYMHEHVE Bpeda.

6.1.1 Bupycbl

Mpu 3apa>keHnn KOMMbIOTEPA BUPYCaAMM MPOMCXOANT nopya darnos.
Ha3BaHwWe KaTeropmu BO3HWMKIO BCI@ACTBME CXOACTBA TAKMUX
nporpamMmm ¢ 610N0rMYecKMMM BUpycamm, Tak Kak OHW UCMOSb3yioT
CXO[HYI0 TEXHUKY AN19 NepeAaqn CBOero Koaa ¢ KoMmnbiotepa

Ha KoMnMbloTep.

KoMnbtoTepHble BUPYChI aTaKytoT B OCHOBHOM MCMOHAEMble
barinbl M AOKYMeHTbI. 11151 Pa3MHOXEHUS BUPYC NPUCOeANHSET
CBOE «Teno» K KOHLYy 3apaxkaemoro darna. Bot kpaTkoe onvcaHue
LMKNa Pa3MHOXEHMWs: Moc/ie 3anycka 3apaxeHHoro darna Bupyc
aKTMBUpYeTCs (3TO NMPOUCXOAWT Nepes akTUBaLLMen camoro
NPWUNOXKEHWNSA) 1 BBINOMHAET aTakytoLne AeicTBMS. TONbKO nocsie
3TOro MPOVCXOAMNT 3aMyCK CAMOro MPUIOXKEHNS. BUpYCHe MoXKeT
3apasnTb KOMMbKOTEP, NOKA Mosb3oBaTesb (Mo owmnbKke nnm
HaMepeHHO) CO6CTBEHHOPYYHO HE 3anyCTUT 3/I0HAMEPEHHYIO
nporpaMmmy.

KOMMbOTepHble BUPYChbl MOTYT Pa3IMyaThCs MO aKTUBHOCTU

1 CTEMEeHM ONacHOCTU. HeKoTopble 13 BUPYCOB 0CO60 OMacHbI, Tak
KaK MOTYT YHUUTOXATb Gansibl Ha KoMnbtoTepe. C 4pyroi CTOPOHbI,
HeKoTopble 13 BUPYCOB He MPUBOASAT K Cepbe3HbIM MOBPEXAEHMSAM.
OHM NpOCTO A0CKAAIOT NOMb30BATENIO CBOEN AesSTe/IbHOCTbIO,
KOTOpas Np13BaHa IeMOHCTPUPOBATb HABbIKM MX Pa3paboTHMKOB.

Ba>kHO 3aMeTUTb, YTO BUPYCbl MOCTENEHHO CTAHOBATCA PEeAKOCTbIO
MO CPABHEHWIO C TPOAHCKMMM MPpOrpaMmmamut UIn WNUOHCKUM
MO, Tak Kak OHWM KOMMep4Yeckn Mano3PpdeKTUBHbI AN

ABTOPOB 3/10HAMEPEHHbIX MPOrpamMMm. TakvM 06pa3om, TepMuH
«BMPYC» 3a4aCTYIO HEBEPHO MCMOMb3yeTCsa 415 APYTrUX TUMOB
3apaXkeHWN. B HacTosLLee BpeMS OH MOCTEMEHHO BbIXOANT 13
yrnoTpebneHns, 1 Ha CMeHy eMy NpUXoAUT 6onee TOYHbIV TepMUH
«3/10HamMepeHHoe MO».

EC/IM KOMMbIOTEP 3aPaXkeH BUPYCOM, HEOBXOAMMO BOCCTAHOBUTH
3apakeHHble $arnbl B X UCXOAHOE COCTOSIHME, T. €. O4UCTUTb UX
C MOMOLLbIO QHTUBUPYCHOM MPOrpamMMbl.

Mpumepsbl BUpycoB: OneHalf, Tenga 1 Yankee Doodle.

6.1.2 Yepsu

KomrnbtoTepHble YepBY — 3TO 3/TOHAMEPEHHbIe MPOorpaMmMbl, KOTOpble
aTaKykT KOMMbIOTEPbI M pacnpoCTPaHAOTCS Yepes ceTb. OCHOBHAs
pasHuLA MeXay BUpyCcaMu 1 HepBSIMU 3aK/T0HAETCA B TOM, YTO YepBU
MOTYT BOCNPOM3BOAMUTLCA M PACNPOCTPAHATL CaMm cebs no ceTn. OHun
He 3aBUCAT OT GannoB-HocuTener (Ux 3arpy304HbIX CEKTOPOB).

YepBK PacnpoCTPAHSIOTCS C MOMOLLbIO 3/1EKTPOHHOM MOYThI UK
ceTeBbIx NakeToB. C y4eTOM 3TOro YepBM MOTYT 6bITb pasgenieHbl Ha
[IBE KaTeropum:

° NoYToBble — pacChblialoT cebsino agpecam, HaNAEeHHbIM
B a,D,DECHOl;lKHI/II'e Nno/ib30BaTeN|,;

* ceTeBble — NCNO/b3YIOT CeTeBble YA3BUMOCTHU I'IDVI}'IO)KEHVIPI.

YepBr HAMHOIO 6051ee NOABVIKHbI, YHeM KOMMbIOTEPHbIE BUPYChI.
bnaropaps VIHTepHeTy OHM pacnpoCTpaHSAOTCA MO BCEMY 3eMHOMY
LIapy 3a CHMTaHHbIe Yacbl NOC/Ie 3amnycKka B CeTb. B HEKOTOPbIX
C/IyHaax cHeT nAeT Aaxke Ha MUHYTbI. 9Ta XxapakTepHas CNOCOBHOCTb
pacnpocTpaHATbCSA BbICTPO M HE3aBUCUMO eNlaeT YepBen O4eHb
ornacHbIMW, 3HA4YMUTeIbHO OracHee, Yem BUPYCbl U Apyrue TUMbl
3/10HaMepEeHHbIX MPOrpamMm.

[lefiCTBYIOLNIA B CUCTEME HYEPBb MOXET AOCTaBUTb MHOXECTBO
Heyn06CTB NO/b30BATE/O: OH MOXET YAANATb Galibl, CHUXKATb
NpON3BOAUTENIBHOCTb CUCTEMbI UM MeLaTb paboTe nporpamm. Ero
nprpoAa NO3BOSET eMy BbICTYNaTh B KAYECTBE «TPAHCMOPTHOMO
cpefcTBar Afg 3apaxkeHNn Apyrmux TUMNOB.

Ecnm KomnbroTep 3apaXkeH KOMMbOTEPHbIM YEPBEM, peKOMeHAyeTCs
VAANNTb MHOULMPOBAHHbIE Ganbl, TAK KAk OHM coaepykaT
3/10HaMepeHHbIN KOA.

MpuMepbl LULMPOKO U3BECTHbIX YepBen: Lovsan/Blaster, Stration/
Warezov, Bagle n Netsky.

6.1.3 TposiHCKue nporpamMmmbl

VcTopryecky TpOSHCKMMW NPOrpaMmMamMu HasbiBaeTcs
060cobneHHasn rpynna 310HaMepeHHbIX MPOrpamMm, KOTopble
BbIMNAAAT KaK nosie3Hble. Monb3oBaTe b, He 3Has 0 3/10HAMEPEHHOM
KOAe, MPOM3BOAMT 3aMyCK TaKOM Nporpammbl. OA4HaKO CTOUT
3aMeTUTb, YTO Ha CeroAHSALLIHMIA IeHb 3TO OnpeaeseHune yctapesno,

N TPOSIHCKME NpOorpamMMbl 60/1bLUe He HYyXKAakTCs B M0406HOro poaa
MacKMpoBKe. Llesibio Takmx NporpamMm siIBASKOTCS Kak MOXXHO 6onee
NpoCToe MPOHUKHOBEHWE B CUCTEMY W BbINOJIHEHWE 3/1I0HAMEPEeHHOro
KoAa. TepMUH «TPOSIHCKMIA KOHb» CTan 0603Ha4YaTb 06LWMPHBIN Knacc
3apaXKeHWM, KOTOpble He MoMaJatoT B KNACCUPUKALNIO 0BbIYHbBIX
BMPYCOB.

TaK KaK 3Ta KaTeropmsa BecbMa o6LIMpHa, ee 4acTo pa3bunBatoT Ha
HeCKOo/1bKO MoAKaTeropuii. LLIMPOKO M3BECTHbI Ceaytolme:

» downloader (nporpamma-3arpy3ymk) — 3/ioHaMepeHHas
nporpamMma, KoTopas 3arpys<aet Apyrve yrposbl U3 MiHTepHeTa;

= dropper (nporpamma-6om6a) — TUM TPOSHCKOM MPOrpammsbl,
KoTopas paspaboTaHa Ans3apaXkKeHns KOMMbIOTEPOB ApYrUMU
OMacHbIMM MpOrpaMMamu;

«  backdoor (yTnnuTa yoaneHHoro agMmMHUCTPUPOBAHNA) —
NPpUIOXKEHME, KOTOPOe 0BMEHNBAETCS AAHHbIMM C aTaKyoLWEern
CTOPOHOW, MO3BOAA MONYHUTL OCTYM K CUCTEME U KOHTPO/Ib HaZ,
Hewn,

= keylogger (K1aBMaTypHbI LUNMOH) — NPOrpamMmma 3anucbiBaeT
BCe, YTO HabupaeT Noab30BaTe/b Ha KNaBMaType, 1 OTMpaBaseT
3Ty MHGOPMALMIO YAANEHHOW aTaKytoLwen CTOPOHE;

- dialer (NporpamMma 03BOHa) — Nporpamma, KoTopas nbitTaercs
HabupaTb HoMepa TeNedOHOB, 3BOHKIM HA KOTOPbIE OM1a4MBaeT
BbI3bIBAIOLLMIA AGOHEHT. [P 3TOM MO/b30BATEIO MOYTU
He3aMeTHO, 4TO CO34aHO HOBOE CoefiMHeHKe. Mporpammsl
[l03BOHA MOTYT HAHECTW BPeA, TO/IbKO M0/1b30BaTeNAM MOLEMOB.
K c4acTblo, MOAEMbI yyKe He pPacnpOCTPaHEHbI CTOb LWMPOKO,
KaK paHblLue.

TposiHCcKas nporpamma o6bl4HO NpeacTaBAseT cCobon UCMONHSAEMbIN
dann c pacwmpeHnem exe. ECIM Ha KOMMblOTepe 0BHApPYXKeH Gawnn,
NPUHAANEXALLMI K KATErOPUM TPOSHCKUX MPOrPpaMM, peKOMeHayeTcs
VAANNTb €ro, Tak Kak OH C 60/1bLIOM BEPOSTHOCTbIO COAEPXKUT
3/I0HaMEepPEeHHbIN KOA.

MprMepbl LIMPOKO U3BECTHbIX TPOSHCKMX NporpamMm: NetBus,
Trojandownloader.Small.ZL, Slapper.

6.1.4 PyTKUTbI

PyTKMTOM Ha3biBaeTCs 3/JI0HAMEpPeHHas NporpaMmma, Kotopas
npeaoCTaBAsSEeT aTakyoLwen CTOPOHe BO3MOXHOCTb NMOMYHYeHNS
MOJIHOTO YAANEHHOTO A0CTyNa Yepes VIHTepHeT KO BCeM pecypcam
KOMMbtOTEPA, HE MPOSB/AN NPW 3TOM CBOErO NPUCYTCTBUS B CUCTEME.
Mpwv focTyne K cncteme Yyepes bpeLun B ee 6€30MaCHOCTU PYTKUTI
NCMONb3YIOT GYHKLMM ONepaLMoHHON CUCTeMbI, 4TOBbI 3b6exaTtb
06HapY>KeHMS AHTUBUPYCHBIMW NMPUIOXKEHUSIMI: UCMONb3YIOTCS
MeXaHN3Mbl MaCKMPOBKM NMPOLLECCOB, GarIoB 1 AAHHBIX CUCTEMHOIO
peecTpa. 10 3TOM NpUYMHE UX AKTUBHOCTb HEBO3MOXHO 0BHAPYXXMUTb
CTAHAAPTHbIMUW CPeACTBAMMW CUCTEMDI.

Onsa I'IpOC])W'IaKTVIKVI aATakn C MOMOLLbIO PYTKNTOB HeobxoaAnmo
NMOMHWUTbL O ABYX YPOBHSAX O6Hapy>I<EHMF|, OMMNCaHHbIX H/KE.

1. O6Hapy>KeHue Npu NomnbITKe MPOHUKHOBEHMS B CUCTEMY.
ECIV 310YMbILINEHHWUK HE MOXET NMPOHWUKHYTb, OH 6e30MaceH.
MHOrme cMcTeMbl 3aLLMThl OT BUPYCOB CMOCOGHbI MPeAoTBPaTUTh
NMPOHUKHOBEHWE PYTKUTOB HAa 3TOM YpOBHE (TaK Kak OHU MOTyT
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6bITb 06HAPY>KEHbI B COAEPXKMMOM (HainI0B, KOTOPOE BO3MOXKHO
npoBepuTb).

2. O6Hapy>eHwue Npy NONbITKE CKPbITbCS BO BpeMS 06bIYHON
NpoBepKu c1ucTeMsbl. Mosb3oBaTenn aHTuBmpyca ESET moryT
MCNONb30BaTh TeXHoNormo Anti-Stealth, kotopas nossonser
BOBpPEMS 0B6HaPY>KUTb U yAANNTb aKTUBHbIE PYTKUTbI.

6.1.5 PeknamHble nporpamMmbl

PeknamHoe MO — KpaTKkoe Ha3BaHMe NPOrpamMMHOro obecneveHuns,

noaaepxusaemMoro pekaamoi (adware). MporpamMmmb,

[eMOHCTPUpYIOLLME MONb30BaTe/No pekiamy, NonaaatoT B 3Ty

KaTeropmio. Hatle Bcero nprsHakamm pabotbl peknamuoro Mo

CTaHOBATCS BCM/bIBAIOLLME OKHA peKknaMbl B Beb-6pay3epe nan cmeHa

AOMallHer CTpaHuLbl. PeknamHoe MO 3a4acTyto pacnpocTpaHaeTcs

COBMECTHO C 6ecniaTHbIMM NakeTaMuy NporpaMmMHOro obecneyeHms.

D70 NO3BONAET MX CO34aTENSM NOKPbIBATb PACXOAbl HA pa3paboTky

NnoJie3HbIX, KAKNPaBWIo, MporpaMmm.

Camo no cebe peknamHoe MO He 0NacHO, HO OHO A0CTaBAAeT
Heyn06cTBa Nosib3oBaTeaM. ONacHOCTb 3aK/104aETCSA B TOM, YTO
B pekanaMHomM MO MOoryT 6biTb peann3oBaHbl AONONHUTENbHbIE
OYHKLUMN CnexxeHns, NogobHO WNNOHCKMM NporpaMmMam.

Ecnm nonb3oBaTesb peLaeT NCnob3oBaTb CBOHGOLHO pacnpoCTPaHAEMbIN
NporpamMMHbI NPOAYKT, EMY CTOUTb YAEIUTb 0CO60e BHUMaHMe
yCTaHOBKe Nporpammebl. HYallle Bcero nporpamma ycTaHoBKM
npeaynpexzagaeT 0 HaAn4Mm pekiamHoro MO. 3a4acTyto Nonb3oBaTesb
MMeeT BO3MOXHOCTb 0TKa3aTbCsl OT ero YCTaHOBKM U YCTAHOBUTb
HeobxoAMMyto Nporpammy 6e3 peknamHoro MO. OfHaKo NHOrAA
nporpamMmMbl HeJlb3sl yCTAaHOBUTb 6e3 peknaMHOM HYacTu UK NX
dyHKLMOHAN 0Ka3bIBAETCS HEMOHbBIM. DTO MPUBOAUT K TOMY,

41O peknamHoe MO nonyyaeT AOCTYN K CUCTEME HA «3aKOHHbIX»
OCHOBaHMAX, Tak Kak No/b30BaTeb COMNACKICA Ha €ro YCTaHOBKY.

B 3TOM CniyyaeT nyde 3apaHee obesonacuTb cebs, 4Hem NoToM
noxxaneTb.

Ecnun Ha KomnbtoTepe o6Hapy>keH dann, KOTOpbIA OTHOCUTCA
K peknamHomy MO, pekoMeHAyeTCs yAaNUTb ero, Tak Kak oH
€ 60/1bLLION BEPOATHOCTBIO COAEPXKUT 3T0HAMEPEHHbIV KOZ.

6.1.6 LLInnoHCKKne nporpamMmmbl

K 3TOM KaTeropmm OTHOCATCA MPOrpaMMbl, KOTOPbIE OTMPABSOT
JIMYHbIE AAHHbIE 3/10yMbILLIEHHMKY 6€3 BeoMa U COracus nx
Bnagenbla. OHW UCNOb3YIOT GYHKLUN CeXeHUs A8 OTNPaBKM
CTAaTUCTUYECKOW MHDOpMaLUMW (HanprUMep, CMCOK NOCeLLAeMbIX
Be6-CanToB, aipeca 3/1eKTPOHHOW MOYThI B aAPECHbIX KHMUIax nim
Habupaembli Ha K1aBuaType TeKCT).

ABTOPbI LLUIMMOHCKOMO NMPOrpaMMHOro obecneveHns yTBepXxaatoT,

YTO 3TW TEXHONOM MW HaNpaB/ieHbl HA N3yYeHre NoTpebHoCTen

1 MHTEPeCcoB NoJIb30BaTEIeN 1 MO3BONAIOT Jy4LLe yNpaBasTb
peknamou.- Mpobaema 3akitoyaeTcs B TOM, YTO HET YeTKOW rpaHumLbl
MeXAy MOMAe3HbIMU W 3/T0HAMEPEHHbIMUN MPUNOXKEHUAMU, N HUKTO He
rapaHTupyeT, 4To cobnpaemas MHbopmMaLms He byaeT MCNONb30BaHA
BO Bpea. [JaHHble, MONyYeHHbIe LWMUOHCKUMW MPUIOKEHUSIMNA,
MOFyYT coAepyaTb Naponu nonb3oeatens, PIN-koabl, HOMepa

c4yeTOB U T. 4. LLINMOHCKoe NnporpaMmMHoe obecneyeHme 3a4acTyto
NOCTaBNSAETCSA B KOMMJIEKTe CO CBOOOAHO pacnpoCTpPaHsAeMbIMU
nporpamMmMamMm. 3To NO3BOSET aBTOpPaM BO3MECTUTb PacxoAbl HA
pa3paboTky NporpamMmm Mav NPOBOAUTL CTUMYNALMIO Mpoaax MO.
YacTo nonb3oBateny UHGOPMUPYIOTCA O MPUCYTCTBUM LUMNOHCKOTO
nporpamMMHoro obecnevyeHus BO BpemMs yCTaHOBKM OCHOBHOW
nporpammsl. [py 3TOM B N1aTHOW BEPCUY MPOrpaMMbl 3TOMO
NporpamMMHoro obecnevyeHus Her.

MprUMepaMu XOpoLLO M3BECTHOMO MPOrPAMMHOI0 06ecneyeHuns,
KOTOPOe MOCTaB/AETCA B KOMM/IEKTE CO LIMMUOHCKUM, ABASAIOTCS
KAVEHTbI NMMpUHrosbix (P2P) ceTeit. Mporpammbl Spyfalcon

1 Spy Sheriff (n MHOrne apyrue) nprHagnexar K 0co6on
noaKaTeropum WnmMoHckoro NO. O6 3Tux NporpaMmax 3asBAseTcs,
YTO OHM NpeAHA3HAYeHbl 415 60pb6bI CO LUMMOHCKIM MO, HO

Ha CAMOM [1e/1e OHW CaMU ABASAIOTCSA TAKOBbIM.
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Ecnm Ha koMnbloTepe 06HapyskeH dana, NpuHaanexaLinn

K LUMMOHCKMM NMporpamMmam, pekoMeHAyeTcs YAaanTb ero, Tak Kak oH
C 60M1bLLION BEPOATHOCTHIO COAEPXKMUT 3/I0HAMEPEHHbIN KOA.

6.1.7 lMoTeHUManbHO onacHble NporpamMmMbl

CyLecTBsyeT MHOXeCTBO Nporpamm, npeaHasHa4eHHbIX 414
ynpoLeHns agMUHUCTPUPOBAHMA CETEBbIX KOMMbIOTEPOB. OAHAKO
B PYKax 3/10yMbILLIIEHHMKA OHW MOTYT 6bITb MCMO/Ib30BaHbI BO
BPeLOHOCHbIX Liensx. M0 3TON NpUYNHE OHN OTHECEHbI B OTAENbHYIO
KaTeropuo B Knaccudurkaumm ESET. Monb3oeaTtenn MOryT ykasatb,
[O/DKHA CMCTeMA 3aLLMTBI OT BUPYCOB O6HapYXXmnBaTh Takme
nporpammbl UK HeT.

KoMmepueckue, 3aKOHHbIe MPUIOXKEHUS MOTYT BbITb KNaccdULMPOBaHbI
KaK noTeHuUManbHo onacHoe MO. B 3Ty KaTeropmio BXOAAT Takume
nporpamMmbl, Kak CpefiCTBa YAANIEHHOIO A0CTYNA, MPUIOXKEHNS

L7191 B3/IOMa Naposieit 1 K1aBmaTypHble WNoHbI (MporpaMmbl,
oTC/IeXMBatOLLMe NOCNef0BaTe/IbHOCTb K/IABULL, HKMMAEMbIX
nonb30BaTeNIeM Ha K/laBMaType).

Ecnm Takas nporpaMmMa o6HapyeHa Ha KOMMbIoTepe,

HO MO0JIb30BaTe/b He YCTAHABMBAS ee, CefyeT 06paTuTbCs
K aAMUHNCTPATOPY CETU 3a KOHCY/TALMEN UK YAATUTb ee.
6.1.8 MoTeHUMaNbHO HeXenaTesibHble MPorpaMmbl
MPpUNOXKEHWS, OTHOCALLMECS K MOTEHLMANBHO HexenaTesbHomMy MO,
He 0653aTeNIbHO ABNSIOTCS 310HAMEPEHHbBIMW. OHAKO OHU MOTYT
TEM WM MHbIM 06Pa30M CHUXKATb MPOU3BOAUTENBHOCTb CUCTEMBI.
Takve NpUoXKeH1s 06bI4HO TPEBYIOT COrNacKs Nob3oBaTens npu
yCTaHoBKe. [oc/1e MX yCTaHOBKMN NMOBEAEHWE CUCTEMbBI U3MEHSeTCs
(Mo cpaBHEHMIO C TEM, KaK OHa Besla cebs A0 YCTAHOBKM 3TUX
nporpamm). Hanbonee 3aMeTHbIMU U3MEHEHUAMU ABNAIOTCA
cnepyloLme:

*  OTKPbIBAKOTCA HOBblE OKHA, KOTOPbIX He BblN0 paHee;

°  aKTUBUPYOTCA M BbIMOMHSAIOTCS CKPbITble MPOLECcChI;

°  MOBbILLIAETCS YPOBEHb MCMOMb30BAHMS CUCTEMHbIX PeCYpCOB;
°  MOSIBNAOTCA U3MEHEHMS B pe3ybTaTax nomncka;

°  MPUNOXEHUS MOAKIOHAKTCS K yAA€HHbIM CepBEpaM.

6.2 Tunbl ypaneHHbIX aTak

CyLecTByeT MHOXECTBO CneLManbHbIX TEXHOOT M, C MOMOLLLbIO
KOTOPbIX 3/T0YMbILLIEHHUKX MOTYT aTakoBaTb KOMMbOTEP.

OHM NoApa3aensoTcs Ha HeCKO/TIbKO KaTeropuii.

6.2.1 DoS-aTtaku

DoS-ataka, nam ataka TMna «oTkas B 06Cay>XMBAHUM» —
pacrnpocTpaHeHHas ataka, kotopas AenaeT pecypcbl KOMMbioTEPa
WA CETU HeAoCTYNHbIMU 415 nonb3oBaTenen. ObMeH AaHHbIMMK
Mexay nonb3oBaTensaMm NOPaXKeHHbIX KOMMbIOTEPOB 3aTpyAHEH

WU HEBO3MOXKEH B MpuemMaeMomM pexxume. 11 npoao/ikeHns
HOpManbHOWM PaboTbl 06bIYHO TpebyeTca Nepesarpyska KOMMbIOTEPOB,
NOABEPrLUMXCA AENCTBUIO TAKOW aTaku.

B 60nbLUIMHCTBE C/1y4aeB 06beKTaMm 3TOM aTakm CTAHOBATCSA Be6-
cepBepbl, a LieSIblo ABASETCS BbIBOA UX U3 CTPOS U, KaK C1eACTBUE,
NX HeAOCTYMHOCTb HA HEKOTOPOE BPeMS.

6.2.2 Ataka DNS Poisining (nopaenka 3anucei kawa DNS)
C nomolbto MeToaa DNS Poisoning (nopaenka 3anucer kawa DNS)
XaKkep MOXeT y6eanTb N1to60M KOMMbIOTEP B TOM, HYTO NMOASIOXKHbIE
[aHHble ABASIOTCA UCTUHHBIMKW. Panbluneas MHGopmaumsa
COXpaHAeTCo B K3LLe Ha HEKOTOPOE BpeMs, YTO No3BONSET
3/10YMbILLISIEHHWKY NepenucaTb OTBETbI C1y>k6bl DNS Ha 3anpochl
IP-afpecoB. B pe3ynstate npm NONbITKE NoceleHnsa Be6-cantos



B VIHTepHeTe Nosb30oBaTesib 3arpy>kaeT KOMMbOTEPHbIe BUPYCbl
M 4yepBM BMeCTO MCXOAHOTO COAeP>XXNMOTO.

6.2.3 ATaku yepBemn

KomnbtoTepHble YepBY — 3TO 3/TOHAMEPEHHbIe MPOorpamMmMbl, KOTOpPble
aTakyT KOMMbIOTEPbI M pacnpoCTpaHATCA Yepes ceTb. CeTeBble
YepBM NCMOJIb3YIOT CETEBbIE Y3BMMOCTM PA3NYHbIX MPUIOXKEHUIA.
bnarogaps IHTepHeTy OHU pacnpoCTpaHAOTCA MO BCEMY 3eMHOMY
LIApy 3a CHMUTAHHbIE Yacbl MOC/1e 3anycka B CeTb. B HEKOTOPbIX C/ly4Yanx
CYeT NAEeT Ha MUHYThI.

MHOruMX 13 aTak YepBei (Sasser, SglSlammer) MoXKHO 136exartb,
MCMNOb3ys HACTPONKM NEPCOHANBHOI0 HpaHaMay3pa no YMOAYaHUIO
1Ay 6110KMPOBKY He3aLWMLLEHHbBIX U HEUCMO/b3YeMbIX MOPTOB.
OueHb BaXKHO perynspHo ycTaHaBAMBaTb NakeTbl 0OHOBEHMSA
onepaLMoHHON CUCTEMBI.

6.2.4 CkaHupoBaHue NopToB

CKaHI/IpOBaHI/IE NOpTOB ABIAETCA I'IpOLI,ED,VPOVI NONCKa OTKPbITbIX
NOPTOB, OXXMAAKoLLMXCeTeBble coeanHeHnsa. CkaHep NopToB
npeacraesnger cobon nporpaMmmMmHoe obecneyeHue, KOTOpoe
npeaHasHa4eHo 414 noncka Taknx nopTos.

KOMMbIOTEePHbIN NMOPT ABNAETCA BUPTYA/IbHOM TOUYKOM, KOTopas
ynpasiseT ceTeBbiM TPAGUKOM B 060MX HAMPABEHUSAX, YTO ABASAETCA
KPUTMYHBIM C TOYKM 3peHKrs ceTeBoM 6e30nacHoCTH. B 60nbLInX
CeTax AaHHble, KOTopble CO6MpaeT CKkaHep MOPTOB, MOFYT MOMOYb
BbISIBUTb MOTEHLMA/IbHbIE YI3BUMOCTU KOMTMbIOTEPHBIX CUCTEM.
Takoe 1Cnonb3oBaHWe CkaHepoB ABNAETCS AOMYCTUMbIM.

OfHaKO CKaHepbl YaCTO NCMOJb3YHOTCA 3/10YMbILLUIEHHUKAMUW A4
B3/10Ma cMcTem besonacHocTn. Ha nepBoM 3Tane Ha KaXKAbIA 13
NOPTOB OTNPAB/IAETCA CEpUA MAKETOB. B 3aBucrmocCTH OT NosTly4eHHbIX
OTBETOB onpeaendeTcs, KaKoW 13 NMOpPTOB MO>XHO MCMOJ/Ib30BaThb.
CKaHMpoBaHue camo no cebe He npunYnHAeT Bpeaa, HoO cnegyert
MMEeTb B BUAY, YTO TakKad akKTMBHOCTb 3a4aCTYO ABNSeTCA NPU3HAKOM
NOMbITKW BblIAB/IEHNSA YA3BUMOCTU A nocneu,yromelh aTakuy CMcTemMbl
310yMbILUNTEHHUKAMMW.

CeTeBble aAMMHUCTPATOPbI 06bIYHO COBETYIOT 6/10KMPOBATH
BCE HEMCMosIb3yemble MOPThl M 3aLLMLLATH UCMO/b3yeMble OT
HeaBTOPU30BAHHOIO [OCTYMA.

6.2.5 HapyuweHune cmHxpoHusauum TCP

B aTakax nogmeHbl OL4HOI0 13 y4acTHUKOB TCP-coegnHeHNs UCMob3yeTcs
TeXHWKa HapyLLeHna CMHXpoHM3auum npotokosa TCP. 3ToTmeTos
OCHOBAaH Ha npoLeccax, KOTopble MPONCXOANT, KOrAa NOPSAKOBbIN
HOMep BXOASALLLEero nakeTa OT/IM4aeTcst OT OKMAAEMOoro. MNakeTbl

C HEOXXMIAHHbBIMY HOMEpamK NponyckarTcsa (MM coxpaHsaTCcs

B CrieumanbHoOM bydepe, ecim OHM MOMNAAA0T B TeKyLlee OKHO
coeguHeHuns).

B cOCTOAHMM HAPYLUEHNSA CUHXPOHM3AL MM 06€ CTOPOHbBI HAYMHAIOT
WMrHOPMPOBATb NAKETbl. B 3TOT MOMEHT aTakytoLlas CTOpOHa MOXeT
BHEAPUTLCA B NpoLecc o6MeHa NakeTaMu U OCYLLeCTBUTb NOAJIOr
naKkeToB C MPaBWU/IbHbIMW HOMepaMu. Takum 06pa3om, aTakytoLas
CTOPOHA MOXeT MaHWMyMpoBaTb 06MEHOM AaHHbIX C MOMOLLbIO
CBOMX KOMAHA UM BMELMBaTbCS B MPOLLECC ApYrM CMOCO60M.

B MeTOA€ NoAMEHbI 0OAHOr0 13 Y4aCTHUKOB LIe/Iblo ABNAETCA
BHeApeHe B BYXCTOPOHHUI 06MeH AaHHbIMU MeXy CEpBEPOM

M KIMEHTOM WX BYMSA paBHOMPaBHbIMK y31aMu. MHorune ataku

B 3TOM C/ly4ae MOTyT 6bITb NpefoTBpaLLeHbl MyTeM UCMNOMb30BaHNS
ayTeHTUOUKaLMM AN KaXKL0ro U3 cermeHTos TCP. Kpome Toro,
CeayeT UCnob3oBaTh peKoMeHayemble napamMeTpbl AJ18 CeTeBbIX
YCTPOWNCTB.

6.2.6 Ataka SMB Relay

SMBRelay 1 SMBRelay2 aB1510TCS NporpamMmMamu, KOTOpble HecyT
B cebe yrpo3y Co CTOPOHbI yAa/IeHHbIX KOMMbIOTEPOB. MNporpaMmbl
NCMOJb3YIOT YS3BUMOCTb MPOTOKONA 06ecneyeHuns obLero goctyna

K dannam Server Message Block, koTopbin BcTpoeH B NetBIOS.

Ecnv nonb3oBatenb NpefocTaBaseT obwmm 4ocTyn K dannam

M nankam 4yepes I0KabHYH CeTb, CKOpee BCEro 3T0 OCYLLeCTBASETCA
C MOMOLLbIO NpoTOKO/1a SMB.

B pamkax obMeHa JaHHbIMW MO 0KAIbHOW CETU MPONCXOANT 06MeH
OaHHbIMM Xelw-Tabnnuy, naponen.

SMBRelay npuHumaeTt coegmHeHns no UDP Ha nopTax 139 n 445,
TpaHCMpyeT NakeTbl, KOTOPbIMM OBMEHVBAKOTCSA KINEHT U CepBep,
1 nogMeHseT ux. lMocne NoAKI0YeHUA 1 ayTeHTUdnKaumm
coefMHeHVe C KAneHTOM npepbiBaeTcs. SMBRelay co3paeTt HOBbIN
BMPTYanbHbIV IP-agpec. HOBbIV agpec 4OCTYMNEH C MOMOLLbIO
cnepyowen kKomaHapl: net use \\192.168.1.1. NMocne 3T0ro 4oCTyn

K afpecy oTKpbIT Ans ntobon ceteson pyHKUMM Windows. SMBRelay
TpaHcmpyeT Yepes cebs BeCb 0O6MeH AaHHbIMW, KpOMe NpoL,eccoB
YCTAHOB/IEHUS COeAVHEHUA W ayTeHTUOUKAUWKU. YoaneHHas
arakytoLas CTopoHa MOXET UCMo1b30BaTh |P-aapec [0 Tex nop,
NoKa NOAK/IOHYEH KOMMbIOTEP KMEHTa.

SMBRelay2 paboTtaeT no Tomy ke npuHumMny, 4to u SMBRelay,

HO ncnonb3yeT nmeHa NetBIOS BMecTo IP-agpecoB. Oba npuaoxeHms
MCMONb3YIOT aTaky MeToAO0M Mnepexsara rnakeTtos.--- MeTof no3sonser
yAANEeHHOW aTakyoLLe CTOPOHE CYUTBIBATb, MOAMEHSATb N U3MEHSTb
COAEPXXMMOE COOBLLEHNI MeX Ay ABYMS CTOPOHAMM, HO He No3BONSeT
06HapYXnTb cebs. ATaKOBaHHbIe TakKMM METOLOM KOMIMbIOTEPbI YaCTO
npeKpaLLatoT OTBeYaTb Ha 3anpoChl NOJIb30BATE/A UM BHE3AMHO
nepesarpyxatoTcs.

[ng Toro 4Tobbl n3bexars Nnpobaem NoAO6HOrO poaa, peKoMeHAyeTCs
MNCNOMb30BaTb NAPOIU WU KJTKOYM 418 ayTeHTUGUKaLnn.

6.2.7 Ataku no npotokony ICMP

MpOTOKOA yNpaBAsoLWmnx coobLeHmin cetu MHTepHeT (ICMP —
Internet Control Message Protocol) sB1SeTca nonyaspHbIM U LIMPOKO

MCMNOob3yeMbIM MPOTOKONOM NHTepHeTa.- OH 06bI4HO MCnonb3yeTcs
ceTeBbIMW KOMMbOTEPAMUW A1 OTNPaBKK coobLeHNI 06 olWMBKaX.

3710YMbILLEHHVKN MbITAOTCA MCMNOMb30BaTh YS3BUMMOCTI 3TOr0
npoTokona B cBomx Lenax. Mpotokon ICMP pazpaboTaH kak CpecTBO
nepefadv 4AHHbIX B O4HOM HanpasaeHnW 6e3 ayTeHTUOUKaLUN.-
DT0 MO3BONSET 3/10YMbILLIEHHKAM OPraHn30BbIBaTb aTaky TMNa
«0TKa3 B 06cnymnsaHmm» (DoS — Denial of Service) unu ataku

C LLe/1bo NMOJTYYeHUS HEeCAHKLMOHVPOBAHHOIO JOCTYNa K BXOASALLMM

N MCXOASLLMM NaKeTaMm.

TunuyHbiMY NprMepamMu atak ICMP aB1SeTCs MHOXECTBO
naKkeToB ping, MHOXecTBO nakeToB ICMP_ECHO nan ataka smurf.
KomnbloTepsbl, noasepratowmecs atake ICMP, 3Ha4mnTe/IbHO
3amMeasifoT CBOK paboTy (0CO6EHHO 3TO KacaeTCs CeTeBbIX
MPUNOXKEHWNI), Y'Y HUX BO3HMKAIOT MPO6eMbl NPU yCTAHOBIEHUM
ceTeBblX COeANHEHWNN.

6.3 DnekTpoHHas noyTta

DNeKTPOHHAasA NoYyTa SBNAEeTCS COBPEMEHHbIM CPeACTBOM 06LLEHMS,
KOTOpOE NPUMEHSNETCS BO MHOTMX 061aCTAX. DTO CPeACTBO ABASETCA
rMBKUM, BbICTPLIM M NPSIMbIM CMOCO60M Nepefavm MHGOpMaLLUN.
DNeKTPOHHAsA NoYyTa Cbirpana Kk4eByto posb B Pa3BUTUM
MHTepHeTa B Havasie 90-X ro40B NPOoLUIOro Beka.

K coxaneHuto, BCNeACTBME BbICOKOTO YPOBHSI aHOHUMHOCTM
3NeKTPOHHAsA noYTa U MIHTepHEeT OCTaBASIOT NPOCTPAHCTBO A8
He3aKOHHbIX JEeNCTBUI, TakMX KAk PACcCbl/ika HexenaTenbHbIX
CO0bLEeHNI. HexxenaTtesibHas Mo4Ta MOXeT COAepXKaTb peKkiamy,
MUCTUOUKALMN UV BNOXKEHWS, COAEPXKaLLMe 3/1I0HaMepeHHoe
nporpamMmmMHoe obecneyeHne. Heygo6CTBO 1 ONACHOCTb YCUIMBAKOTCA
13-3a TOr0, YTO CTOMMOCTb PACChIIKL TaKUX COOBLLEHWIA CTPEMUTCSA
K HY/t0, @ CpeCTBa MacCOBOW PAcChbIKM M MOSy4eHNs ajpecoB
3/1eKTPOHHOW NOYThI BCe BpEMS COBEPLLUEHCTBYOTCS. Kpome Toro,
06beMbl M pa3HOO6pasne HexkenaTebHOM NoYThl AeNatoT ee
dunbTpaLUMIo KparHe 3aTpyaHUTENbHOM. YeM Lo/bLUe UCMOb3yeTcs
apec 31eKTPOHHOW NOYThI, TEM BblLLe BEPOSITHOCTb TOrO, YTO
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OH nonan B 6a3bl AaHHbIX pacCbIIKM HexkenaTesIbHOW NoYThbI.
BOT HekoTOpble COBETbI, MOMOratLme n36exxarb 3Toro:

° He pasMellanTe CBOM aApec B OTKPbITOM JOCTYMe B VIHTepHeTe
6e3 0cobon HeOBXOAUMOCTU;

° nepefaBanTe CBOM aApec TObKO TeM, KOMY MO/IHOCTbIO
nosepserte;

° MO BO3MOXHOCTU He VICI'IO}'Ib3yl7ITe pacnpoCcTpaHeHHble C10Ba
B Ka4yecCTBe NcesgoHMMoB (‘-IEM CNoXKHee nceBAoOHUM, TeM TpyaHee
oTcnegnTb a,u,pec);

° HeoOTBe4YamTe Ha NPpUHATbIE HeXXeNnaTte/ibHble coobuieHns;

*  ByabTe OCTOPOXKHbI BO BpeMsi 3anosiHeHms GopM Ha Beb-camTax
(oco6eHHO ecnm oHMcoAepKaT hpasbl, MOXOXKME Ha «[1a, g Xo4y
nosyy4aTb MHGOPMALMIO O... MO 3N1eKTPOHHOM NoYTe»);

°  WUCMOMb3yNTe «Ceumnanm3MpoBaHHbler agpeca (3aBeamTe OAWH
aapec ans paboTbl, 4pYron AN o6WeHns C Apy3baMU U T. 4.);

©  Bpems OT BpeMeHU MeHsANTe afipec 3/1eKTPOHHOM NOYThI;
°  MCMOMb3yIMTe NPOrpamMMbl 3aLWUTbI OT HEXENATeIbHOM MOYThI.

6.3.1 PeknamHble 06bsBNEeHUSA

Peknama B VIHTepHeTe ABnseTCa 04HOW 13 Hanbosnee BypHO
pa3BuMBatoLLMXCs obnacTen peknamHoro 6usHeca. MoyTtosas
pek/samMma UCnosb3yeT COObLEeHNS 3NeKTPOHHOM MNOYTbI B Ka4ecTBe
CpefcTBa CBA3M C NoTpebuTenem. NpenmyLLLecTBaMmm Takoro
NOAX0Aa SBAAIOTCS 61M3KME K HY/1eBbIM 3aTPaTbl U BbICOKMI YPOBEHb
n36mpartenbHOCTN 1 3 dekTUBHOCTH. Kpome TOro, COObLLLEeHNS
LLOCTaBAAOTCS NPAKTUYECKN MTHOBEHHO. MHOTMe KOMMNaHum
MNCMOAb3YHOT 371eKTPOHHYI0 MOYTY B KayecTse 3G deKTUBHOro
MApKeTMHIOBOro MHCTPYMeHTa A5 06LWeHns CO CBOUMM TEeKYLLUMU
M NOTEHLMANBHBIMW KNEHTAMN.

STV MApKETUHIOBbIE CPeICTBA 3aKOHHbI, TaK KaK Mo/ib30BaTeNn
06bI4HO 3aMHTEPECOBaHbI B MOYHEHUN KOMMepYeckor nHdopmaLlmm
0 HeKOTOPbIX NpoAyKTax. OLHAKO CYLLLEeCTBYIOT KOMMAHUM,

KOTOpbIe 3aHMMAOTCA MACCOBbIMU PACCHITKAMMW HEXenaTebHbIX
KOMMepYecKmx NncemM. B Takumx cydasx pekaama no 31eKTpoHHON
noyTe BbIXOAUT 3a FPpaHuLLbl A0MYCTUMOTO, U 3TW COOBLLeHNS
CTaHOBATCA HEXEeNaTeIbHbIMU.

Konmn4ecTBO HexxenaTe/IbHOW pekaamMsbl Mo 31eKTPOHHOW NoYTe cTano
HacToswen npobnemon. CHUKEHWUS ee aKTUBHOCTM He HabtogaeTcs.
ABTOPbI HEXKenaTesIbHOW MOYTbl MOCTOAHHO MLLYT CNOCO6bI BbIAATb
HexxenaTesbHble CO0bLeHMA 3a none3Hble. C Apyron CTOPOHbI,
pacchbiaka 3aKOHHOW pekaiamMbl B 60bLLIMX KOIMYECTBAX TOXKE MOXET
BbI3bIBaTb HEFATMBHYIO peakLnio.

6.3.2 Muctudpukauum

MucTrndurKaumen HasbiBaeTCs COO6LEHNE, pacnpOoCTpaHstoLeecs
cpeav nonb3oBatenen MHTepHeTa. ObbIYHO OHO OTMPABAAETCS

M0 31eKTPOHHOW NOoYTe, @ MHOIAA C MOMOLLBIO TAKUX CPEACTB
KOMMYHMKaumn, kak ICQ mnnm Skype. CoobLieHme 4acTo COAEPXKMT
B cebe LWyTKY NN rOPOACKYIO ereHay.

BupycHble MUCTUDUKALMM CTUMYIMPYIOT CTPax, HeyBepeHHOCTb
N MHUTENBbHOCTb Yy Nosly4atenen, nobyxaas ux BepuTb B TO,

4TO «HenobeaMMbI» BUPYC yAANAET UX Ganbl M KpaaeT naponu,
a TakXke MPOM3BOAMUT Apyrue KparHe HexenartesbHble 4eCTBUS
NPOTUB UX BONU.

NHoraa MUCTUOMKALLMN BbI3bIBAOT IMOLMOHANBHOE
3amMeLlaTenibcTBo. O6bIYHO MUCTUDUKALMS COAEPXKNUT MPOCHEY
nepenaTb cO0bLLEHWE, COAepXKaLLee MUCTUPUKALNIO, BCEM
3HAKOMbIM. DTO YBENUYMNBAET XXU3HEHHbIN LUK MUCTUDUKALMN.
CyLLecTBYOT MUCTUDUKALIMN, KOTOPbIe MepeaatoTcs Yepes
MO6U/IbHble TenedoHbl, NPOCLELI 0 NMOMOLLM, MPOCbOLI TOMOYb

46

[eHbramm v Tak ganee. B obwem cnydvae noyYyT HeEBO3MOXKHO
MOHATb MOTUBALMIO CO34aTeNs Takom MUCTUDUKALMN.

B npuHUMNe, eciv CoOobLLEeHNe COAEPXKMT NPOCbOY OTNPaBUTL TEKCT
Aanblie, 370 coobLeHme C OrpOMHON BEPOSITHOCTbLIO ABAAETCA
MucTndmkaumen. CywectsyeT 60/bLLOE KONNYECTBO Be6-CanToB,
KOTOpble Creumnanmn3npytoTcs Ha MuctTudurkaumax. OHmM noMoraoT
onpefennTb, ABASeTCS M cooblieHne mucTudurkaumen. fNepes
OTMPaBKOW TAKOro COObLLeHNA fAanblue NonpobymnTe HANTK

B VIHTepHeTe MHGOPMALMIO O HeM.

6.3.3 DOUWNHI

TepMUH «dUWNHM 0603HAYAET NPECTYMHYIO AEATENBHOCTb,
MCMO/b3YIOLLYIO METO/bI COLMANTBHOM UHXKEHepUn (MaHUNyAMpOBaHMe
nonb30BaTENSMW, HANPABAEHHOE Ha NolyYeHne KOHOUAEHLNANbHbBIX
[aHHbIX). Lienbto uwmHra aBnseTca 4ocTyn K TakMM AaHHbIM, Kak
HoMepa 6aHKOBCKMX cHeToB, PIN-KoAbl U T. M.

MonbITKa Noy4eHnsa MHGOopPMaLMmM 06bIYHO 3aMacKMpoBaHa

B BU/E COOBLLEHMSA OT OBEPEHHOMO INLA UM BU3HEC-CTPYKTYPbI,
Hanpumep GUHAHCOBOW UK CTPAXOBOM KOMMAHMK. CoobLLeHme
BbITAAMT BNOJHE 6/1aroHaAeXHbIM Y COAEPXKNUT rpaduKy 1 TEKCT,
KOTOPbIN MOXET 6bITb MOYYEH OT OPUTMHAIBHOIO UCTOYHMKA. DTO
[lenaet ero ocob6eHHo BrevataaoWwmnmM. MpegnaraeTca NpeaocTaBuTb
MO HEKOTOPbLIM NpUYMHaM (NpoBepKa AaHHbIX, PUHAHCOBbIE
onepaumm) Kaky-11m6o NMYHY0 MHGOPMaLIMIO, HanpyMep Homepa
6aHKOBCKMX CYETOB, MMA MONb30BATENS, NAPO/b U T. . EC/in
[aHHble NPefoCTaBNATCA, OHM ByAyT YKPaAeHbl Y UCMO/b30BaHbI
B MPECTYMHbIX Lensx.

CnenyeT 06patMTb BHUMAHME HA TO, YTO HAHKK, CTPAXOBble KOMMAHWMN
1 Apyrue 3ac/Iy>KMBAKOLLME YBAKEHW S OpraHm3aum HAKOrAa

He 3anpalumBaoT MMeHa Nonb3oBaTesnen 1 Napoam C MOMOLLLbIO
HEOXMAAHHbIX COOBLLEHMI 3/IEKTPOHHOWN NOYThI.

6.3.4 Pacno3sHaBaHue MOLIEeHHUYeCcTBa B COO6LLLEeHUAX
3/1eKTPOHHOM NOYTbI

CyLLeCTBYET HECKOJIbKO MPU3HAKOB, KOTOPbIE MOTYT MOMOYb
pacno3HaTb HexxenartesibHble coobLieHns. Ecnm coobLieHne
VA0BNIETBOPSAET HECKONbKUM U3 3TUX KPUTEPUEB, OHO C 60/bLLION
BEPOSATHOCTbIO OTHOCUTCS K HEXenaTesbHbIM.

*  ALpec OTNpaBUTENS HE COAEPXKUTCS B aAPECHON KHUre
nonyyarens.

* Tpeanaraercs NOAYYUTb OFPOMHYIO CYMMY AEeHEer, HO CHavana
HeobXoAMMO ONNATUTbHEDONbLLYIO CYMMY.

« [pepnaraertcs NpefoCTaBUTb MO HEKOTOPbIM NMPUYMHAM
(npoBepka AaHHbIX, PUHAHCOBbIE OMepaLMm) Kakyo-1m6o
JINYHYI0 MHGOPMALIMIO, HaNprMep HoOMepa 6aHKOBCKMX CHETOB,
MMS NONb30BaTeNs, Napoib U T. A.

¢ CooblleHne HaNncaHo Ha MHOCTPAaHHOM £3blKe.

+ [pepnaraeTcs NOKynKka NpoayKLum, B KOTOPOW Nosy4aTtesb He
3anHTepecoBaH. OHAKO eC/iv NoslyYaTens 3aMHTeEPecoBano
npeasioxeHune, cielyeT NpoBEPUTb, ABSETCSA IV OTNPABUTESb
HaZEeXHbIM MOCTABLMKOM (Hanpumep, NPOKOHCYLTUPOBATHLCA
C NpeAcTaBUTENEM NPOU3BOAUTENSA NPOAYKLIMN).

*  HekoTopble 13 C/IOB HAMEPEHHO HaMMCaHbl C OLWMBKAMM, YTO6bI
06MaHyTb GUNBLTP 3N1EKTPOHHOM NoYThl (HanpumMep, «Bearpo»
BMECTO «BMarpa» nT. i.).

6.3.4.1 MpaBuna

B KOHTEKCTe 3aLLMTbl OT HEXKEATe/IbHOM NOYThl U paboThl

C KNIMEHTaMM 3/1eKTPOHHOM NMOYThI MPaBUIaMmM Ha3biBAKOTCA

WMHCTPYMEHTbI 06paboTKm COOBLLLeHNI. [TPaBUIO0 MOXET BbiTb
pasfeneHo Ha ABe Iornyeckme YacTu:



1. ycnosue (HanpumMep, NpoBepKa agpeca, C KOTOPOro MPULLIO
coobLeHue);

2. pewncTeue (Hanpumep, yaaneHue coobLeHusa Uamn nepeMeLieHme
€roB yKa3aHHYI0 Narnky).

KonnyecTBo 1 KOMBUHALMSA NPaBM 3aBUCUT OT KOHKPETHOTO
peLleHra No 3aLumnTe OT HexxenaTenbHOM NoYThl. Mpasuna
npegHasHayveHbl 415 60pbbbl C HEXXeNaTenbHOMMNOYTON. Hmke
npuBeaeHbl TUNMWYHbIE MPUMEpbI.

* 1. YcnoBue: npuHMMaemoe coobLeHme CoaepXXnT C1oBa,
TUMKWYHbIE ANA HeXenaTeNbHOW NoYThbl.
2. lencTBure: yaanmTb COObLLEHME.

* 1. YcnoBue: NpUHMUMaemMoe COObLLeHMEe COAEPXKMUT BIOKEHME
C pacwmpeHmnemexe.
2. [lencTBure: yAanuUTb BAOXKEHME N OCTaBUTb CO0bLLeHMe
B MOYTOBbLIN ALLINK.

* 1.YcnoBue: NpyHUMaeMoe COObLLEHME OTMPABIEHO HAYaIbHNUKOM.
2. [lencTBme: nepeMecTnUTb coobLeHme B nanky «PaboTar.

B nporpammax 3amnThbl OT HEXeNaTesIbHOM NOYTbl PEKOMEHAYeTCs
MNCMO/b30BaTh KOMBWHALMIO MPABUJI, HTOGbI YIPOCTUTD
aAAMUHUCTPUPOBaHMe 1 6onee 3ddeKTUBHO OTGUNBTPOBBLIBATDL
HexxenaTesbHble COOBLLEeHNS.

6.3.4.1 dunbtp Baneca

dunsTpauma coobleHn no banecy sBngeTCs 04eHb 3PDEKTUBHbBIM
METOAOM, KOTOPbIV MPUMeHSeTCs B 60/bLUMHCTBE NPUIOXKEHWU ANS
3aLUNTbI OT HEXXeNnaTeslbHOM NoYTbl. OH MOMOraeT MAeHTUOULNPOBATb
HeXxenaTeslbHy MOYTY C BbICOKOM CTeMNeHbo 4OCTOBEPHOCTU.
BanecoBcKkM GUABTP HACTpamBaeTCs A1 KaXKA0ronob3oBaTens
OTAEeNbHO.

MeToa 0CHOBaH Ha NpuHLMNe, ONMCaHHOM HUXe. B nepBon dase
NPOUCXOAMUT NpoLecc 0byyeHuns. Monb3oBaTe b BPYHHYIO OTMeYaeT
HEeKOTOpPOe KOIMYeCTBO COOBLLEHMIA, COPTUPYS HEXeNaTebHYy
1 nonesHyto no4Ty (06614HO 200/200). PUALTP aHANMU3NPYET 06e
KaTeropmm 1 0by4aeTcs TOMy, HTO, HANPUMEP, HeXXenaTe/ibHble
CO0bLLEeHNS coaepKaT Takme C10Ba, Kak «Ponekc» nam «Buarpa»,
B TO BpeM# KaK nosie3Has no4vTa oTnpaBaseTcs YneHamm cembm
WA KOPPECNOHAEHTAMM U3 aAPECHOM KHUTW. Tocne aHanm3a
LOCTaTOYHO 6OMBLLIOro KOAMYecTBa NMcem 6armecoBckmii GUALTp
cnocobeH NpncBamBaTh KaXKAOMY M3 COOBLLLEHWI onpeaeneHHbIn
“UHIEKC Cramar, KOTOPbIN NO3BONAET YCTAHOBUTD, IBNAETCS
CO0bLLEHNE HexXenaTeNbHbIM UK HeT.

OCHOBHbIM NPenMYyLLECTBOM METOAA SIBNAETCA r’MbKOCTb. Hanpumep,
ecan nony4aresb No npodeccmm 6Uonor, cCoobLleHns, CoLepXKUMoe
KOTOPbIX MOXET 6bITb OTHECEHO K BMONOTUM U APYTUM BAN3KUM
chepam 3HaHWM, ByayT pacLleHBaTbCs Kak nosiesHble. Ecnuv
COO0bLLEHME COAEPXKNT C/I0BA, KOTOpbIe B 0bLLeM C/ly4ae MoryT 6bITb
OTHeCeHbI K HexxenaTenbHOMy COAEPXXMMOMY, HO MUCbMO 6b1l10
OTMNpaB/IeHO KOPPECMOHAEHTOM U3 A PECHON KHUM M, OHO MOXET
6bITb KNACCUPULIMPOBAHO KaK MOIE3HOE. DTO MPOUCXOAUT MOTOMY,
YTO MUCbMO OT KOPPECTOHAEHTA 13 aAPECHOM KHUM C Masion
BEPOSATHOCTBIO ABNSETCS HEXENATENbHbIM.

6.3.4.2 «BenbliA» CNUCOK

B obLiem cyyae «6enbi» CNMCcoK COAEPXKNT 06BEKTbI UM UMeHa
WL, AN KOTOPbIX paspeLleH gocTyn. TepMuH «,6enblin” Cnncok
3/1eKTPOHHOM NOYTbI» 03HAYaeT CMNCOK af|pecoB Nob3oBaTesen,
OT KOTOPbIX MOXHO NOy4aTh CO06LLEHMS. TaKOro pofa ClmMcKM
CO3[a0TCS HA OCHOBE MOMCKA MO K/0YeBbIM CI0BaM B apecax

3ﬂeI<TpOHHOl7I MoYTbl, AOMEHHbIX UMeHaX Nin IP—a,qpecax.

Ecnu «6enbli» cnincok paboTaeT B «MCKIOYUTENIBHOM? pexuMe,
coobLeHma C 4pyrux aapecos, JOMeHOB WA IP-afpecoB
6nokmpytoTcs. C Apyron CTOPOHbI, MOXHO He 610KMPOBaTh Takme
coobueHns, a 06pabatbiBaTh MX KAKUM-1MB0 APYrMM CNocoboMm.

«Benbln» CNUCOK MMeEeT Ha3HavyeHre, MPOTMBOMO/IOXKHOE «4epPHOMY»
CMnCKy. «benbiMmn» CNMckaMm CpaBHUTEIbHO MPOCTO YNPaBAsATh,
3HAYUTENIbHO NPOLLE, YeM «YepHbIMU». 1na 6onbien 3pdekTUBHOCTHM
peKkoMeHAyeTca coBmeLaTh 06a Metoga («6eblin» U «4epHbIN»
CMUCOK).
6.3.4.3 «YepHbIA» CNNCOK

B 06LeM C/lyHae «4epHbI» CNINCOK ABNASETCS CMIMCKOM HEMPUEMIEMbIX
WK 3anpeLeHHbIX 06beKTOB UK NULL. B BUPTYyasbHOM MUpe

3TOT MEeTO/, NO3BONSAET OrpaAnTbCs OT COOBLLEHNI, MPUXOAALLMX

C HeXenaTesbHbIX aAPeCcoB 3/1eKTPOHHOM MOYThI.

CyLLecTBYeT ABa TUMA «4epHbIX» CMIMCKOB. M0onb30BaTe b MOXET
COCTaBUTb CO6CTBEHHBbIN «4ePHbIA» CMIMCOK C MOMOLLbIO MOAYS
32Tl OT HeXKenaTeslbHoW NoYThl. C ApYror CTOPOHbI, MHOTMe
npodeccrmoHasbl NOb3yOTCS peryaspHo 06HOBASEMbIMU CIUCKAMMK,
KOTOpble pacnpoCTPaHATCA B IHTepHeTe cneumnanmsnpyowmmMmcs
Ha 3TOM OpraHu3auuamu.

«YepHbI» CMMCOK OCHOBAH Ha MPUHLMMAX, MPOTUBOMOJIOXHbIX
npuHLMNam «6enoro» cnmcka. MIcnosiib3oBaHue «4epHOro» cnmcka
ABASETCA BAKHbIM 3/1eMeHTOM npoLecca GUAbTPaLLMM SNEeKTPOHHOM
noYThl. MpY 3TOM BeeHre CNncka npeacTaBnset cobon TpyaoeMKnm
npoLecc, Tak KaK HoBble 06beKTbl 6/1I0KMPOBAHMA MNOABASIOTCS
exxefHeBHO. Ans 6onben 3¢dekTMBHOCTM peKoMeHayeTcs
MNCNONb30BaAHME «6e10ro» CNUcka COBMECTHO C “4epHbIM?,

6.3.4.5 KOHTpo/b Ha cepBepHO CTOpOHe

KOHTpO/b Ha cepBepHOM CTOPOHE UCMONb3yeTCs ANs
NAEHTNOMKALMM MACCOBBIX PACCHIIOK HEXeNaTeIbHOM MOYThbl HA
OCHOBE KOJINYeCTBa NoJTyYeHHbIX COOBLLEHNI 1 MHPOPpMaLMK,
noJsly4eHHOM OT Nnosb3oBaTenen. Kaxkaoe cooblieHne ocTaBngeT

Ha cepBepe yHUKabHbIM LMbPOBOMN 0TNEYaATOK, KOTOPbIN

OCHOBAH Ha COAEPXKMMOM NUCbMa. PaKTUYECKM 3TOT YHUKANbHbIN
NAEHTNDUKATOP HNYEro He CO0bLLLaeT 0 COAEPXKMMOM CaAMOro
nncbma.- OAHAKo ABa OAMHAKOBbIX COOBLLEHMS MMEIOT OANHAKOBbIE
oTneyaTKkm, a Ba pa3INYHbIX — pasHble.

Ecnv coobLLeHME KNACCUDULMPOBAHO KaK HexenaTesibHoe, ero
oTrne4yaTok OTnpasngeTcs Ha cepsep. ECiv cepsep nosiydaeT 60/blioe
KOMYECTBO MAEHTUYHbIX OTMEYaTKOB (COOTBETCTBYHOLLMXOAHOMY

1 TOMY Xe COOBLLEHMI0), OH COXPAHAET OTMeYaTOK HeXKenaTebHoOM
no4Tbl B 6a3e AaHHbIX. [Py NpoBEpPKe BXOAALMX COOBLLEHN
nporpaMma oTrnpaBaseT OTnevaTku cooblieHnit Ha cepeep. Cepsep
BO3BpaLLaeT JaHHbIe O TeX 0TNeYaTkax, KoTopble COOTBETCTBYIOT
COOBLLEHNAM HEXENATENbHON MOYTbI U KOTOPbIE y3Ke 6bI1N
KNaccrdULMpPOBaHbI MOJb30BATENAMM.
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